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1. System Preparation

Thank you for selecting AlertDispatcher. Here' sachecklist of what you need to prepare beforeinstalling the
software.

1). Working SIM card

An activated GSM/GPRS/3G SIM card (with no PIN password set).

Note:
1. Some prepaid SIM cards need to be activated by voice call before SMSisenabled. Pleasetest the SIM card
using amobile phoneif required.

2. If you need to change your SIM card, before removing the SIM card, please alwaysturn off the power
supply or remove the power supply cable from the modem. Y ou may reconnect the power supply after you have
installed the new SIM card.

2). Working GSM or GPRS modem

A Compatible GSM, GPRS or 3G modems (Please contact your dealer if you do not have one).

If you are using aserial modem, please ensure that your PC hasaDB9 serial port. If thereisno available DB9
seria port, you may install third party PCl DB9 RS232 serial card. STLab Seria cardsarereliableand knownto
work with most serial GSM/GPRS modems.

USB modems generally require modem driversto work. After installing the modem driver, goto Sart >
Control Panel > System - Hardware Tab - Device Manager - Modems and ascertain the COM port onto
which the modem driver hasbeeninstalled.

= bl i
File Action View Help
s || HE| & R&S

i.Genemli Modem | Diagnostics | Advanced E.Dri\rer | Details!

Port: COM4
F) }é ™
@ Batteries | Speaker volume
1| ZH Biometric Devices L High

g Bluetooth Radios |
/M Computer |
L._:" E?Sk e Maximum Port Speed
1By Display adapters

b e} DVD/CD-ROM drives

b Um Human Interface Devices
by IDE ATA/ATAPI controllers
1‘:_1 Imaging devices Dial Cortrol
22 Keyboards

m

115200 At

B }3 Mice and other pointing devices I Wait for dial tone before dialing
4[| Modems

g;i Sierra Wireless Device #2 |
-l Monitors

o ¥ Network adapters

m Processors - [ oK ] l Cancel
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Note: Refer to Appendix A for more details on preparing the GSM modem.

3). Windows PC/Server (Recommended System Requirements)

If possible, please prepare aclean installed Windows PC/Server with thefollowing specifications. The
following hardware specificationsarerecommended for adeployment with up to 4 modems attached and
processing up to 10,000 messages per day.

Minimum Processor: Pentium 4 for Windows X P/ Pentium Core 2 Duo for higher versions of Windows.
Operating System: Windows XP (Service pack 3) / Windows 7 / Windows 2003 Server / Windows 2008 Server.

RAM: Minimum 1 GB, Recommended 2 GB RAM (for Windows XP). Minimum 2 GB, Recommended 4 GB
RAM (for higher versions of Windows).

SM card: Activated and working SIM card from your mobile operator.

GSM Sgnal: Location of server/PC must have good GSM reception. Y ou may compare the signal strength for
various SIM card providersusing the software — signal strength will be displayed on the Client console.

USB port: Required for USB modems — as USB modems draw power from the USB port, you may need to use
an externally powered USB hub if you have attached other USB devicesto your PC/Server.

Serial port: Required for Serial modems— ST Lab 2 & 4 port serial cards are supported.

Note: Wewould recommend that you install antivirus softwareif you need to login to the system regularly.

4). Disable System Standby (For XP, 7 and workstation OS)

If you areinstalling AlertDispatcher on aworkstation OS, e.g. Windows XP, Vistaor 7, please ensure that
system standby/sleep and turn off hard disk settings are changed to ‘Never’.

Setting for XP:
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Power Schemes | Advanced | Hbemate | UPS |

2

2

Selacd tha pawer seheme wilh the mos| asprprsle sattings for
Hlnwnh Nate that changing the settings below wil modéy

Setting for Windows 7:

- s .« & & S - . =

= @

Copyright 2012 Click And Deploy (Pte. Ltd.)

==l

@-i‘; * Hardwarc and Sound » Power Options » EdltPIan Scﬂ.\ng
- = W e v o e e

— -
& |“? | | Search Control Nanel P

Change settings for the plan: Power saver

Choose the sleep and display settings that you want your computer to use.

-

ll On battery 9 Plugged in
@ Dim the display: |2 minutes .*] [2 minutes *.]
2 Turn off the display: I_S minutes 7‘ [5_ minutes. Y]

2] (never

| W Put the computer to sleep: |Neve_r

o [ H% o~

“o¢ Adjust plan brightness:

Change advanced power settings

Restore default settings for this plan

U
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5). Setup considerations for API/ Email-to-Alert (Email2SMS) / HTTP-to-Alert /
SNMP trap receiver interface

a). Resolving possible port conflicts

AlertDispatcher comeswith abuilt-in HTTP Server (Web Server), SMTP Server and SNMP Trap Receiver.
You can send Alerts (Email/SMS) using the HTTP and SMTP (Email) interfaces provided. Y ou can aso
convert SNMPtrapsinto Alerts. The built-in servers use the following default portsfor their respective protocol.

| Server Protocol Default Port Remarks |
HTTP Server 80
SMTP Server 25
SNMP Trap Receiver 162
AlertDispatcher Server 5556 Used by AlertDispatcher Client and DLL API

In order for these interfacesto work, there must not be conflicting services running on your system occupying
the sameports. If thereisaconflicting service using the same port, thefollowing error will appear: “Could not
bind to socket”.

" AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) L= L=]
Syztem Setup l System Alerts/Email Setup l Feceive SMS Setup l SMTP Server Setup l HTTF Server Setup lSNMF’ Trap Receiver Setup]
Help l
Service l Meszages l Send SMS/Email l Addreszshook. l Uszerz and Departments l Modem Setup l
Server Status: @ ta ‘ Stop ‘ Restart ‘ Modem Signal Strength:
T ; :ial T T ] ¢ EATOispatcher,
Open Log Folder ]log lines to display: {100 -_;-—j
e —— T —. . , I m | =
it T TS BT SerTEr R """-1'5556 =1 i +
Iu:'_. 12.14 36:01:36:700 [!] External ervor: HTTP Server failed to start: Could not bind socket. Address and port are alreadr in use. Plesse ensure that IIS|
Wil 12 14 15:58:57:748 AlertDispatcher Service Started! Modems initialized successfully — COMG

15 Engine i alized.

Authorized User:UNLICENSED — TESTING USE CONLY
SMSDispatcher Corperate Version:2.5.8.0
LNDeplor

2 sRegisteredName:UNLICENSED — TESTING USE ONLY
2:-317 Engine finalized.

4| m | l;

Server running | 19(Below Average

For example, for SMTP Server interface, you may check whether Windows* Simple Mail Transfer Protocol
(SMTP)’ serviceexistsandisset to runautomatically. If yes, stop and disable the service, and then restart
‘ AlertDispatcher-SNMP’ service.

For HTTP Server, ensure that Windows World Wide Web Publishing Service, or 11Sisn’t running on the same
port (default port for HTTP server is 80).
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For SNMP Trap Receiver, if you haveinstalled Windows SNMP Trap service, please ensurethat the serviceis
stopped or changeto adifferent port (default port for Trap Receiver is 162).

b). Add server ports to Firewall

If you need to be ableto access AlertDispatcher Server from the network, and thereisafirewall running on your
system, you must add the ports used by the servicesyou requireto your firewall list of “allowed ports’.

Next, we shall describe how this can be done for Windows Firewall. If you areusing a3™ party firewall, check
withyour I'T administrator or thefirewall vendor.

Toadd portsto Windows Firewall exception list:

Go to Start = Control Panel = Windows Firewall.

=== |

@ @.P, » Control Panel » System and Security T |*7 | | Search Control Panel e l

-

Control Panel Home ; ! : Action Center

- Review your computer's status and resolve issues
® System and Security Y s e '
% Change User Account Control settings
Network and Internet At :
Troubleshoot commion computer problems Bestore vour comnuter to an eadier time

Hardware and Sound

ﬁ Windows Firewall
Programs.

Check firewall status | Allow a program through Windows Firewall
User Accounts and Family

L% £s
Safety : ¥ e
Appearance and T View amount of RAM and processor speed | Check the Windows Experience Index |
Personalization W Allow remote access | See the name of this computer | % Device Manager
Clock. Language. and Region = Windows Update
Ease of Access Turn automatic updating on or off | Check for updates | View installed updates

'-;; Power Options
Change battery settings | Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

34 Backup and Restore
= Back up your computer Restore files from backup

Pw Windows Anytime Upgrade

== Get more features with a new edition of Windows 7

Click “Advanced settings’.
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addr " 8§ 8 v 08w w0

@ » Control Panel » System and Security » Windows Firewall

¥ |‘r || Search Control Panel

Control Panel Home

Allow a program or feature
through Windows Firewall

"ﬁ Change notification settings
%

¢ Turn Windows Firewall on or

off

Restore defaults

Advanced settings I

Troubleshoot my netwerk

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

. '-* Home or work (private) networks

I '@ Public networks

Networks in public places such as airports or coffee shops

Not Connected

Connected

Windows Firewall state: On

Incoming connections:
on the list of allowed programs

Active public networks: = Unidentified network

Block all connections to programs that are not

See also

Action Center

Notification state:

Metwork and Sharing Center

= NETGEAR

Motify me when Windows Firewall blocks a new

program

( \—”

(A~ ]

m

Click Inbound Rules, followed by “New Rule”.

# Windows Firewall with Advanced Security I

File Action View Help

= 7F = H

5‘;{ Connection Security RUIES%AdObE 8154

4 Monitoring

£l 1 [

Name = Profle  Enabled  Action *||
Adobe CSI C54 Public Yes Allow ‘; ‘

Public Yes Allow |

@Adobe CSICS4 Public Yes Allow

.AIertDispatcherServer.exe Domain  No Allow B

.AledDispatcherSewer.exe Domain  No Allow g

@ Core FTP App Public  Yes Allow

@ Core FTP App Public  Yes Allow =)

@Cyberhnk PowerDVD 8.0 All Yes Allow -

@JavaUM) Platform SE binary Private  Yes Allow

OJavaUM] Platform SE binary Public Yes Block

GJava(TM] Platform SE binary Public Yes Block

@Java(TM] Platform SE binary Private  Yes Allow

OMZMStudioSetup Public Yes Block

0 M2MStudioSetup Public Yes Block

@Ml’crosoft Office Groove Public Yes Allow

@Ml’crosoﬂ Office Groove Public Yes Allow

@Microsoﬂ Office Outlook Public Yes Allow

@Oracle VM VirtualBox Manager Private  Yes Allow

@ Oracle VM VirtualBox Manager Private  Yes Allow

® Oracle VM VirtualBox Manager Public  Yes Block

® Oracle VM VirtualBox Manager Public  Yes Block -

A m

Filter by State

Filter by Group
View

Refresh

Export List...

Help

v v v w

Toggle“Port”, click Next.

Copyright 2012 Click And Deploy (Pte. Ltd.)
———_— _..ﬁ
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ﬂ' New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

@ FRulz Type ‘What type of rule would you like to create?

@ FProtocol and Ports

@ Action ) Proaram

@ Profle Rule that controls connections for a program.
@ Name @ Port

Rule that controls connections for a TCP or UDP port.

" Predefined:

Cannect o a Network Projector

) Custom
Custom rule.

Leam more about rile types

Under “ Specific local”, enter “ 25, 80, 162, 5556” or any other portsyou wish to use.

c). DEP exception list.

If DEPisturned onfor all programs, you will need to add AlertDispatcherClient.exe and
AlertDispatcherServer.exeto the exception list. Thisisusually done automatically by theinstaller whenyou

install AlertDispatcher for thefirst time.

Note: For Windows 2008, DEP isturned onfor all programs by default so this step is essential for Windows

2008.

Goto Start - Control Panel > System

Rule that controls connections for a Windows experience .

[

MNeat J|

Cancel

]

11
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- - — = S
@@[fé + Control Pa_nel _» S_ystem and Securitg 3 hd |"f | [ SE:rcn?onrrof Panel r |

>

Control Panel Home

Action Center

® System and Security ngwe'.r.f your computer's status and re.solnre I55UBS

%¥ Change User Account Control settings

Troubleshoot common computer problems Restore your computer to an earlier time

‘ Windows Firewall

Check firewall status | Allow a program through Windows Firewall

Network and Internet
Hardware and Sound

Programs

User Accounts and Family

Safety System =
Appearance and T d processor speed Check the Windlows Experience Index
Personalization % Allow remote access See the name of this computer %¥ Device Manager
Clock, Language, and Region =y Windows Update
Ease of Access W Turn automatic updating on or off | Check for updates | View installed updates

\'; Power Options

4 Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

;&. Backup and Restore

Back up your computer | Restore files from backup

My Windows Anytime Upgrade

= Get more features with a new edition of Windeows 7

Click “ Advanced system settings’, “ Advanced” tab, followed by “ Data Execution Prevention” tab.

|:k » Control Panel » System and Security » System - | 5 | | Search Control Panel R |

Control Panel Home = S R
View basic information about your computer

Device Manager Windows edition

fefueleseiungs Windows 7 Home Premium

TS o5

&
W
O

[ 2 ; Copyright © 2009 Microsoft Corporation. All rights reserved.
&

¢ Advanced system settings

m

Service Pack 1

Get more features with a new edition of Windows 7

System

Manufacturer: Fujitsu Limited

Rating: m Windows Experience Index

See also Processor: Intel(R) Core(TM} i5 CPU M520 @ FU]ITSU

240GHz 240 GHz
Installed memory (RAM):  4.00 GB (3.80 GB usable)

Action Center

Windows Update

System type: 64-bit Operating Syst
Performance Information and yStepe wHpSrating, ytem
Tools Pen and Touch: Mo Pen or Touch Input is available for this
Display =

If theradio button for “ Turn on DEPfor all programs and services except those | select:” ischecked, please add
C:\Program Files\AlertDispatcher\AlertDispatcherClient.exe and C:\Program
Files\AlertDispatcher\AlertDispatcherServer.exe to the exemption list.

12



AlertDispatcher Quick Start Guide Copyright 2012 Click And Deploy (Pte. Ltd.)

j > . % . -
System Properties . |£| Performance Options b bsan ﬁ
i ~ R — ; ;
[ Computer Name | Hardare | Advanced | Sistem Protection | Remote | [ Visual Effects | Advanced | Data Execution Prevention | |
S
You must be logged ofvas-sn-Administrmterio make most of these changes.
prap . Data Execution Prevention (DEP) helps protact against
= damage from viruses and other security threats. How
isual effects, processor scheduling. memony usage, and vitual memo does it work?
7y Turn on DEP for essential Windows programs and services only
4
@ Turn on DEP for all programs and services except those I
User Profiles select:
Desktop settings related to your lagon —.
|¥] AlertDispatcherClient.exe
o |V AlertDispatcherServer.exe
Settings...
Startup and Recovery A
System startup, system failure, and debugaing information
[ Settings:. | L |
| Environment Variables. ..
Add... | | Remaove
Ok Cancel Appf
I I it | b Your computer's processor supports hardware-based DEP.
| |
0K ] | Cancel | | Apply |

6). Obtaining an SMTP or Email account

In order for AlertDispatcher to send out Emails, you must configure an SM TP user account under Alerts’Email
Setup. Please obtain the SMTP Server address and SMTP username and password from your company email
administrator, e.g. Exchange administrator. Asfar aspossible, do not use your email account or an existing
email account in case you change your password and forget to update the password set on AlertDispatcher.
Createanew email account, e.g. a ertdispatcher @yourcompanydomain.

If you do not have an SMTP Server, you can register afree GMAIL account. Note that GMAIL SMTP Server
(smtp.gmail.com) uses port 587 instead of the standard port 25.

Note: Intheevent that al modemsare offline, AlertDispatcher can only send out system alertsviaemail, so you

will need to configurean SMTP account in order to receive such aerts. Thisishighly recommended if you are
using AlertDispatcher for critical purpose.

13
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2. Installation, Upgrade and Configuration

1). Installation / Upgrade / Migration

Insert the AlertDispatcher CDROM into your PC that you wish to install or upgrade AlertDispatcher, run
AlertDispatcher Setup.exe. Follow through the stepsin the Setup Wizard.

AIertDispatcher | = X

Welcome to the AlertDispatcher Setup
Wizard

This wizard will guide you through the installation of
AlertDispatcher.

It is recommended that you close all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer.

Click Next to continue.

Mext > || Cancel

Note: If you are upgrading, you may run the new installer onto your existing AlertDispatcher installation
(without uninstalling thelatter). The new installer will not override your existing configuration.
AlertDispatcher will automatically upgrade your old installation.

14
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Y ou may chooseto install AlertDispatcher Client only if you are using Corporate (or higher) license.

AlertDispatcher l = | ﬁ
Installation Type =T
Please select to install as Client/Server or Client only ‘%
=

Select the instalation type. If unsure, use default Option A.
@ Option A: Install both Client and Server

=, Option B: Install Client Only (You nead to install Option A on another
machine}

| < Back “ Next = || Cancel |

If you wish to migrate an existing installation to the new machine, after installing AlertDispatcher on the new

machine, smply copy all the fileswith .ini extension and AlertDispatcher.db file located at the path c:\Program

files\AlertDispatcher\ (assuming you did not change the default path during installation) on the old machine
onto the new machine, replacing the origina files. The new version of AlertDispatcher will automatically
upgradethe old files.

15
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2). Configure Modem

a). Add modem

Note: If you areusing aUSB modem, please configure your modem driver as shownin Appendix A.

After installing, run AlertDispatcher Client using the shortcut from Windows Desktop. Plug your modem to

your machine and then go to ‘ Modem Setup’, click on the * Add Modem Port’ button %ﬁ‘ .

- AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY)

Syztem Alerts/Email Setup I Feceive ShS Setup | SMTP Server Setup I HTTR Server Setup | SHMP Trap Receiver Setup Help
Service | Messages | Send SMS/Email | Addresshook: | Uzers and Departments Syztem Setup |
%l 22
Port Status Signal ModemMail |Error(Warning) Description Baudrate | InfOut |CFUN
lNo modems enabled. Please add or enable modem on Modem Setup tab. Unknown A

16
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) -
Adding Modem Port g o i

[¥ Enable Part
COM port: IEUMB _v_] [¥ Show only existing ports

Baudrate: |REEEIEE

tode; ]In and Out :_]

tadern CFUN [for expert uzer): ]AT+EFUN=1,1

Drezcription: |

[_' Enable modem fof Modemdail

Ok J Carizel J

Check * Show only exist ports — thiswill display only valid COM ports on the system. Select the COM port
which your modem is connected to, followed by the baud rate. The most common baud rateis 115200. If
unsure, click ‘Ok’ button to create the Modem Port, and then sel ect the Modem Port you have just created from
=
thelist. Click on ‘Setup ModemPort’ button #27 and then click ‘ Autodetect Baudrate'. AlertDispatcher will
then attempt to connect to the modem using all available baud rates - this may take afew minutes. Alternatively,
if you are using a USB modem, you may to Start - Control Panel - System - Hardware Tab - Device
Manager - Modemsto ascertain the COM port and baud rate onto which the modem driver has been installed.

Next click ‘OKk’ button - you will seethe * Server starting, please wait’ message at the status bar at the bottom
left of the Window.

Note:
a). The setting *Modem CFUN (for expert user):” isused for modemsthat use adifferent CFUN setting, e.g.
Huawei modems. Please do not change this setting unless you know what you' re doing.

b). The * Enable modemfor ModemMail’ setting isrequired only if you need to send Email using the GPRS

modem — only worksfor selected modems. Note that you will need to enable ModemMail under AlertsEmail
Setup before you can toggle this setting.

17
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— — =

.. AlertDispatcher Corporate v2.5.0.0 {Authorized User: UNLICENSED - TESTING USE ONLY) i =
Syztem Alerts/Email Setup | Receive SMS Setup | SMTP Server Setup | HTTF Server Setup |'SNMF' Trap Receiver Setup Help |
Service | Meszages | Send SM5/Email | Addresshook. | Uszers and Departrents Modem Setup | S_l,lstem Setup |

&lelsl 28

Port Error{¥arning) Description

w1 COME

Server starting, please wait.. [ Unknown 4

If the setup is correct, you will seethe ‘ Server running’ along with the signal strength on theright corner,
otherwise an error message such asthe following may appear (see below).

. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY} e B S
System Alerts/Email Setup | Receive SMS Setup | SMTF Server Setup | HTTP Server Setup | SNMP Trap Receiver Setup Help l
Service l Meszages | Send SMS/Email | -Addressbook | Users and Departments Modem Setup | Syztem Setup |

lelel 28

Port Error{¥arning) Description

= COME

115200 | Irvahd Dut +CFUN=11

Server running | 19(Below Average
|
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b). Troubleshooting modem connection issues

If you' re getting an error, check thefollowing:

Copyright 2012 Click And Deploy (Pte. Ltd.)

1. Ensure that the modem is connected to the COM port which you have previoudy configured. If you are using
the PC original COM ports, it should be either COM 1 or COM2. Ensure that the COM port is not occupied by

another application.

If you areusing USB or external serial card, thedriver must beinstalled. Y ou can usually locate the COM port

from Start - Control Panel > System - Hardware Tab - Device Manager - Modems.

2. That aworking SIM card with no PIN protection isinserted into the modem. Most modems come with a

network indicator light that will flash or blink if the modem is connected to the GSM network. Y ou should also

be able to send SMS Alertsif you insert the SIM card into your cell phone.

If the modem network indicator light isnot blinking, check that the SIM card is properly inserted and then reset
or switch off and on the modem. Alsoreferto Appendix A for details on preparing the GSM modem.

3. Check if you are using the correct baud rate. The most common baud rateis 115200. If unsure, click

‘ Autodetect Baudrate' —this may take afew minutes.

. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) | = HET X |
System Alerts/Email 5etup ] Feceive SMS Setup ] SMTP Server Setup ] HTTP Server Setup 1 SMMP Trap Receiver Setup Help l
Service ] Mezzages ] Send SMS/Email ] Addreszsbook ] Uszers and Departments Modem Setup ] System Setup ]
@q}:‘ %— ‘?J %...-I %J
Port Status Signal ModemMail |Error{¥arning) Description Baudrate |InfOut |CFUN

-a COM10 Jizable i system canriot fird the part specified. Flaase e:-]-' 115200 Irand Dt

Error [ihj
'101' COM?7 Error

The system cannot find the port specified. Please ensure you are connecting to the correct port and
the modem is properly connected to that port. If in doubt, check Windows device manager.

BTHCFUN=11

liNo working modem found. Refer to Modem Setup for error message

Unknown
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c). Send test SMS

Once the modem has been successfully detected, you can test by sending atest Alert SMSto yourself. Goto
‘Send SMSEmail’ Tab, typein your phone number asyou will do for your cell phone and then the message.
Click *Send’ button.

= AlertDispatcher Corporate v2.5.0.0 (Autheorized User: UNLICENSED - TESTING USE ONLY) = | (=],
System Alertz/Email Setup I Receive SM5 Setup SMTF Server Setup l HTTP Server Setup i SHMP Trap Receiver Setup] Help ]
Service ] Meszages Send SMS/Email | Addressbook ] Users and Departments ] Modem Setup ] Supstem Setup ]

]91 234567830 _l Send

Subject [Fequired for e-mail]: ]

Priority: (4 =) [ Sendamessageat:| BA1242011 __” 114351 PM = Modem port: Jaute v | Department: |Main :J ]Custom Field1 _:_J Inzert

Testing

Characters: 7

Server running 18({Below Average

If the phone number is correct and the modem isworking, you should get the following screen. If not, verify
that the SIM card isworking using your cell phone.
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. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) ' c="r=
Syztem AlertsEmail Setup | Feceive SMS Setup | SMTP Server Setup | HTTF Server Setup | SHMF Trap Receiver Setupl Help |
Service Messages | Send SMS/Email | Addressbook | Users and Diepartments | Madem Setup | System Setup |
i L S
Limit; |500 =i Apply

StartDateTimu 7 |Type |INJOUT | Recipient Text Subject MessageStatus |Priority |FinishDateTim

7] |E| 2

ﬂ [ (PhoreMumber = 90521305 Filter..

!lServer running | 19(Below Average

Note: Youstill can’t send email until you have configured the SMTP Server and credentials AlertDispatcher
will useto dispatch Emails. See"Configure System and Alerts Setup” for details.
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3). Configure System and Alerts Setup

a). System Setup - General

AlertDispatcher comes with some configurabl e settings which you can modify. The default settings are
recommended values and should work for the average user.

. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) = X
System Alerte/Email Setup J Feceive SM5 Setup l SMTR Server Setup I HTTF Server Setup l SMMF Trap Receiver Setupl Help l
Service ] Meszages l Send SMS/Email ] Addrezshook l Users and Departments ] Madem Setup System Setup ]
|i Modems | Outgoing Message Filter | Reporting |
I [~ Enable debug logging
Caily limit of messages: (2000 ﬁ o
; ; i iv Enable PC buzzer &lerts
[ Discard messages in excess of imit
[V Run system tray program an system startup

Purge messages from database that are older than, days: {0 ﬁ

Pending messages older than |24 ﬂ hourg will not be sent

[ Sugpend priority 1 broadeast duing sleep period AP Paraphiraze: | Cave

o | F0000PM == | 00:00AM = Set Server Socket Port [for expert uzer]:  |5556 ﬁ

I~ Restrict SMS to Addressbook recipients

I Restrict Email to Addressbook recipients
Server running ] 20(Below Average ~

If you wish to send more than 2000 Alerts aday, please reset ‘ Daily limit of messages’. To impose no limit, set
‘Daily limit of messages to 0. If you want excess messages (above the daily limit) to be discarded, please check
‘Discard messagesin excess of limit'.

‘Purge messages from database that are older than x days' setting runs atask that purges old messages from the
database that are older than the configured number of days. Thistask runs once a day.

Note: For performancereason, AlertDispatcher will only keep up to 100,000 messagesin the database. When
thislimitisexceeded, the oldest 10,000 messageswill be automatically purged.

Suspend priority 1 broadcast during sleep period’ setting allows you to setup a“sleep period’ in which all
priority 1 broadcasts are suspended during that period of time. Broadcast will resume after the time period has
ended. Note: Messageswith priority higher than 1 will still be sent during this * Sleep period’ .

‘Restrict SM Sto Addressbook recipients’ and ‘ Restrict Email to Addressbook recipients’ allowsyou to restrict
SMSand Email recipientsto only thoselisted in the Addressbook. Thisappliesto both inbound and outbound
SMS.

‘Enable debug logging’ isused to debug modem communication and modem hardware issues.
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‘Enable PC buzzer Alerts' isused to sound the PC buzzer on AlertDispatcher Server and AlertDispatcher
Clientswhenever thereisan error. For example, a continuous melody will be played if amodem cannot be
detected. Y ou can stop thismelody either by rectifying the modem issue or acknowledging the Alert using
AlertDispatcher Client.

‘APl Paraphrase’ is used to protect accessto AlertDispatcher Server viaAPI. If high security isrequired, you
should configure apassword for APl Paraphrase.

“Set Server Socket Port (for expert user)’ allows you to change the default port 5556 which the server usesto
communicate with AlertDispatcher Client and APIs. Pleaserefrain from changing this setting unless necessary.

b). System Setup - Modems

“_ AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) =
System Alertz/Email Setup | Receive SM5 Setup | SMTPE Server Setup | HTTP Server Setup 1 SMMP Trap Receiver Setup| Help ]
Service l Messages ] Send SMS/Email l Addrezzhook ] Uszers and Departments l Modern Setup System Setup l
] Outgaing Meszage Filker 1 Feporting ]
[¥ Failover to an available madem port if the selected moderm port is down
¥ Allow concatenated (lang) SMS
Pauze before rezend enmoneous message, sec: ,5 —L‘J
I =1
Maw number of resends: |2 |
Sleep interval between SMS sending, meec: ]'D —j
Modem Delay Setting [for expert user), meec: (1000 _iJJ
Server running 20(Below Average
= ——————1

By default, AlertDispatcher will automatically failover to an available modem port if the selected modem isnot
working. The default setting is recommended for critical operations.

If * Allow concatenated (long) SMS isnot enabled, messageswill be truncated to 160 characters for ASCI| text

and 70 charactersfor Unicodetext. More phones madewithinthelast 5 years can support concatenated SM S of
up to 6 SMSin length.
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c). System Setup — Outgoing Message Filter

Y ou can setup ‘ Outgoing Message Filters to block Email and SM 'S messages to particular recipients (wildcard
characters supported) and al so messagesthat contain certain strings. The asterisk wildcard character matches
zero or more characters. The question mark wildcard character matches exactly one character.

*. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) = | =] ﬁ]
System Alerts/Email Setup l Receive SMS Setup l SMTP Server Setup l HTTP Server Setup l SNMP Trap Receiver Setup] Help l
Service ] Messages | Send SMS/E mai ] Addreszzbook | Uszers and Departments ] Modern Setup Spstem Setup l
General | Modemns T] Reporting ]
Fecipient Restrictions Content Restrictions
@ Allowed & Allowed
By default, all recipientsPhone/Email addresszes) are: RHE By default, all meszages are: R
" Blocked " Blocked
Except thoze listed below: Except meszages matching any of the stings listed below:
[Each recipient on a new line] [Each string check on a new line. Uss "Subject=""to indicate Email Subject check)|
? A fuck?
7 bitch
s goddamn
N Subject=[zpam]
+5999+ Subject="vinus*
“@gpammail.com
Test message text;
‘Wildcards suported:  * The astensk wildeard matches zero or more characters. ~  Testmatching
? The question mark wildcard matches exactly one character,
Server running 21{Below Average .

In the above example, recipients containing 1 to 4 charactersonly (?,7?,2??,7??2?), and recipients beginning with
+999 (+999*), e.g. +9991234567 arerestricted. To block al international SMS, simply block the prefix, e.g. +*
or 00* (different networks use different prefixes).

The check string ‘bitch*’ will block all messageswith the keyword *bitch’ followed by any other characters, e.g.
‘bitch!” and ‘bitchyou!” will berestricted. However, ‘hibitch’ will be allowed.

Note that for the case of phrases (more than one word separated by spacing), the asterisk wildcard will be
automatically added to the beginning and end of the phrase. For example, the check string ‘god damn’ will
block the message ‘ God Damnit!’.

24




AlertDispatcher Quick Start Guide Copyright 2012 Click And Deploy (Pte. Ltd.)

d). System Alerts/Email Setup

In order for AlertDispatcher to send out Emails, you must configure an SM TP user account under Alerts’Email
Setup. Pleaseobtainthe SMTP Server addressand SM TP username and password from your company email
administrator, e.g. Exchange administrator.

:*. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) l = = &J )
Service ] Mezsages ] Send SMS /Email ] Addressboak ] Uzers and Departments I Maodem Setup ] Spetem Setup l
System Alerts/Email 3 etup ] Fieceive SMS Setup ] SMTF Server Setup ] HTTF Server Setup ] SHMP Trap Receiver Setup] Help ]

¥ Send System Alert E-mail to:

E-mail addresses: Jadmin@clickndeploy.com | Fest alet Emal

v Send System Alert SMS to;

ecipients: 1admiri | Testalett SMS
SMTP server: ]clickndeploy.com SMTP user: ]admin
SMTF part 125 [T | SMTP password: 1 “““““““

Uizl |
Sender Emall Address: JaIertdispatcher@alertdispatcher.com

[~ Enable ModemMail [GPRS)
[Email will be sent uzing modem only if Internet mail iz not available)

[¥ Send Emal using b odembd ail anly

Apply settings

L Server running | 21({Below Average

Asfar aspossible, do not use your email account or an existing email account in case you change your password
and forget to update the password set on AlertDispatcher. Create anew email account, e.g.
alertdi spatcher @yourcompanydomain.

If you do not havean SMTP Server, you can register afree GMAIL account. Notethat GMAIL SMTP Server
(smtp.gmail.com) uses port 587 instead of the standard port 25.

Y ou can configure to receive System Alert Email and/or SMS whenever AlertDispatcher encountersamodem,
database, or any other errors by setting up thefollowing. Thisishighly recommended if you are using
AlertDispatcher for critical purpose.

Note:
a). SMS Alertswill not be sent if there are no available modems — all modems are offline. Therefore, in case of
such ascenario, you must configure System Email Alertsif you wish to receive system notifications.

b). Y ou must enable ‘ Enable ModemMail (GPRS)’ if you want to allow AlertDispatcher to be able to send
Email using the GPRS modem. Please do not enable thisfeature unlessyou need it asit may incur additional
GPRS costs on your SIM card hill.

If *Send Email using ModemM ail only’ isnot enabled (the default setting), AlertDispatcher will attempt to send
out EmailsviaTCP/IP network first, and only if that method fails, failover to ModemMail.
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4). Configure Users and Departments

a). Create user

Y ou can create multiple login Users of different “User Types’ (each user type has a different combination of
accessrights). Every login user isassigned to a user type. The user will inturninherit all the rights configured
for that user type.

For your convenience, the following user types are created upon installation — Administrator, Basic User,
Department Leader, Manager and Standard User.

In the example shown below, the newly created user “adam.smith” is assigned the user type“ Standard User”.
Standard User hasthe rightsto access Service, Messages, Send SM S/Email, Addressbook tabsonly but hasno
rightsto del ete messages. Standard User can only view messages from departments he or sheisassigned under.

= AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY)} | = | [ 2% |
System Alertz/Email Setup ] Fieceive SMS Setup I SMTF Server Setup ] HTTF Server Setup | SHMP Trap Receiver Setupi Help ]
Service ] Meszages ] Send SMS/Email ] Addressbook Users and Departments ] todem Setup ] System Setup l

salsalse) =

|Email | [@88 Main

Editing User: adam.smith I&J

Main | Departments ]

& Administrator Administrator

[ Enable User

Mame: ]adam.smith

Display Mame: ]adam

Password: ]xm

Canfirn Password: ]""’“‘

Type: |Standard Uszer __v_J Manage User Tupes

Standard User has the rights to access Service, Messages, Send
SMSEmal, Addressbiook tabs only but has no rights to delete messages.
Standard User can only view messages from departments he or she iz
azsighed under,

Moile Phore: |
Email &ddress: J
tonthly message limit: 0 j [~ Discard messages in excess of limit
No working modem found. Refer to Modem Setuyl Ok Cancel | Unknown

¥ T - 7
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b). Create new user types

If you need a user type with a combination of accessrights not found in any of the default user types, you can
create your own user type.

User Types ZZ
[
dik ol | &t
UszerType Drescription
& Adrinistrator Admiriztrator has full rights.
r.“:iz Basic User Basic Uzer has the rights to acce...
5 Department Leader Department Leader haz the rights...
r.";'s I anager I anager has the rights to access...
& Standard User Standard Usger has the rights to a...
Adding UserType &J

MName; 1specialuser

Explanation [byap bish biah......|

Rights: Right

["1&1 Can access tab: "Messages"

& Can access tab: "Send SMS5Email”
& Cah access tab: "Addressbook’

g’a Can access tab: "Users and Departments"

gb Can access tab: "Modem Setup”
=ia - . .
4 1 (3

m »

Ok Cancel

c). Create departments

To alow groups of usersto work together distinctly from therest of the organization, you can create new
“Departments’ (Users are assigned to the “main” department by default). Y ou can then reassign users from the
default main department to any of the newly created departments. Oncethe usersarein different departments,
you can restrict a user to view/delete only messages generated by fellow members of the department. Users
with the right to access messages from different departments can choose to filter messages displayed in the

Messages display grid by department.

Note: The User “Administrator” iscreated automatically. The passwordis*administrator” (caps sensitive).
Y ou are advised to change this password as soon as possible.
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i New Department g ‘

M air |Users !

Mame: !Accounting

—Ezcallabon mile if received S5 2 not REAL {for Sound Buzzer Alert dction]

ithin |0 j mirtites

Ok Cancel

d). Connecting client to remote server.

The ability to create multiple usersisespecially useful if you are using the Corporate (of higher) licensewhich
supports multiple remote clients. Y ou may connect to aremote server using by editing * Remote Server Host' as
shown below.

. AlertDispatcher Corporate v2.5.0.0 (Authorized User; UNLICENSED - TESTING USE ONLY) | fof
- s e i
System Alertz/Email Setup I Receive 5MS Setup | SMTP Server Setup | HTTF Server Setup | SNMP Trap Receiver Setupl Help |
Service | Meszages | Send SMS5/Email | Addressbook | Uszers and Departments | Modem Setup | Spstem Setup |
Server Status: @ Starl | Stop J Restart | Modem Signal Strength:
l Server running - ELE hllllllllllllllllnum- i lnlunlunml &ﬂ LE F?T'Dlsgﬂﬁsﬂewﬂwmr I
i Open Log Folder l Log lines to digplay: 1100 {—i
|User: IAdministrator Pagsward; | [¥ Savepassword  Remote Server Host: |12?.D.D.1 Part: |555B ﬁ Save;"[ﬁonnecil
021, 12, 07 01:49:35:750 [!] Failed to send Esail. Error: Authentication Failed . Please check vour SMIP Server setup under Alerts/Emsil Setup Tab. If unsure, contact ¥
2011 12. 07 01:49:16:680 AlertDispatcher Service Started! Modems initialized successfully — COMG
C :09:293 Engini alized.
08:954 Vendor ckNDeplor
:934 HardwareID:AT3EBETC-8EE1
-954 Authorized User:UNLICENSED — TESTING USE ONLY
=334
:933 sFegisteredName :UNLICENSED — TESTING USE ONLY
+ | n | v
HServer running | 24{Average) )
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5). Configure SMTP Server Setup

a). SMTP Server Setup — General Setup

AlertDispatcher has abuilt-in SMTP Server that listensto port 25 (default). The built-in SMTP Server alows
AlertDispatcher to be used as an Email-to-Alert (Email/SMS) gateway. Y ou can configure MS Exchange or
Lotus Notesto forward Emails to AlertDispatcher which will deliver them as SMS and/or Email using
configurablerules.

Note: Thissetting isdifferent from the ‘ SMTP Server’ setting found under * Alerts/Email Setup’ tab —which
alows AlertDispatcher to relay Email (as an Email client) to network based SMTP Servers.

The SMTPinterfaceisrequired for some of the APIssuch asthe SQL Server stored procedure. AsSMTPisa
common protocol, the SMTP interface allows you to send Alertsfrom any programming language or software
that can send out Email.

By default, AlertDispatcher will set the Email Subject of Emailsreceived by the SMTP Server asthe Alert
message. Y ou can changethisto Email Body or to both Email Subject and Body. The recommendation isto
use Subject if you do not need to type long messages.

| o
.. AlertDispatcher Corporate v2.5.0.0 (Authorized User; UNLICENSED - TESTING USE ONLY) a=H| D_!__Z?
Service l Meszages ] Send SMS/Email ] Addresshook, | Uzerzs and Departments l Modem Setup | Syztem Setup
System Alertz/Email Setup | Feceive SMS5 Setup SMTP Server Setup ] HTTF Server Setup ] SHMP Trap Receiver Setup| Help ]

¥ Enable SMTP Server

General Setup ] Ermail Motifications ]

~General Setupr ~TCR/IF address access restrictions
SMTP Server Part: |—2 :]J b awirnurn number of SkS per email |—3 j By default, all computers will be: ? @ Granted access
Default message Prionty: |2 A ] Set as SMS Message Content Except thoze listed below: & " Deried access
| Email Body Content LJ
[ Enabls SMS Message Footer Aocess | IP address [Subnet mask) | Add |
SME Messane From: ZEMAILSENDERADDRESS[XEMAILSENDERMNAME) .
- Delete
Bazic SMTP Authentication T Froperties
T Uszername; |test
[+ Enable SMTP Authertication - ™
Pazsword: |"’“‘" Deny Access 22 ! |
Email Fitering Rule Tope: ]
[v Forward ALL emails to Numeric email recipients as SMS ) € Single computsr
@ Querny Phonebook for all other email recipients. If no match is found, deliver email as regular email
i . X L i o $ . . @ Group of computers
" Deliver all emails received as regular email with the exception of emails with the follawing recipient domains:
| to ther damairs il be del 1 50 egular amal Usze Modem Part: | | Metwark 1D: Subnet mask:
1320000 |255.255.255.255
Ok | Cancel
Server running | 1_'8(_-Be'l'_qw Average

The Alert recipient will be taken from the recipient Email Address beforethe @ symbol. e.g.
+65912345678@clickndeploy.com or groupname@clickndeploy.com (Note: groupname must be configured
within the Addressbook).

Y ou may append amessage footer to all Alerts sent out from the SMTP Server.

Using the ‘Email Filtering Rule’, you can selectively forward Emails to either SMS or relay asregular Email. If
you check ‘ Forward ALL Emailsto Numeric Email recipientsas SMS,, al Emails sent to recipient Email
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addressesin thefollowing format: +12345678@anydomain.com or 12345678@anydomain.com will be
forwarded asSMS.

Y ou can toggle between ‘Query Addresshook for all other Email recipients. If no match isfound, deliver Email
asregular Email.’ or ‘Deliver all Emailsreceived asregular Email with the exception of Emails with the
following recipient domains:”’.

If set to ‘Query Addressbook for all other Email recipients. If no match isfound, deliver Email as regular
Email.’, AlertDispatcher will search the Addressbook for the group or recipient that exactly matchesthe
username of the recipient Email address.

For example, if the recipient Email addressis john@mydomain.com, and if the group or recipient ‘john’ exists
in the Addressbook, that Email will be forwarded to the recipients defined in the Addressbook entry for ‘john’.
Otherwise, the Email will berelayedto john@mydomain.com as aregular Email.

Conversely, if set to ‘Deliver all Emailsreceived asregular Email with the exception of Emailswith the
following recipient domains:’, AlertDispatcher will only forward Emails with recipient Email address that
matches a specified domain name(s). All other Emails destined for other domainswill be sent asregular Email.

For example, if youindicate * Alertdispatcher.com’ (default), only Emailswith recipient Email addressin the
following format +65912345678@A lertdispatcher.com will be converted into SMS. All other Emails will be
delivered asregular Email*. Y ou can specify more than one domain name.

The Email filtering rule is a powerful feature enables 3" party software to send both SMS and Email viaasingle
SMTP Server.

Theconfiguration ‘ TCP/IP Addressaccessrestrictions' alowsyou to whitelist or blacklist specific computers
or specific groups of computers by |P address. Inthe above example, al computerswith the IP Address 192.*
are permitted to send Email to AlertDispatcher SMTP Server.

Note:

1). You can send Alerts (both SMS and/or Email) to agroup of people by configuring their Email and SMS
contact in the Addressbook.

2). If Windows Firewall isenabled, you must open accessto port 25 in order for SMTP Server interface to work.
For details, pleaserefer to the section * Setup considerationsfor API / Email-to-Alert (Email2SVS) / HTTP-to-
Alert/ SNMP trap receiver interface’ on this guide.

For advanced UsersOnly:

You can also indicatethe Priority (Parameter P) and Scheduled date time (Parameter D) to send the Alert by
appending the following the parameter sto the end of the Email message sent to AlertDispatcher (you may be
required to append to Email Subject instead of Body, depending on your SMTP Server Setup). Pand D are
optional parameters.

D==YYYY- MM DD HH. MM SS P==HH. MM SS
e.g. If you have defined the Alert message to be taken fromthe Email subject, you can indicate the Email subject

asfollows;
H , how are you? D==2010-12-01 20: 00: 00 P==4
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b). SMTP Server Setup — Email Notifications

Y ou can also setup AlertDispatcher to send an auto response Email to the sender of the Email. Thisisuseful if
you are routing Emails via Exchange or Lotusto AlertDispatcher SMTP Server. The sender of the Email will be
informed on the delivery status of the SM'S by the auto response Email. The auto response Email template can
be amended as shown above.

mEEEE X

o dite b e o =
Service l Meszages | Send SMS/Email ] Addrezzbook ] Uszers and Departments ] Modem Setup ] Spztem Setup ]

" AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY)

System Alerts/Email Setup l Feceive SMS Setup SMTP Server Setup l HTTP Server Setup l SHMP Trap Receiver Setupl Help l

[¥ Enable SMTP Server

General Setup  Email Motifications l

[V Send confirmation Email to email sender on receipt of Email

Confirmaion Email Subject Template:  |Email Receipt Confirnation for Alert to 2 T0 (ID: %TRACKINGID)

Confirmaion Email Message Template: | Thank pou, we have received your Alert Dispatch to %70 -

Tracking ID; %TRACKINGID
Receipt Timestarmp: ZRECEIFTTIME
Alert Recipient: 2T0

m

[v Send Status Update Email to Erail Sender

Status Update Email Subject Template: |Dispatch Status for Alert to %T0 (Status: Z5TATUS [1D: ZTRACKINGID]

Status Update Email Meszage Template:{Please find the status of your Alert Dizpatch to 2T0 -

Tracking |D: %TRACKINGID
Statug: Z5TATUS
Information; ERROR
Feceipt Timestamp: %5TARTTIME =

m

Apply zettings

Server running 20(Below Average |

Please refer to the following section for moreinformation: Interface with AlertDispatcher using
SMTP/HTTP/DOS

Go to C:\Program Files\AlertDispatcher\A Pl sfilesto access thefilesfor Command Line APl and SQL Server
stored procedure.
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6). Configure HTTP Server Setup

AlertDispatcher HTTPinterfaceis enabled and listens to port 80 by default. Thisallowsyour server to be used
asaHTTP-to-SM S gateway by calling the URL

http://smsservername/sendsms?N=phonenumber& M=messagebody. Y ou can protect the URL by assigning a
username and password as shown below.

. AlertDispatcher Corporate v2.5.0.0 (Authorized User; UNLICENSED - TESTING USE ONL = | =] éj
2 43 - v Aot sl e
Service ] Meszages ] Send SMS/Email Addrezshook ] Uszers and Departments ] Modem Setup ] Syztem Setup ]
Syztem Alerts/Email Setup | Feceive SMS Setup ] SMTF Server Setup HTTF Server Setup SHMP Trap Receiver Setup{ Help l
[ Enable HTTP Server
TCPAP address access restrictions-
By default, all computers will be; ? @ Granted access
Except those listed below: B Denied access
Access | IP address [Subnet mask) ] Add
HTTP Server Part: 180 2—] Delete
Usemame: Properties
Password:
S5L Password:
Apply zettings
Server running 19(Below Average

Note: If WindowsFirewall isenabled, you must open port 80 in order for HTTP interface to work. 1f Windows
[1SWorld Wide Web serviceisrunning, you need to change HT TP interface port to adifferent one from what
[1Sisusing. For details, pleaserefer to the section © Setup considerationsfor API / Mail-to-SMSinterface’ on
this guide.

And similarly to the SMTPinterface, the configuration * TCP/IP Addressaccessrestrictions’ alowsyou to
whitelist or blacklist specific computersor specific groups of computersby |P address. Inthe above example,
only computerswith the I P address 192.168.0.6 and 192.168.0.100 are permitted to interface with
AlertDispatcher viaHTTP.

Pleaserefer to thefollowing section for moreinformation: Interface with AlertDispatcher using
SMTP/HTTP/DOS
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7). Configure SNMP Trap Receiver Setup

AlertDispatcher will capture SNMP Traps (v1 and v2) sent to the built-in SNMP trap receiver (which listens at
the default port 162) and then formulate the alert message using the alert message template and the information
derived from the SNMPtrap. Theadert isthen sent to the list of Email and SM S recipients defined in the setup
(default isno recipients).

Y ou can customize the template for the alert and configure AlertDispatcher to strip unnecessary text from the
message before it is sent. Y ou can aso set AlertDispatcher to send asingle“digest alert” for SNMP traps
received within ashort interval so asto reduce the number of alerts.

| AlertDispatcher Corporate v2,5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) S | =
Service ] Meszages ] Send SMS/Email ] Addressbook, Users and Departments ] Modem Setup ] Spstern Setup ]
Suztem Alerts/Emal Setup | Receive SMS Setup ] SMTP Server Setup | HTTP Server Setup SNMP Trap Receiver Setup 1 Help l
[v Enable Trap Receiver
General Setup ] Seript ]
Trap Receiver Port: | 162 ::_]'J Fecipierits: ]F'|EBSB enter recipients
Alert Message template [First Half):- Strip the Following keywwords from the message (One line for each keyword)
For SHMP w1 Set to default For SHMP v2: Set to default r

) ) Text to removel -
Timestamp:{Timestamp} - Timestamp:{Timestamph - Tent to removel
Source{Source} Source:{Saurce}
Generic:{Generic Enterprise:{SnmpTrap{{SnmpTrap0i0})
Specific: {5 pecifich Cornmunity: {Community}
Enterprise: {Enterprise}
EnterprizeD escr{E nterpriseD escription}
Community: {Cammurity} X 3 =

Alert meszage template [Second Half]: Set ta default .

¥ Enable alert digests for traps received.

SysMame: {zpsMame} ,

g}'SEUntEtl_Ct {{Sé'r'SELUntatC}t} ) = Send an alert digest for SMMP traps received withir the following interval, secs (10 ﬁ
ysLocation:{SysLocation 5

SysDescr{sysDescr} (i M ax number of SMMP traps per alert digest 13 ﬁ

Apply settings
Server running 23(Average)

Note: If Windows Firewall isenabled, you must open port 162 in order for SNMP Trap interface to work. If
Windows SNMP Trap serviceisinstalled and running, you need to either stop the service or change to another
port. For details, pleaserefer to the section * Setup considerationsfor API / Mail-to-SMS/ SNMP trap receiver
interface’ on this guide.
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8). Loading your Contact List into Addressbook Groups, setup Duty Schedule
and Escalation

AlertDispatcher allows you to create multiple groups of recipientswhich you canimport from CSV (if you are
using Excel, you can saveto CSV format). Y ou can broadcast Alerts (SM S/Email) to groups with as many as
5000 recipients at atime.

Y ou can find a sample group at C:\Program Files\AlertDispatcher\SampleGroup.csv. Modify to your own
values using spreadsheet software such as MS Excel. Click onthe Saveicon. Click ‘ Yes on the next prompt to
ensurethefileissaved in CSV format. Please do not attempt to use “ Save As’.

Note: Import/Export from CSV only works after registration (pleaserefer to ‘License Key Registration’). Each
group can only have up to 10,000 recipients. If you have more than 10,000 records, please split into multiple
CSV files. The Addressbook can store up to 200 groups and 50,000 recipients (across al groups).

NFEEED . 0 . . e o -

a
—j Home Insert Page Layout Formulas Data Review View Developer Load Test Team

T = === = i I "'Jl i = o ¥ AutoSurm
J Calibri -1 - lA A | |— — = Wrap Text General - *5_-;] '_.'.4 A :_Im ] -
Faste B | S .i e = B M BC = - o <50 400 Conditicnal Format  Cell Insert Delete Format
| ] Neiis B Merg=: Comter = Smierjonnin folisid) Formatting = as Table = Styles - = - - (2 Clear~
Cllphqard {F] Font (F] Aligniment {F] Number (E] Styles Cells
\ c8 -G £
A B | £ [} S N S S 1 [ [ [ | S — R — S ——
1 |Name Type Phone Email Descriptior BirthDate Unsubscrik CustomFiel CustomFiel CustomFiel CustomFiel CustomFiel
2 JohnKhoo 0 34543500001 IT Manager 0100-01-0: 0
3 | MarySim 0 65465464444 mary@dicl Accountan 0100-01-0; 0
4 |TimSong 0 45654654654 tim@clickndeploy.comr 0100-01-0: 0
5 il
6
57
2 |

g L7 ) N R oo i T 0

Hame Insert Page Layout Formulas Data Review View Developer Load Test Team
ey = == f i T
L Calibri -1 - A T | =l §'| @/“'l =p Wrap Text General - EE;;‘] Eﬁ;r' J
B z s

Paste )+ i = ) (= e A = = =\ sE|| FE M ac - - | =8 00| Conditicnal Format  Cell
" | 1= Bl EEEFE ! i3 Merge s Center = || G| RC I Formatting = as Table~ Styles -
| Cliphqard L] Font (| Alignment F] Mumber E Styles
| - £ | 45654654654
=i A | B | £ PSS! NS VSN S —— ¢ S_—_— S_—_—_—
1 Name Type Phone Email Descriptior BirthDate Unsubscrik CustomFiel CustomFiel Cus
2 lohnKhoo 0 34543500001 IT Manager 0100-01-0: 0
3 MarySim R - -
4 TimSong . L : : .
5 | Company.csv may contain features that are not compatible with Unicode Text, Do you want to keep the workbook in this
g | @ = To keap this format, which lsaves out any incompatile faatures, click Yas.
5 = To preserve the features, dlick Mo. Thensa-.reamwhﬂmiatestaceifmmt
. « To see what might be lost, cick Help.
9 | [ yes | [ W [ [ wep |
10 |
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et
Click on the * Add Group’ button ‘ﬁ“l to create anew group, €.

and select ‘Load Group fromCSV'.

Copyright 2012 Click And Deploy (Pte. Ltd.)

g. IT. Click right on the newly created group

.

.| AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY)

-

£ JohrrLaw

TA/0100

At

< [l

System Alerts/Email Setup | Fieceive SMS Setup | SMTF Server Setup HTTF Server Setup ’ SHMF Trap Receiver Setupl Help |
Service | Messages | Send SMS/Email Addresshook | Users and Departments | Maodem Setup | Spstem Setup |
ol & v [« |rows > | ] sa/5els8| =(=| Pl
MName IPhune |Emai| |Birth DatelDescriptiun lCustum Fie "‘m Cornpany: 3 recipisnts
|| B AdamSmitn  +44123456789 Adam Sitht@el 1/1/0100 T &8 Add/Remove Redipient
& GopalSingh | +6591234567 141/0100

ﬁﬁ Remove Group
Remaove Group and Recipients under the Group

EEE Expand

FE Collapse

EI Load Group from CSV

E?/‘ Load Group from CSV (Do not override)
H Save Group to C5V

3

Totest your newly created group, go to ‘ Send SMISEmail’ Tab, click on to open the Addressbook selection

diaog.
. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) | = | =} | 28
Spstem Alerts/Email Setup | Feceive 5MS Setup | SMTP Server Setup HTTF Server Setup i SMMP Trap Receiver Setup Help |
T i I i i
Srvi - - ——— - —— —-—
el Editing Group - | % |
| & ] —

@lﬂ &' M| Main  Recipients I Escalatloni
Name [Pholy 14| «1-30t2 » | 1]
5 Adam Smith 441 Mame | Type ' Fhone i E il | BirthD ate ' Description I Unsu.. | CustomField1 | EustomF\eId2i C
s Giopal, Singh :+859 Q Adam. Smith SMSEEmail  +44123456789 Adam.Smi..  1/1/0100 no
o - O& Gopal Singh SMSEEmail  +6591234567 141000 no
Tty |1 dohn Law SMSIEmal  +44234567890  Johnlaw.. 171/0100 no

i}

<[

Ok | Cancel |

I!Server running

[ 23(Average)

i

Alternative, you can al so enter the usersmanually using @l and then assign them to groups. Y ou can define
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the“Priority” assigned to the user. This setting takes effect when sending to agroup of userswith different
priority.

Editing Recipient - M

Main | Custom Fields Schedulel Escalation |

Marne: ]JDhn.Law

Type: | Send both SMS / Email |

Phone:  [+44234567430

Email ]JDhn.Law@hotmaiI.com

Birth Dhate: e hd

Drezcription: |

Fricrity:; i -

[ Unsubseribed [Fecipient will not receive SM5)
[Mote: Recipient can unzubscribe by sending UNSUE to SMSDispatcher]

Cancel |

Y ou can setup up to 8 Custom Merge Fieldsfor every recipient. To merge the Custom Merge Field into your
messages, simply type{ CustomFieldNo.}, e.g. { CustomField5} for Custom Field 5.

., AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY)

System Alerts/Email Setup ] Receive SMS Setup I SMTP Server Setup ] HTTP Server Setup iSNMP Trap Receiver Selupi
Service ] Editing Recipient - » il | b
[ -] i Custom Fields i
&}lm & | M ‘ Mair i Schedule Esca\atlnn] E
Name ] Phone Hong K.ong . ec
= Custom Field 1: ith
& AdamSmith | +4412345 - al
i Z345455454] - [+
& oepalSingh w9124 | L L 1 I i
2 iohrcbaw ||
Customn Field 3: ‘ =
Custorn Field 4: | i
Custom Field 5: } :
Custom Field & ‘ L
Customn Field 7: ‘ B
Custom Field 8: ‘ :
Ok Cancel
£l ||Tri T

Server runnina

Y ou can define the duty schedule for the recipient on aweekly basis. Alertswill not be sent to recipientsthat are
off duty.

36



AlertDispatcher Quick Start Guide

Editing Recipient

I ain ] Custom Fields Scheduls ] Escalationi

sndzy | INEAN AR OACARO

[¥ &ctivate Schedule

onduy |[THBw | & <l o0 <]

EZEEE - = 2 o

Midnight B &M Moon EFPM Midnight

Ok | Cancel |

Copyright 2012 Click And Deploy (Pte. Ltd.)

Y ou can enabl e escal ation at the recipient or group level and for individual recipientsand groups. If escalation
isenabled for arecipient or group, recipientswill need to send an acknowledge SM Sto halt the escalation
process. For groups, only one recipient needsto acknowledge. If no one acknowledges, you can configure
AlertDispatcher to forward the message to another recipient or group. Up to 10 escalation levels can be

configured.

Recipients can a so add personal commentsto the acknowledgment SM S, which would be automatically

forwarded by AlertDispatcher to other recipients.

The acknowledgment footnoteisconfigurable. Y ou can a so disabl e automatic forwarding any acknowledgment

to other recipients.

+ AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY)

Syztern Alerts/Ermail Setup ] Receive SMS Setup ] SMTF Server Setup ] HTTF Server Setup SHMF Trap Receiver Setup} Hely
Service l | Editing Recipient . 2| | Modem !

&Eﬂ" & & ‘ I ‘ Main ] Custom Fields 1 Schedule  Escalation 1 EE
Name J Phone [¥ Enable escalation gcipients’
B Adam Smith w4234 If mo acknowledgement from recipient within: l;";f[:“;;gé
]‘1_‘5_‘::‘]J mins, escalate to - | Adam Smith _v_] [+44234F

& GopalSingh | +6591234
.2 ok Law 123456

L
Mext |15 | ming, escalate to | Growps —
Mest 15 ﬁ mins; escalate to ﬁompany
Next 15 ::j ming; escalate to |- Recipisnts —
| i mith
MNext |15 e minz; escalate to - | Gopal Singh

ks

New [15 =
Nest [15 :J-J
Mext |15 ﬁ

ming, escalate to
mirs, escalate to

ming, escalate to

John.Law

]

]

MNest [15 j

minz; escalate to ]

L LedLef L] 14

Mext |15 ::j mins; escalate to ]

Acknowledgement footnote: ]To ack., pls reply A{CODE} followed by any comments.

[ Matify everyorie that has been contacted whenever anpone makes an acknowledgement
[¥ Continue sending unsent Dispatch messages after receipt of acknowledgment

< [m]

Ok Cancel
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9). Configure Receive SMS Setup (Forward to Email / Execute SQL / Send HTTP
GET request / Execute DOS Command)

AlertDispatcher allowsyou to forward SM Sreceived to Email, execute an SQL command, sendanHTTP GET
reguest and execute aDOS Command on receiving an SMS. 'Y ou can enabl e/disable each feature individually.

a). Forward to Email

Y ou need to configure Alerts/Email Setup before you can enable ‘ Forward to Email’ feature (see the section
‘Configure Systemand Alerts Setup’). Ensurethat the SMTP configuration you useisworking using the Test
Alert Email button; otherwise thisfeature will not work. The status of the test Alert Email will be displayed in
the Messagestab.

(& - ; . . 'y == . =] [ 1
<. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) - o] = S
Service Meszages ] Send SMS5/Email l Addressbook l Uszers and Departments l Modem Setup l System Setup |
System Alerts/Email Setup Receive SMS Setup ] SMTP Server Setup ] HTTP Server Setup l SHMP Trap Receiver Setup] Help ]

[¥ Enable Receive SMS

Forward to Emai l Execute SOL | Execute HTTP GET | Execute DOS Cammand

[¥ Enable forward to Email First Search Phonebook for:
[~ Phonebook Recipient/Group that matches the SMS Kepword within first !4_ j words of received SMS
[Email Address must be configured for that recipient or group]
If na match is found or Phonebook search is not enabled, then:
¥ Forward to the Email-to-StS sender that contacted the sender of the received SMS in the last 2 daps

If still no match found, or the above zearch options are not enabled, then forward to:

5

E-mail address 1 ladmin@clickndeplo}l.com
E-mail address 2: |
E-mail address 3: |
E-mail address 4: ]

Apply settings

Server running | 23{Average)

AlertDispatcher will first search the Addressbook for names that match akeyword inthefirst X (default four)
words of the received SMS.

For example, if the SMS messageis“Tom, please come here” , acopy of the SMSwill beforwarded to his
Email address as defined in the Addressbook (see below screen capture). AlertDispatcher isintelligent enough
to detect ‘tom’ within the first few words of the SMS.

Notethat if you include the surnamein the recipient name, e.g. ‘tomsawyer’, the keyword will be ‘tom sawyer’,
e.g. “Tomsawyer, please come here”.
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Adding Recipient - lﬁ

Main l Custom Fields] Schiedule | Escalation]

MName: |t0m

Type: | Send both SMS / Email |

Phone:  |123456789

Email |tom@clickndeplo}l.con‘]

Biirth Drate: &od -
Dezcription: |
Prionty: 2 -

[ Unsubscribed (Recipient will not receive SM3)

[Mote: Fecipient can unsubscrbe by sending UMNSUB ta SMSDispatcher]

Ok | Cancel |

If no match isfound within the Addressbook, AlertDispatcher will then search the Message log for Email-to-
SM S usersthat have contacted the sender of the received SMSwithin the last 2 days. By comparing the
contents of SM'S sent and received, particularly names addressed in the messages, AlertDispatcher will forward
the SM Sreceived to the Email-to-SM S user who isthe most likely intended recipient for the SMSreply. If a
good match cannot be determined, AlertDispatcher will forward the SMSto all Email-to-SM S users that had
contacted the sender within thelast 2 days.

Last, if no matches are found, AlertDispatcher will (only then) forward the SMSto the Admin Email Address—
as configured under Alerts’/Email Setup and up to 4 unique Email addresses.

b). Execute SQL

AlertDispatcher also allows you to execute an SQL query based on the SM Sreceived by the modem.
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- AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) Eenaay X
Service l Meszages l Send SMS/Email l Addressbook ] Users and Departments l Modem Setup l System Setup l
System Alerts/Email Setup Receive SMS Setup | SMTP Server Setup ] HTTP Server Setup { SHMP Trap Receiver Setup] Help ]
[¥ Enable Recsive SMS
Fonward to Email - Execute SEL ] Execute HTTP GET | Execute DOS Command
[v Enable execute SOL SAL Template:
IMSERT IMTO IMCOMIMNGLOG [[Mumber] [Keyword] [Message] [MezzageFart1].
I o5 Ut sonull okt sotcer [Datetimel] VALLIES[ N} KEYWORDY M} (M1} {TIMES TAMPY)
Frotocal: ] mzzgl LJ
Database:  |datab
il ] it L S0L Data column delimiter: ]{SF‘AEE}
: |datab. “inst,
QAL ] i e bl S0L Data raw delimiter: ]{CarriageHetum}{LineFeed}
Fart: !D ﬂ
User |sa SOL test data [SMS test]:
Test SOL Message|
Bassmord: 1 xxxxxxxxxx
Connection properties: timeout=10 SOL test recipient [SMS phone number]: ]
Apply settings
Server running 24(Average)

Thefollowing examplewill execute thefollowing SQL statement against the M SSQL Server mypc/sglexpress.

INSERT INTOINCOMINGL OG ([Number],[Keyword],[ M essage],[ M essagePart1] [ Datetime] ,[ Recipient])
VALUES({N}"{ KEYWORD}' {M}'{M1}' { TIMESTAMP}'/{NAME}

{N} representsthe mobile number of the sender.

{KEYWORD} representsthefirst section of the SVISmessage delimited by thefirst instance of the SQL data
delimiter which is{SPACE} by default. You can also use asterisk (please usetheoriginal * symbol inthe
setting), hex or any other symbol.

{M} representsthe entire SMSmessage including the keywor d.

{M1} representsthe second section of the SMISmessage after thefirst delimiter and before the second delimiter.
{NAME} representsthe Addressbook entry of the sender.

For example, if the SMS messageis“ How areyou?” by “Tom” from his mobile phone number

“+44123456789", the following SQL query will be executed by AlertDispatcher:

INSERT INTOINCOMINGL OG ([Number],[Keyword],[ Message] ,| M essagePart1] [ Datetime] ,[ Reci pient])
VALUES('+44123456789', 'How', ‘How areyou', ‘are', '2010-01-01 00:00:01, "’ Tom’ )

If the SQL execution returns aresult asisthe case of a SELECT statement, you can send the result back to
sender by enabling “ SM S SQL result back to sender”.
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c). Send HTTP GET request

AlertDispatcher also allowsyou to send an HTTP GET requests based on the SM S received by the modem.

- AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) o &S . LE| =) &]
Service tMeszages ] Send S5 /Email l Addressbook ] Users and Departments l todem Setup ] System Setup |
Swstem Alerts/Email Setup Receive SMS Setup l SMTP Server Setup | HTTF Server Setup l SHMP Trap Receiver Setupl Help |

[¥ Enable Recsive SMS

Forward to Email ] Execute SOL  Execute HTTP GET | Evecute DOS Command

URL; 1http:.-".-"Ioc:alhost.-"sendsms?N ={KEwWORD Mt =M }20dFram 3alN H{INAME )

¥ 5MS HTTP GET result back to sender D ata defimiter: 1{5PACE}

HTTP GET test data [SMS test]:
Test HTTP Message.

HTTP GET test recipient [SMS phone number]:|

Apply zettings

Server running | 24(Average)

Thefollowing examplewill issuethefollowing HTTP GET request, which will forward SMSreceived by
AlertDispatcher back to the built-in HTTP Server (SMSloop back). The KEY WORD of the SMSreceived
would be the assigned recipient.

SMSMessage: 9123456789 test sms
From Phone Number: 812345678

URL setting: http://local host/sendsms?N={KEYWORD} & M={M}%0dFrom%3a{N} ({NAME})

Where,

{N} representsthe mobile number of the sender.

{KEYWORDY} representsthefirst section of the SMISmessage delimited by thefirst instance of the SQL data
delimiter whichis{SPACE} by default. You can also use asterisk (please usetheoriginal * symbol inthe
setting), hex or any other symbol.

{M} representsthe entire SMISmessage including the keyword.

{M1} representsthe second section of the SMISmessage after thefirst delimiter and before the second delimiter.

Hence,

{KEYWORD} = 912345678
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{M} = 912345678 test sms
{M1} = test

{N} = 812345678
{NAME} = tom

Actual HTTP GET Request:
http://local host/sendsms?N=912345678& M=912345678%20test%20sms%0dFrom%3a812345678(tom)

If successful, it will send the message “ 912345678 test sms From:812345678(tom)” to “912345678" .

If “SVISHTTP GET result back to sender’ isenabled, the HT TP response would be sent back to the sender.

d). Execute DOS Command

AlertDispatcher also alowsyou to execute a DOS Command and return the result back to the sender. The given
exampleexecutesruncmd.bat provided intheinstallation.

. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) = | =]
Service Meszages ] Send SM5/Email l Addressbook l Uszers and Departments l Modem Setup l System Setup l
System Alerts/Email Setup Receive SMS Setup ] SMTP Server Setup ] HTTF Server Setup l SHMP Trap Receiver Setupi Help l

[¥ Enable Receive SMS

Forward ta Email 1 Execute SOL | Execute HTTP GET  Execute DOS Command ]

[ SMS DOS Command result back to sender

DOS Command: ["FragramP ath 4 PIssRunCMDruncmd bat' (N} IKEYWORD} M1} (M2} M3}

D05 Command test data [SMS test]:

D05 Command test recipient [SMS phone number) ]

Apply settings

No wdfkihq modem found. Refer to Modem SéiUp for error rhesséde. Unknown

Pleaserefer to Appendix C — FAQ and Tips.

If you are still facing problems, send a detailed description of theissue you arefacing along with thelog files
located in C:\Program Files\AlertDispatcher\L og to your vendor.

Y ou may also refer to Appendix B - Troubleshooting Checklist.
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10). Configure Reports

Y ou can configure AlertDispatcher to send daily/monthly/yearly reports containing usage statisticsviaSM S or
Email. A message export can be optionally attached to Email reports.

', AlertDispatcher Corporate ¥2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONL | = | =} é
B it & W PN e - —
System Alerts/Email Setup ] Feceive SMS Setup ] SMTP Server Setup ] HTTF Server Setup ] SHMF Trap Receiver Setup] Help ]
Service ] Messages ] Send SMS/Email ] Addressbook ] Uszers and Departments ] Modem Setup System Setup I

General] Modems] Outgoing Meszage Fiker  Reporting 1

[V Enable Email’SM5 Reporting

E-mail Report Recipients: ]Company

5MS Report Recipients: ]

[¥ attach message export to Email Repart Test Reports

r~Report Duration-

¥ Send daily reports

[ Send yearly reports

Apply settings

lServer running 24(Average) 4

Here' san example of an Email report.

(=] Subject: [COMPAQSERVER] Daily Report generated for 07 04, 2011, Period: 2011-07-04 00:00:00 to 2011-07-04 23:59:59
From: AlertDispatcher <AlertDispatcher@ismsgateway.com>

Reply-To: AlertDispatcher@ismsgateway.com
Date: 7/5/2011 12:00 AM
To:

[CCMPAQSERVER] Daily Report generated for July 4, 2011, Period: 2011-07-04 00:00:00 to 2011-07-04 23:59:59

5MS Statistics

1). Humber of SMS successfully sent: 5

2). ACTUAL number of SMS successfully sent: 5
3). Humber of SMS that failed to send: 37

4) . Number of SMS received: 4

Email Statistics
1). Humber of Emails successfully sent: 1

2). Humber of Emails that failed to send: 0

Please refer to CSV attachment for the SM5 log.
Hote: For item 1 of SMS5 Statistics, a long or concatenated SMS is treated as one SMS.

Sent from AlertDispatcher v1.5.0.0 - Licensed User:UNLICENSED - TESTIHNG USE OHLY

report_2011_07..4_23_59 39.zip
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3. License Key Registration

Onceyou have successfully setup and configured your AlertDispatcher installation, the software will work fully
for 30 days until you registered the software or converted it into afree version.

Toregister, run AlertDispatcher Client, and click on the ‘ Register Software’ button on the splash screen.

Esprptghl 2000 Tl fne [ovpsiry (PIb. Litl| arvl iy v, I ﬁm H

ARy ighty rewetd . ST e, EASDRpaIThey g anad Chol And Dapiesy are
dermatie o al Theb Lo [l (PP (1] Chibets a1 e
T BRITTES BT TV e L Ter ey,

LLLER L)

Y ou will seethefollowing screen with Option 1 and Option 2. If you have purchased apaid license, please
click *Register asPaid User’.

If you do not have accessto I nternet connection, you may register via SM S by ticking the checkbox “ Register
viaSMS. Pleaseregister vialnternet if SMSregistration does not work.

(iR R L R T =
| Register Software
- £ - l | —

Option 1

Click on this buttan to register or upgrade your license,

Feaister az Paid Uszer via Intemet Reguirement; Software activation code [you can either find it in your
COROM package or abtain it from your wendar, |

Actvation Code;

Orgarization Mame:

Eontact Peraon

|
I Sotivate vig SM5
|

Contact Perzon Email! I

—[Option 2

Click, on thiz button to corvert pour license bo Free User,

wfarring: IF your evaluation haz not expired, pleasze do NOT conver!
Beaistar ai Free Laer ta Free User as AP support is not available for Free Userand a
B tagiine will be appended ta SMS zent. However, Import and Expart
from C5Y which is disabled for evaluation user will be available to
Free User. '
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If you select Internet registration, the following websitewill load. Enter your license Activation key. Thiscan
be found within your CDROM box or maybe sent to you by Email after you have made your purchase. If you
do not have thiskey, please contact your software vendor. The software key will be sent to you by Email.
Please check your spam folder if you cannot find your activation Email.

The software key isunigue to your machine; please do not register on multiple machinesusing asingle
activation key asthiswill be abreach of license contract and you would risk voiding your license.

70 Dl Megisty stinn - Mozills Firelos
Bls Edb Wew Hgtory Pockmarks  Took — Heb

o E 4 il |I| rktpr | e dickriclapioy. comikeygenregeter, phoshardwaroid s 07 ARSCR- O S vereon w1 J-'I

& et isted Gathng Stated Latest Hoadnes Frag Hotmal Siogasted Skes wieh Sice Galory
T tnline Fegstration |

SMSDispatcher Online Registratign

Fleas= enter the Actvabon Cade which you recepred after you mads
your purchacs
[¥ yoia hawe presoushy regetered, bug [oet poir actnahon code, you can
request for your activation code by eomod - il here

Important note: ¥our sofbware 12 heensed on a per metallahen bams
you must e 3 Urngue Actrration Cods far sach mtallstion gou wesh to

regmiter. I you are plaming 1o regster a s=cond metallahon for
development or testng parpase, please contact your vendes bs chiam &
Deweloper Licente ackeaton code

Actrrabon key |

Subime Ky sl

If do not wish to purchase alicense, you may register as Free User (Option 2) after the evaluation has expired.
Notethat Free User islimited in terms of features.

Warning: If your evaluation has not expired, please do NOT convert to Free User as API support isnot
availablefor Free User and ataglinewill be appended to SMSsent. However, Import and Export from CSV
which isdisabled for evaluation user will be availableto Free User.

After you have applied theregistration key, pleaserestart AlertDispatcher Client and Server to confirm that your
software has been registered.
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. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONL l == &J
R i g : SERNLD . . &b &
System Alerts/Email Setup ] Receive SMS Setup ] SMTP Server Setup ] HTTF Server Setup i SHMF Trap Receiver Setup] Help ]
Service ] Mezzages ] Send SMS5/Email ] Addressbook ] Uszers and Departments ] Modem Setup ] System Setup ]
Server Status: @ Start ] Stop ‘ Restart ] Modem Signal Strength:
Server mnning - Ea [Illllll Hue n-.nw-mw-mu-l ¢ H fﬂtsgﬁggﬂlsﬂmm,
i Open Log Folder Log lines to digplay: {100 ﬁ
User. ]Administrator Pagsward; | [¥ Save password  Flemate Server Host: ]12?.0.0.1 Pait: ]5558 ﬁ Save/Connect
2011. 12. 06 18:48:29:650 AlertDispatcher Service Started! Modems initialized successfully — COMG -

18:48:23:830 Engine alized.

Vendor: KDeplior

HardwareID:AT3EBETC-BEE1

o6
06
06
06 18-
06
06

oe

oe

- 08 Engine finalized.

o8 [!] Failed to send Email. Error: Authentication Failed . Please check vour SMIP Server setup under Alerts/Emsil Setup Teb. If unsure, conta¢(E

SMTP connection recovered

i

=Fe eredName :UNLICENSED — TESTING USE ONLY ‘
|
|

[!] Failed to zend Email. Error: Authentication Failed . Please check your SMTP Server setup under Alerts/Emsil Setup Tasb. If unsure, contat

check your SMIP Server setup under Alerts/Email Setup Tab. If unsure, contat| |

=
i

ALl 1] | 3

!.§erver running | 23[Average)

Congratulations, you have successfully installed and registered your AlertDispatcher software. Pleaserefer to
Appendix C —FAQ and Tips.

If you are still facing problems, send a detailed description of theissue you are facing along with thelog files
located in C:\Program Files\AlertDispatcher\Log to your vendor.

Y ou may also refer to Appendix B - Troubleshooting Checklist.
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4. Interfacing with AlertDispatcher using SMTP/HTTP/DOS

1). Using AlertDispatcher built-in SMTP Server to send Alerts (Email-to-
SMS/Email)

AlertDispatcher has abuilt-in SMTP Server that listensto port 25 (default). Thebuilt-in SMTP Server allows
AlertDispatcher to be used as an Email-to-SM S/Email gateway. Y ou can configure MS Exchange or Lotus
Notesto forward Emails to AlertDispatcher which will deliver them as SMS and/or Email using configurable
rules.

Note: Thissetting isdifferent from the * SMTP Server’ setting found under * AlertsEmail Setup’ tab —which
alows AlertDispatcher to relay Email (as an Email client) to network based SMTP Servers.

The SMTPinterfaceisrequired for some of the APIs such asthe SQL Server stored procedure. ASSMTPisa
common protocol, the SMTP interface allows you to send Alerts (SMS/Email) from any programming language
or software that can send out Email.

Refer to ‘Configure STP Server Setup’ for more information.

2). Sending Alerts (SMS/Email) by executing an SQL Stored Procedure (MSSQL)

Y ou can find an example stored procedure ‘sp. SQLSMTPMail’ found in C:\Program
Files\AlertDispatcher\A PIS\SQL Server\SP_SQL SMTPMail.txt to send Emails from Microsoft SQL Server.
Thisstored procedure sends out an Email using CDOSY S dil which must be directed to the machine running
AlertDispatcher with the built-in SMTP Server enabled.

To usethisstored procedure, first, enabled Ole Automation Procedures using:

sp_configure ' show advanced options', 1;

GO

RECONFI GURE;

co)

sp_configure ' e Automati on Procedures', 1;
co)

RECONFI GURE;

co)
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.- Microsoft SQL Server Management Studio == x]

File Edit Wiew Query Debug Tools Window Community Help

- Dveweuery | [y |3 | 5 i | 8 g

: @ = oo 1 A L | ES PR | = | = osE | AL
3 0 | vesvpe | Vecare b B 38 E[H] S QEIDIE2 =S8
Cibject Explorer >4 X SQLQueryl.sql - .\...‘)*[’ Object Explorer Details | -
Connect~ | 43 84 m T ‘% sp-configure 'show advanced optioms', 1; e
o ==t
El |y JOSHUAPCISQLEXPRESS (SC “? -
[l [ Datshases RECONFIGURE ;
& 3 Security co
B 3 Server Chiects sp configure "0Ole Automation Procedures', 1:
# 3 Replication GO —
[ 3 Management RECONFIGURE;
Go
=
4| | ¥
__:_; Messages |
Configuration ocption 'show adwvanced cptions' chenged from 1 to 1. Run the RECONFIGURE statement to install.
Configuration option 'Ole Rutomation Procedures' chenged from 1 to 1. Bun the RECONFICURE statement to install.
il ;IJ
4 I _pl @ Query executed successfully. | JOSHUAPC\SQLEXPRESS (10,0 5P1) | JOSHUAPC Yjoshua (53) ‘ VGSMDB ‘ 00:00:00 ‘ Orows
Output -3 X
Ready Lng Col 1 chi INS

Next, createthe SQL stored proceduresp_SQL SMTPMail on your SQL Server by executing the script within
C:\Program Files\AlertDispatcher\APIS\SQL Server\SP_SQL SMTPMail.txt

Since SP_SQLSMTPMail will send Email to AlertDispatcher's SMTP server, your SQL Server must have
network connectivity to AlertDispatcher server, and if there'safirewall running, please ensure that port 25is
opened.

Finaly, the following example shows how you can use sp SQLSMTPMail to send Alerts.

exec sp_SQLSMIPMai | ' +44123456789@lomai n. com ,
@cFrom="snsgat eway @onai n. com

@cSubject = 'Place Alert Message here',
@cSMIPServer = | ocal host

Note: Replace 'localhost’ with AlertDispatcher | P address or computer name. Inthe above example, the Alert
with the message 'Place Alert Message here' will be delivered to +44123456789. Y ou can also send to groups
created on AlertDispatcher, e.g. exec sp_ SQLSMTPMail 'groupname@domain.com’. Thisway, both
SMS/Email can be sent at the sametime - as per configuration for 'groupname’ in the Addressbook.

3). Sending Alerts (SMS/Email) using HTTP or from a web browser

Besidesthe SMTP Server, AlertDispatcher also comeswith abuilt-in HTTP or Web Server which you can use
to send out AlertsfromaHTTP client or your web browser. A web formisalso provided for end users. The
HTTP Server is set to listen to port 80 by default. 1f you have another HTTP Server using port 80, you will need
to amend thisto another port, e.g. port 81 by configuring HTTP Server Setup.
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To check whether the HTTP Server isrunning, go to http://localhost/ using your web browser. Y ou will seethe
following page on successful connection. 'Y ou may accessthis URL from aremote PC and download the“Thin

Client” —noinstalationisrequired.

B Wecome o AR P R e - |

@U L4 | £ | hitp://localthost/index.him

= |_§ |*—’| X [|= 8ing

5

x bing & F R B 45 & &

¢ Favorites s e Suggested Sites >

i -
& Welcome to AlertDispatcher Web Portal |
pa

B ~ B -~ = # - Pagev Safety v Tools ™

‘Welcome to AlertDispatcher Web Portal

Click here to download AlertDispatcher Thin Client. After downloading, click Run.

File Download - Security Warning

Do you want to run or save this file?

. 'n Name: AlertDispatcherClient.exe
4, Type: Application, 1.31MB

From: 192.168.0.10

=

While files from the Intemet can be useful, this file type can
patentially ham your computer. if you do not trust the source, do not
run or save this software. What's the risk?

»

m

€ Local intranet | Protected Mode: Off

2 v %125%

-

Y ou can also check the status of the AlertDispatcher and the modem by going to http://local host/checkserver

€
_— = =
@vv |§, http://localhost/checkserver
x

£7 Windows Live Bing B - . What's New Profile Mail Photos

5% Favorites 153 8] Suggested Sites ¥

|@http:f/|ocalhostfcheckserver | | f5 ~ B ~ 1 # v Pagev Safety~> Tools ™

»
| [ Signin

AlertDispatcher — Running

Dane

€ Local intranet | Protected Mode; Off

A v | Biisw |-
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If there are modem problems, it will return *Error:’ followed by the error message.

é =N
e . t_z-.=_. = — - I
@u = |4i hitp://localhost/checkserver > @J:,| b4 | | Bing L -
= —— »o|
x 2 Windows Live Bing @& - What's New Profile Mail Photos [ Sign in
w7 Favorites Bl 5 ggested Sites v
| é httpi//localhost/checkserver ‘wl\ B - = o= v Page ¥ Safety ¥ Tools

AlertDispatcher — Error: No working modem detected

Done @ Local intranet | Protected Mode: Off a v | ®113% ~

To send an Alert, append command ‘ sendsms’ followed by the N parameter (the Mobile number, Email address,
or the Addressbook user/group name - use comma separator if thereis more than oneitem), the M parameter
(message text), and the optional P parameter (message priority), D parameter (scheduled date timeto send),
MODEMPORT parameter, USERNAME and PASSWORD parameters. Only N and M parameters are
compulsory, therest are optional (of course other than username and password, if required).

e.g. http://1ocal host/sendsns?N=+6590169696&M-Hel | o Wor | d&P=4&D=2010- 12-01
20: 00: 00&MODEMPORT=4

Theformat for parameter D is: YYYY- MM DD HH: MM SS

P rangesfrom 1 (lowest priority) to 4 (highest priority). Defaultis?2.

MODEMPORT refersto the COM port of the modem you intend to use. Thisisoptional. 1f you do not
specify this parameter, the server will use each available modem in arotating round robin manner.

The above URL GET will send“Hello World” to +6590169696 on the 1% December 2010 at 20:00:00 hrs using
the modem connected to COM 4.

On success, theweb server will return; SMS888]1D: 1661540085| Messagequeued successfully-AlertDispatcher
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ié hitp://localhost/sendsms?N=+6590169696&M=Hello World&P=4&D=2010-12-01 20:00:00&MODEMPORT=4 - Windows Internet Explorer

@'\.J ® !'11 httpi//localhost/sendsms?N=+65801696968M=Hello World&P=4&D=2010-12-01 20:00:008tMODEMPORT=4

x  E¥ Windows Live Bing E - What's New Profile Mail Photos Calendar MSN  Share ‘I_I v &

L7 Favorites w3 €] Suggested Sites v

e http:/flocalhost/sendsms?N=+659016969...

SMS888|ID: 0107176370 |Message queued successfully-AlertDispatcher

‘SMS888'’ indicates send success.

Other return codes:

SM S007|DestinationMissing-AlertDispatcher

SM S014|Content Missing-AlertDispatcher

SM S008|A ccess Denied-AlertDispatcher

SMS015|V ariable Error Message* -AlertDispatcher

* For example, the following would mean the AlertDispatcher is down or not started.

SM S015|Can't connect to 127.0.0.1:5556-Al ertDispatcher

1661540085’ isatracking message | D which you can use to enquire the send status using the command
‘sendstatus’.

e.g. http://1 ocal host/sendst at us?i d=1661540085
Theweb server returns: | D: 1661540085| STATUS: 4] ERROR: | SENTTI ME: 2011- 04- 21 01: 23: 56

If thetracking ID is not found, which could happen if the message has been del eted, the web server returns:
| D: 1661540085| STATUS: 0| ERROR: Message not f ound
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STATUS refersto the send status — 4 indicates the message has been successfully sent out (seelist below for the
status code definition).

ERROR refersto the error message if available.

SENTTIME refersto the sent out timestamp intheformat YYYY- M DD HH: MM SS.

&)= | httpyflocahost/sendstatus?id=0107176370 »| @] 4| x [| = sing o ~|
x| B Windows Live | Bing B~ What's New Profile  Mail Photos  Calendar | = Sign in
.?F.avorites 9% €] Suggested Sites ¥ -
| @ nitp:/flocalhost/sendstatus?id=01071763... _' [ B o~ ~ [ d# ~ Page> Safetyv Tools~ ”

ID: 0107176370 |STATUS: 6| ERROR:Expired | SENTTIME:2011-07-22 17:53:48

Dane €L Local intranet | Protected Mode: Off e v ®113% -

MESSAGE STATUS CODE DEFINITION

0 Unknown

1 [Out]WaitingForSend'

2. [Out] Sending

3 [Out]ReSending

4: [Out] Sent

5 Aborted

6: [Out]Error

13: [Out]Waiting

14: [Out] PendingAcknowledge
15: [Out] Acknowledged

16: [Out]Escalated

17: [Out] AcknowledgeTimeout

Note: If you havefilled up the settings for username and password under HTTP Server Setup, you must usethe
USERNAME and PASSWORD parameter for al requests sent tothe HTTP Server.
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Y ou may also usetheweb form by accessing http://local host/sendsms.htm

-[8la|x|Esne L

—

Q- e httpy/localhost/sendsms.htm

: s Favorites 5k @] Suggested Sites w

|| | @ Send SMS/Email [ B~ v [ @ v Pagev Safety v Tools ¥

: = —
. % % Windows Live Bing 0] v . What's New Profle Mail Photos Calendar MSN Share [ signin

»

Send SMS/Email

Recipients: | Select Recipient[~ |
Add Recipient

| Reset Form | | Update Recipients | | Send Message |

Subject (for email): M
N

Message Body:

Username (if required): Password:

I_l € Local intranet | Protected Mode; Off A v ®|113% >

. »
P X Y Windows Live  Bing B~ : What's New Profile Mail Photos Calendar MSN Share Sign

g ¢ Favorites © 35 @] Suggested Sitesw
@ Send SMS/Email | ] - ~ [ # v Pagev Safety¥ Tools™

in

3

Send SMS/Email

Recipients: IT | Select Recipient [~ |
Add Recipient

Subject (for email):

Message Body:

test =sms

Username (if required): Password:

Reset Form | | Update Recipients | | Send Message |

11:56:36 SMS888|ID:5763114542|Message queued successfully-AlertDispatcher

|Done €L Local intranet | Protected Mode: Off %G~ B113% -

Copyright 2012 Click And Deploy (Pte. Ltd.)
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4). Sending Messages/Query Status from Windows Command Line or Batch File

Y ou can aso send Alerts (SMSEmail) from command line using C:\Program
Files\AlertDispatcher\A Pl s\CommandLine\AlertDispatcherConsole.exe to alocal or remote AlertDispatcher
Server.

e.g. Al ertDi spatcherConsol e. exe Send
HOST=l ocal host ; N=+441234567890123, +441223444444123; M=" hi, how are
you?”; P=4; D="2010-12- 31 23:59: 59"

WhereHOST parameter isthe AlertDispatcher Server | P address or hostname (default tolocalhost), N
parameter isalist of recipient(s) delimited by commas, M parameter isthe SMS message, S parameter isthe
subject (for Email), optional P parameter isthe priority which rangesfrom 1 (lowest priority) to 4 (highest
priority), optional D parameter (scheduled date timeto send), and optional MODEM PORT parameter (0=
Auto).

‘SMIB88’ indicates send success. 6332834583’ is atracking message | D which you can use to enquire the send
status using the command ‘ sendstatus .

= = —— e )

[D:“FProgram Files <(x86>>8Mi8Dispatcher APIsz“CommandLine*AlertDispatcherConszole.exe
Send HOST=localhost;H=+441234567890123, +441223444444123:M="" hi. how are you?” ;|
P=4;D="" 2A18-12-31 23:59:59"

{— 0Ok
SHEBER I ID:6332834583 IMessage queuwed successfully—AlertDispatcher

D:“Program Fileszs (x86> 8MSDizpatcherAPlz“CommandLine’}

Y ou can query the status of messages sent.

e.g. Al ertD spatcherConsol e. exe Sendst at us HOST=I ocal host ; | D=6332834583
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-

o= EETN

p:~Program Files (x86>“8MSDizpatcher*AFIlz " CommandLine>flertDizpatcherfonsole.exe
Send HOST=localhost ;N=+441234567890123, +441223444444123;M="" hi, how arve wou?” ;
=4;D="" 2B1@-12-31 23:59:59"

<{— 0k
MEBBRIID:R3328345%83 IMessage gueued successfully-AlertDizpatcher

D:“Program Files (xB6>“SMSDispatcher APIls“CommandLineAlertDispatcherConsole.exe
Sendstatus HOST=localhost;ID=6332834583

—>» GetMeszageStatus 6332834583

{— ID:h332834583 ISTATUS :1 i ERROR: ISENTTIME:A1AA-A1-A1 PAA:A0:08
MEAISIID:6332834583 ISTATUS =1 {ERROR: ISENTTIME: 31886161 AA:00:80-AlertDizpatche

D:“Program Files (xB6>»“BMEDispatcher"APIz“CommandLine>

Y ou can also check the status of AlertDispatcher Server.

e.g. Al ert Di spat cher Consol e. exe CheckServer HOST=Il ocal host

-

D:~Program Files (x86>*8MSDispatcher~AFIls“CommandLine>*AlertDispatcherConzole.exe
Checkferver HOST=localhost :
—2» Check
<{— AlertDispatcher — Error: Mo working modem detected

fAlertDispatcher — Error: Mo working modem detected

D:“Program Files (x862“8MSDispatcher“APIs“CommandLine>
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Full Syntax:

m s & |':'||E£§‘

D:“Frogram Files {(xB6>“SME8Dispatcher AFIls“CommandLine>alertdispatcherconsole

1». Function: Send Message

Uzage: AlertDispatcherConsole Send [HOST={localhost or remote serverr; IN={recipi
ent—phone—numbers or email addressesy:iH="{sms-messager"[:;8="{email subject>"1L[;:P
={Priority{l-43>1[;D="{DateTime{yyyy—HM-dd hh:mm:ss>3}"1[; HODEMPORT ={MHodenFPort {H—
79, B-autod>]

xample: AlertDispatcherConsole Send HOST=localhost:;M=+44123456787 . +44987456321 ;
M="Hi, how are you?" :P=4;D="2018-12-31 23:59:5%";MODEMPORI=1

2. Function: Query Message Status

Usage: AlertDispatcherConseole SendStatus [HO8T={localhost or remote serverr;l1ID=
{Message Tracking Id>

xample: AlertDispatcherConsole SendStatus HOST=localhost:ID=345435435435

?. Punction: Check Server Status
Usage: AlertDispatcherConsole CheckServer [HOST={localhost or remote serverr]

xample: AlertDispatcherConsole CheckServer HOSI=localhost

[1 - optional parameters

D:“Frogram Files {(xB6>“SMS8Dispatcher*APIs“CommandLine>

5). Interfacing from Dot Net or Java using COM DLL

Please refer to * AlertDispatcher DLL API Guide’ for more information.

1

Copyright 2012 Click And Deploy (Pte. Ltd.)
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5. Appendix A- Preparing your GSM/GPRS modem

1). Preparing the GSM modem.

Plug your GSM modem (with working SIM card inserted) into your PC. If you are using aUSB modem,
Windowswill prompt for driver. Y ou will need to insert the modem driver CDROM, and install the driver. If
you are using aserial modem, driver isnot required.

Note:

a). If you areusing aUSB modem, you must install the modem driver and then find the baud rate and COM port
number from your modem driver under Windows Device Manager.

‘i

If you areusing SierraWirelessGL 6110 USB modem, pleaseinstall the modem driver in your CDROM —
path - \SierraWireless Modem Driver\X P-2003-2008-Vista-7\USBDriverlnstaller.exe.

JRE 6 (Java Runtime Environment) is a pre-requisite — the modem driver installer will automatically prompt you
if JRE 6 needsto beinstaled. You can find JRE 6 installer in your CDROM - \SierraWireless Modem
Driver\X P-2003-2008-Vista-7\USBDriverinstaller.exe - \SierraWireless Modem Driver\jre-6u22-windows-
1586-s.exe.

After installing thedriver, insert the SIM card* and then connect the modem to an available USB port. If
Windows*“Add New Hardware Wizard” appears, please direct Windowsto find the driver under
c:\Windows\System32\Drivers. If you areusing Vistaor 7 or 2007, the driver should be automatically detected.
The modem should light up after the driver has been properly installed.

*Note that you should insert the SIM card such that it is facing upwards and golden metal strip nearest to the
opening. If youinsert the SIM card incorrectly, the modem may not blink — no signal detected.

After that, check the modem COM port assigned to your modem under Windows Device Manager. The USB
modem usesabaud rate of 115200bps. If you cannot find the SierraWireless modem device or the power
indicator light does not light up, please check if the modem is properly connected to aworking USB port, you
may also try removing the modem driver from “Windows Device Manager” and then reboot your PC.
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File Action View Help

- -~ — . |Geneml| Modem |Diagnoﬁics Advanced | Dinver I Ddail5|
s | T B B mESS

Port: COM4
3 &
& Batteries Speaker volume
I %- Biometric Devices it [ High

a Bluetooth Radios
-8 Computer

;‘_j D?Sk Hifie Maximum Port Speed
1 - Mgy Display adapters

b -} DVD/CD-ROM drives

b I,rljﬁ Human Interface Devices
g IDE ATA/ATAPI controllers
% Imaging devices d Dial Corttrol
I == Keyboards
b ﬂ Mice and other pointing devices | Wait for dial tore before dialing
. Madems

i Q Sierra Wireless Device #2
b A Monitors

»-®F Network adapters

» [} Processors = . . [ OK _J [ Cancel I

m

115200 -

*Note that the GPRS modem draws considerable USB power soif you are using an USB extension cable or you
have connected another USB devicethat drawstoo much power (on some PC, power isshared across all the
USB ports), the modem may also fail to work or become unstable. Y ou may try removing other USB devices
from your PC or using a powered USB hub from areputable brand such as Belkin.

b). If you are using Wavecom Fastrack Supreme or any serial modem, please ensure that your PC hasaDB9
seria port.

If thereisno DB9 serial port, please obtain a PCl DB9 serial card (Low profile PCI card isrequired for small
chasis PC/Server). Not al Serial-to-USB cardswill work with GSM modems and some are not stable.

Y ouwill also need to insert your SIM card carefully in the correct manner — see screen capture below. The
serial modemisusually installed onto COM2 or COM 1 at a baud rate of 115200bps.

*Note that the antenna connector on the right hand side and you should insert the SIM card such that it is facing
upwards and golden metal strip nearest to the opening. If you insert wrongly, the SIM card may drop inside the
chassisand you will haveto use ascrew driver to open the aluminum plate directly abovethe SIM card opening
in order to takeit out.

The FASTRACK Supreme has now implemented & SIM conneclor having & carrier with lock. This helps
ansuring the user to have proped SIM card inserion and locked before proper use of GSM network

Warning: If you'reusingaGSM modem with an attachabl e antenna, please exercise caution on attaching the
antennato the antenna connector. If there’ sanut attached to the modem casing, please ensureit does not turn
when you are connecting the antennato the modem. Failure to do so may cause damage to the modem.
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2). Checking SIM card.

After you have installed the Modem and the SIM card, turn on the power (for Serial modems), and check that
thered or yellow light on the modem blinks after 20 seconds. If it does not blink, please check whether the SIM
card isproperly inserted and activated by your GSM provider — you need to call them to find out whether itis
activated.

The modem may also not blink isthereif thereisweak or no network coveragefor that SIM card. If network
coverageisunavailable, you may try relocating the modem or change to aprovider with better network coverage
in that location.

Note: If you need to change your SIM card, before removing the SIM card, please alwaysturn off the power

supply or remove the power supply cable from the modem. Y ou may reconnect the power supply after you
haveinstalled the new SIM card.
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6. Appendix B - Troubleshooting Checklist

1). SIM Card is activated, Modem is setup properly and connected to the PC

First check that your SIM card is activated and you' re able to send SM S using your cellphone. Next check that
the modem is attached tightly to the correct PC. If you are using Wavecom modems or compatible devices, the
indicator light on the modem should be blinking 15 seconds after powering up. A constant light will mean that
the SIM card cannot be detected or network coverageisunavailable.

If thelight failsto blink, disconnect the modem from the power source, check that you have inserted the SIM
card correctly, and then reconnect the power supply, wait 15 secondsfor the modem to boot up.

If network coverageisunavailable, you may try rel ocating the modem or change to aprovider with better
network coveragein that location.

Once done, restart AlertDispatcher service and proceed to step 3 to test send an SMS.
Note: If you need to change your SIM card, before removing the SIM card, please alwaysturn off the power

supply or remove the power supply cable from the modem. Y ou may reconnect the power supply after you
haveinstalled the new SIM card.

2). Required Services Started, and Windows Firewall configured,
AlertDispatcher Client and Service added to Windows DEP exception list (for
the case of Vista/2008)

Go to Sart = Control Panel - Administrative Tools = Services
Ensurethat ‘ AlertDispatcher’ has started.

If you intend to usethe SMTP, HTTP, or SNMP Trap Receiver interface on AlertDispatcher, please ensure that
the services ‘ AlertDispatcher-SVITP’, * AlertDispatcher-HTTP’ and ‘ AlertDispatcher-SNMP’ arerunning.

File Acton View Help

= @ TR 2E > n 0w

% Services (Local) ¥, Services (Local)

SMSDispa tcher-SMTP Blame  / Description I Status I Startup Type I Log On As I
Sy SMSDispatcher Started Automatic Local System
& M SMSDispatcher-SMTP Started Automatic Local System
S SHME Service Tnchides A... Manial | nral Sustem

Stop the service

In order for theseinterfacesto work, there must not be conflicting services running on your system occupying
the same ports. If thereisaconflicting service using the same port, thefollowing error will appear: “ Could not
bind to socket”.
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" AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) [' == g |
Syztem Setup l System Alerts/Email Setup l Feceive SMS Setup l SMTP Server Setup l HTTF Server Setup l SHMP Trap Receiver Setup]
Help l
Service l Meszages l Send SMS/Email l Addreszshook. l Uszerz and Departments l Modem Setup l
Server Status: @ ta ‘ Stop ‘ Restart ‘ Modem Signal Strength:
T ; E[ il T ] ¢ EA .-'Dfsgﬂﬂgﬂg{mm
Open Log Folder ]log lines to display: {100 -_;-—j
e — T —. . , C m | =
[F! e PG Fremter Servert st — et P55+ iCansect |
IFG:'_ c1d 16:01 ['] External error: HTTP Server failed to start: Could not bind socket. Address and port are already in use. Please ensure that IIS|
2011 = :748 AlertDispatcher Service Started! Modems initialized successfully — COMG

ized User UNLICENSED — TESTING USE COMLY
tcher Corporate Version:2.5.8.0
LNDeplor

ame :UNLICENSED — TESTING USE ONLY
17 Engine finalized.

4| m | [

Server running [ 19(Below Average

For example, for SMTP Server interface, you may check whether Windows* Simple Mail Transfer Protocol
(SMTP)’ serviceexistsand isset to run automatically. If yes, stop and disable the service, and then restart
‘AlertDispatcher-SNMP’ service.

For HTTP Server, ensurethat Windows World Wide Web Publishing Service, or 11Sisn’t running on the same
port (default port for HTTP server is 80).

For SNMP Trap Receiver, if you haveinstalled Windows SNMP Trap service, please ensure that the serviceis
stopped or changeto adifferent port (default port for Trap Receiver is 162).

If you need to be ableto access AlertDispatcher Server from the network, and thereisafirewall running on your
system, you must add the ports used by the servicesyou requireto your firewall list of “allowed ports’.

| Server Protocol Default Port Remarks |
HTTP Server 80
SMTP Server 25
SNMP Trap Receiver 162
AlertDispatcher Server 5556 Used by AlertDispatcher Client and DLL API

Next, we shall describe how this can be done for Windows Firewall. If you areusing a3 party firewall, check
with your IT administrator or the firewall vendor.

To add portsto Windows Firewall exception list:

Go to Sart = Control Panel = Windows Firewall.
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=== |

4 |"f | | Search Centrol Panel

|55 v Contral Panel » System and Security *

Control Pane| Home

Action Center
® System and Security R_?VIEW your computer's status and resalve issues
& Change User Account Contral settings

Network and Internet x e
Troublechoot common computer problem Bestore your computerdo an sadiar time

Hardware and Sound

‘ Windows Firewall
Programs.

Check firewall status Allow a program through Windows Firewall
User Accounts and Family

Safety c’.}..~+ o |
| =

Appearance and T View amount of RAM and processor speed | Check the Windows Experience Index

Personalization & Allow remote access | See the name of this computer | & Device Manager

Clock, Language, and Region Windows Update

Ease of Access Turn automatic updating on or off | Check for updates | View installed updates

Power Options
Change battery settings | Regquire a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

\E&. Backup and Restore

Back up your computer | Restore files from backup

fj Windows Anytime Upgrade

= | Get more features with a new edition of Windows 7

Click “Advanced settings’.

' " e T s T PeE . _-.__,‘,:m_
|df » Control Panel » System and Security » Windows Firewall - ‘fH Search Control Panel P|

Contral Panel Home 7 . .
Help protect your computer with Windows Firewall
Allow a program or feature

Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall

computer through the Internet or a network.

% Change notification settings How does a firewall help protect my computer?

% Turn Windows Firewall on or What are network locations?
off — ——
& Restore defaults I '-g Home or work (private) networks Not Connected (¥

% Advanced settings j . -@ Piiblic nahvoies Connected '-E‘\.:'

Troubleshoot my netwoerk

m

Networks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not
on the list of allowed programs

Active public networks: == Urideitfad hetwork
See also -
™ NETGEAR
Action Center
Notification state: Motify me when Windows Firewall blocks a new
MNetwork and Sharing Center T
program
———-— —— =
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Click Inbound Rules, followed by “New Rule”.

@ Windows Firewall with Advanced Security “ S —-“

Copyright 2012 Click And Deploy (Pte. Ltd.)

File Action View Help

s HE =0

Inbound Rules

Name Group Profile  Enabled Action  * || Tnby -
Btk il %Adobe CSICS4 Public Yes Allow ‘E ‘
B Connection Security Rules  x yope st 54 Public  Yes Alow | ] .
» HE
b % Moitaning @ adobe €SI CS4 Public  Yes Allow ¥ i
.AlertDlspatcherServer.exe Domain  Ne Allow Hliter i State
@ AlertDispatcherServer.exe Domain  No Allow T Filter by Group »
@ core FTP App Public Yes Allow View »
| @ Core FTP App Public  Yes Allow G Refresh
@CyberLlnk PowerDVD 8.0 All Yes Allow B  Export List..
@Javaﬂ'M) Platform SE binary Private  Yes Allow
 Java(TM) Platform SE binary Public  Yes Block 4 Help
QJava(TM] Platform SE binary Public Yes Block
@Java(TM) Platform SE bina Private  Yes Allow
ry
OMZMStudiOSe‘tup Public Yes Block
® M2MStudioSetup Public  Yes Block
@Microsoﬂ Office Groove Public Yes Allow
@Micmsoﬂ Office Groove Public Yes Allow
@Mlcmsoﬁ Office Outlook Public Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
OOracIe VM VirtualBox Manager Public Yes Block
OOracIe VM VirtualBox Manager Public Yes Block =
4 L AEN 1
1] 1 H
Toggle“Port”, click Next.
&# New Inbound Rule Wizard [ % |
Rule Type
Select the type of firewall rule to create.
Steps:
& Rule Type ‘What type of rule would you like to create?
@ FProtocol and Ports
@ Action ) Proaram
@ Profile Rule that controls connections for a program.
@ Name @ Port
Rule that controls connections for a TCP or UDP port.
! Predefined:
| Connect io & Network Projector
Rule that controls connections for a Windows experience .
Z) Custom
Custom rule.
Leam more about nile tvpes
cBack  |[_Net> | [ Concel |

Under “ Specificlocal”, enter “ 25, 80, 162, 5556” or any other ports you wish to use.

63



AlertDispatcher Quick Start Guide Copyright 2012 Click And Deploy (Pte. Ltd.)

ﬁ' MNew Inbound Rule Wizard &J

Protocol and Ports
Specify the protocols and ports to which this nulz applies.

Steps:

& s Does this nule apphy to TCP or UDP?
& Protocol and Ports @ TCP

@ Action = uDP

@ Profile

@ MName

Dioes this nule apply to &ll local ports or specific local ports?

) All local ports

@ Specific local 25, 80, 162, 5554
Example: 80, 443, 5000-5010

<Back || Med> | [ Concel

If DEPisturned onfor all programs, you will need to add AlertDispatcherClient.exe and
AlertDispatcherServer.exeto theexceptionlist. Thisisusually done automatically by theinstaller whenyou
install AlertDispatcher for thefirst time.

Note: For Windows 2008, DEP isturned onfor all programs by default so thisstep is essential for Windows
2008.

Go to Start > Control Panel - System
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- - — = S
@@[fé + Control Pa_nel _» S_ystem and Securitg 3 hd |"f | [ SE:rcn?onrrof Panel r |

>

Control Panel Home

Action Center

® System and Security ngwe'.r.f your computer's status and re.solnre I55UBS

%¥ Change User Account Control settings

Troubleshoot common computer problems Restore your computer to an earlier time

‘ Windows Firewall

Check firewall status | Allow a program through Windows Firewall

Network and Internet
Hardware and Sound

Programs

User Accounts and Family

Safety System =
Appearance and T d processor speed Check the Windlows Experience Index
Personalization % Allow remote access See the name of this computer %¥ Device Manager
Clock, Language, and Region =y Windows Update
Ease of Access W Turn automatic updating on or off | Check for updates | View installed updates

\'; Power Options

4 Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

;&. Backup and Restore

Back up your computer | Restore files from backup

My Windows Anytime Upgrade

= Get more features with a new edition of Windeows 7

Click “Advanced system settings”, “ Advanced” tab, followed by “ Data Execution Prevention” tab.

|:k » Control Panel » System and Security » System - | 5 | | Search Control Panel R |

Control Panel Home = S R
View basic information about your computer

Device Manager Windows edition

fefueleseiungs Windows 7 Home Premium

TS o5

&
W
O

[ 2 ; Copyright © 2009 Microsoft Corporation. All rights reserved.
&

¢ Advanced system settings

m

Service Pack 1

Get more features with a new edition of Windows 7

System

Manufacturer: Fujitsu Limited

Rating: m Windows Experience Index

See also Processor: Intel(R) Core(TM} i5 CPU M520 @ FU]ITSU

240GHz 240 GHz
Installed memory (RAM):  4.00 GB (3.80 GB usable)

Action Center

Windows Update

System type: 64-bit Operating Syst
Performance Information and yStepe wHpSrating, ytem
Tools Pen and Touch: Mo Pen or Touch Input is available for this
Display =

If theradio button for “Turn on DEP for al programs and services except those | select:” ischecked, please add
C:\Program Files\AlertDispatcher\AlertDispatcherClient.exe and C:\Program
Files\AlertDispatcher\AlertDispatcher Server.exeto the exemption list.

65



AlertDispatcher Quick Start Guide Copyright 2012 Click And Deploy (Pte. Ltd.)

System Properties s | ¥52% || Performance Options Aalhr Aat =
sl — il - -
| Computer Name | Harddare | Advanced | Sisiem Protection | Remote | [ Visual Effects | Advanced | Data Execution Prevention | |
M,
You must be logged ofvas-sn-Administrmterio make most of these changes.

Data Execution Prevention (DEP) helps protact against

Performance =i £ damage from viruses and other security threats. How
isual effects, processor scheduling. memony usage, and vitual memo does it work?

M 7y Turn on DEP for essential Windows programs and services only

@ Turn on DEP for all programs and services except those I
User Profiles select:

Desktop settings related to your lagon

[¥] AlertDispatcherClient.exe

- [¥] AlertDispatcherServer.exe

Startup and Recovery
System startup, system failure, and debugaging information

Settings... II I

Add... l | Remaove

Your computer's processor supports hardware-based DEP.

' [ ok [ onel |[ Aok |

3). Send test SMS using AlertDispatcher

Go to ‘ Send SMSEmail’ Tab, typein your phone number asyou will do for your cell phone and then the
message. Click ‘Send'.

66



AlertDispatcher Quick Start Guide Copyright 2012 Click And Deploy (Pte. Ltd.)

. AlertDispatcher Corporate v2.5.0.0 {(Authorized User: UNLICENSED - TESTING USE ONLY)

- - — - -
Syztem Alerts/Email S etup | Receive SMS Setup | SMTP Server Setup I HTTP Server Setup | SHMP Trap Receiver Sétupl Help |
Service | Mezzages Send SMSEmail Addresshook | Uzers and Departments | Modem Setup | Swztem Setup |
|91 234567830 J Send |
Subject [Required for e-mail): I
| Fricrity: |4 YI [~ Send amessage at:] BA1242011 ;“ 1:4351 PM:__—_! Madem part: Iauto YI Department: | kain _T_I ICustom Field1 .T_I Inzert |
Testing
Characters: 7
lServer running | 18(Below Average A

If the phone number is correct and the modem isworking, you should get the following screen. If not, verify
that the SIM card isworking using your cell phone.

%, AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) = B [ S
System Alerts/Email Setup | Receive SMS Setup | SMTP Server Setup | HTTP Server Setup | SMMP Trap Receiver Setupl Help |
Service Messages | Send SMS/Email | Addressbook | Uszers and Departments | Madem Setup | System Setup |

i i S
Limit; |500 =1 Apply

INJOUT | Recipient

| Out j o 4 | 011 14554 F

<[l »
i‘ (N [PhaneMumber = "'30627 305" Filter..

llServerrunninq | 19(Below Average
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7. Appendix C - FAQ and Tips

1). Question: | do not know how to pause and delete the SMS that | send
wrongly.

Solution:

Usethe ﬁ‘ ‘Deleteall pending messages' to clear the inbox of pending messages.

naﬂﬂhpall:hur wl 2 (Ewshsation - Trial Deys Lefid5)
Sarvice Mo | SerdSMS | Phonsbock | Modem ¢

w2 || 7| Stom s Todaysert 0

Dt D=t 81 pencng memsager > iFhunaMum-har |

22730 PM 085S 3543543
ATAA2000 P 124702 123 I
BE/2008 P X523 4tdddddad 1
RR/A000 P TE2 29 Aeadadaad

2). Question: Where do | find the server and activity logs?

Solution:

They can be found under C:\Program Files\AlertDispatcher\Log.

3). Question: My modem is connected but | can’t send SMS?

Solution:

First stop AlertDispatcher Service. Then disconnect the modem power supply, check that the SIM cardis
properly inserted, connect the modem power supply, wait 15 seconds, start AlertDispatcher Service, try again.

If thisfails, refer to ‘ Appendix B - Troubleshooting Checklist'.
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