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Copyright

Thispublicationis protected by copyright and distributed under licensesrestricting its use, copying and
distribution. No part of this publication may be reproduced in any form by any meanswithout prior written
authorization of Click And Deploy PteLtd.

Disclaimer

Thispublicationisprovided"ASIS", without awarranty of any kind. All expressor implied representationsand
warranties, including any implied warranty of merchantability, fitnessfor aparticular purpose or non-
infringement, are hereby excluded. Click And Deploy Pte Ltd may make any improvements or changesin the
product(s) or the program(s) described in this publication at any time. This document is subject to change
without notice.
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1. For End User

1). How to Launch AlertDispatcher Client

After you haveinstalled AlertDispatcher, launch the Client from Windows Desktop.

Note: AlertDispatcher Clientis only used to configure and manage AlertDispatcher Server. AlertDispatcher
Server works as abackground service and starts automatically when you boot up your server. Y ou do not need
to keep the Client open after you havefinished using it.

£ 7start (e mEj @[ﬂ

E=

Select User and enter Password to login. Thefollowing users are created by defaullt,

1. administrator user: ‘administrator’, password: 'alert123'
2. basic user: 'operator’, password: ‘operator’

Anadministrator user hasfull rightswhile abasic user can only view, send messagesand can't delete any
message or manage the address book. Y ou are advised to change the administrator user password as soon as
possible. Thedefault password for 'operator’ is ‘operator’.

For better security, uncheck " Save password" so that the next user will have to enter password to login.



AlertDispatcher How-To Guide Copyright 2018 Click And Deploy (Pte. Ltd.)

Connect to AlertDispatcher Server @

2018.01.12 21:53:29 Connected to 127.0.0.1. Select User, enter password and click Login. -
2018.01.12 21:53:29 Connecting to 127.0.0.1...

ServerHost  [127.0.01 LI Fart: |5556 Disconnect |

IWEETal - rninistrator - (Administrator)
operator- (BasicUser)

Fassword: I

[v¥ Sawe passward

Lagin | Cancel/Exit |

Note: If you're using Corporate or Enterprise License, you caninstall and connect AlertDispatcher Clientto a
remoteAlertDispatcher Server. |f theremote AlertDispatcher server hasfirewall enabled, then you may need to
configurethe firewall to "allow" incoming requeststo AlertDispatcher TCP port 5556. Referto Appendix A -
How to Add (allow) server portsto Firewall.

Connect to AlertDispatcher Server @

2019.04.02 15:13:25 Connected to 127.0.0.1. Select User, enter password and click Login. -
2019.04.02 15:13:24 Connecting to 127.0.0.1...

| Server Host: Iremote—semer—ip—address LI Fort: |5558 Connect ||

User:

aperator- (Basic User)

Pasgword: I

|7 Sawe password

Login Cancel/Exit

Note: Y ou can create new users and change passwords under "Usersand Departments” tab.
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"

%, AlertDispatcher Enterprise w7.0.0.0.679.48 (Authorized User: Click &nd Deploy Pre Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbanitarings: 9999, Madbus TCP: Enabl. | = || B || 22 |

Service l Meszages l Send SM5/Email | Addressbook |
Server/Metwork Monitoring | Maodem Setup | Instant Meszaging [IM] Setup | Spstem Setup |
Help/Registration |
Servers Setup [SMTP/POP3/HTTR/SOL) | Receive SMS Setup | Templates Users and Departments |
&}&&rw tnlonlonl =
i Editing User: adrministrator @
Main l Departments]
Jv Enable User
& operator Basic Uzer | R
aaminiErator
|administrator
Pascword: [
Confirn Pagsward; |
|Administrat0r J Manage User Types
A dministratar hazs full rights. -
Mobile Phone: |
Email Address: ||
[ALERTDISPATCHER - Master] Server ru Monthly meszage limit 1000 [~ Unlimited Current Month Uzage 10 25(fverage)

After successfully login, you will seethefollowing screen.

" AlertDispatcher Enterprize w7.0.0.0.679.48 {Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbonitarings: 9999, Modbus TCP: Enabled)

Madem Setup | Instant Messaging (IM) Setup | System Setup | Servers Setup (SMTP/POPIHTTR/SOL) | Receive SMS Setup |
Templates | Users and Departments | Help/Registiation |
Service | Meszages l Send SMS/Email l Addressbook | Server/Metwork Manitaring |
Server Status: . | Stop | Restait | Emergency Pause Modem Signal: (COM4 | Operator: singtel [HSPA 3.5G)

[ALERTDISPATCHER - Master] Server mnning - E 3 [ ]
Server Replication Role: [Master] a
Slave Status: Connected

Dispatcher

Expaciting your workforce

User: | administratar Server Host:  |127.0.01 Logaut Dpen Log Folder
Server Event Log:
2018.01.12 21:59:18:818 AlertDispatcher Service Started! Mod initi d fully - COM4 (M k Dperator: singtel, Signal Strength: 23) P

2018.01.12 21:83:15:910 Modern Fimware: 7.62.0.201 404040850, £18082¢ 1730532 040414 08:50
2018.01.12 21:53:15:910 Modem Model 18082t product

2018.01.12 21:59:10:723 [thread:1164] Available SpstemBAM: £615,058 KB

2018.01.12 21:89:10:722 [thread:1164] Tatal System RAM: 8,300,740 KB

2018.01.12 21:59:08:190 [thread: 4992] Failover Client Connected ta Slave: 192.168.1.158:5556
2018.01.12 21:59:08:153 Engine initislized. [Build:679.48]

2018.01.12 21:59:08:134 Wendor. ClickNDeploy

2018.01.12 21:69:08:134 HardwarelD:C47CD978-7143

2018.01.12 21:59:08:134 AlertDispatcher Enterprize +7.0.0.0.679.48 [Authorized U zer.Click And Deploy Pte Ltd [TEST SERVER 1)
2018.01.12 21:563:08:134 ModbusTCPE nabled: 1

2018.01.12 21:59:08:134 MaxServerMonitarings: 39339

2018.01.12 21:59:08:134 LicenseExpin:0

2018.01.12 21:59:08:134 MasEmergencyRecipients: 1000

2018.01.12 21:59:08:134 MasModernMurm:8

2018.01.12 21:59:08:134 VendorE mail

2018.01.12 21:59:08:134 Vendor. ClickNDeploy

2018.01.12 21:59:08:134 Registeradr ame: Click 4nd Deplay Pte Ld (TEST SERVER 1]

[BLERTDISPATCHER. - Master] Server running 23{Average)
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2). How to Send Test Message

Navigate to the “Send SMSEmail” tab. Click “Send” button to send the message.

Note: Y ou only need to add the + country code sign unlessyou’ re sending to aforeign number.

2, BlertDispatcher Enterprise +7.0.0.0.679.48 (Suthorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitorings: 3998, Modbus TCP: Enabl.. [ [ =) | (w25

Server/Metwork Monitoring | Maodem Setup | Inztant Messaging (IM] Setup | System Setup |
Servers Setup [SMTR/POP3MHTTR/SOL) | Receive SMS Setup | Templates | Users and Departments |

Help/Registration |

Service l tessages | Send SMS/Email I Addressbook, |

Fiecipients:
|SDE21 305, 90169636 J Send ‘ Load Test
Subject [Required for e-mail): |
Priority: ’m Type: Al - Madem port: | auto v Department: |IT j |Eustnm Field1 j Inzert
[~ Send amessage at |12/1 /2018 103419 PM = Select Template: v|  UseTemplate
Message Body [Requied]: s | J | e | J
test sl
Characters: 9
[ALERTDISPATCHER. - Master] Server running 26{Good)

Navigate to the “Messages’ Tab to check the status of your sent message.

2. AlertDispatcher Enterprise »7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerManitarings: 9999, Modbus TCP: Enabled) [ |[ & |[w23a]
Madem Setup | Instant Messaging (IM) Setup | Syster Setup ‘ Servers Setup [SMTR/POPI/HTTP/SOL) | Feceive SMS Setup |
Templates | Users and Departments Help/Reqistration ‘
Service l Messages ‘ ] Send SkS/Email } Addresshook | Server/Network Monitoring |
Max. number of ta display: -
%‘\a‘nj ‘? ‘ {,c_:)u Acknawledge 2l messages &@ Delete all pending messages |2 from 2. Today sent: 3. Today received: 3 SRR mes?;gii,;rd z::a:'y 500 j
Subje| MessageStatus
121/2018 104457 P SMS Qut 90163656 test sml 5 Pending 2
F] |:| 3
[ALERTDISPATCHER - haster] Server running 23 Aerage)
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If the SM'S message can't be sent out, go to “Modem Setup” and check if the modem is connected, and thereisa
signal and operator. The LED light on the modem must be on and the SIM card properly and correctly inserted.
Note that some SIM card adapters may not fit well so you may try changing to another SIM card to try out.

If you're still not able to send your message, contact your telco for assistance.

. AlertDispatcher Enterprise +7.0,0,0,679,48 (Buthorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitorings: 9999, Mod... [ = | = |[=253] |

Service l Messages l Send SMS/Email | Addressbook |
Servers Setup [SMTR/POPS/HTTR/SAL) | Feceive SM5 Setup l Templates l Usgers and Departments |
Help/Fegistration |
Server/Metwork. Monitaring E Maodem Setup j Instant Mezzaging (IM] Setup | Spstem Setup |
%/ %% 29
Port Status Signal Operator Error{Warning) ModembMail |Description Bauc

1 COM# | Connected | 23{verage) | singtel HSP4 3.56) Disabled

< [ b

[ALERTDISPATCHER. - Master] Server running 23(werage)

Weak GSM signal may cause SMStofail to send. The GSM signal strength and quality at your deployment
location isdependent on the presence of GSM repeatersin thevicinity. Generally speaking, GSM signal will be
better in officesthan inindustrial buildings and data centers, and is especially poor in basementsand server
roomsenclosed by reinforced concretewallswith fire-rated doors and no windows. If your deployment site has
very poor signal, please refer to point 2 and 3.

Y ou can use your cellphoneto gaugethesignal strength. There should at least be 2 bars. Alternatively, you can
also comparethe signal strength for various SIM card providers using the software — signal strength will be
displayed under Modem Setup and the signal reading will refresh every 20 seconds.

If thesignal isvery poor at your selected location (1 bar on your cellphone), please consider shifting the entire
setup to another location. If you'reinstalling the modem in an enclosed rack, extend the antenna out of the rack.
Y ou also may use an "active" USB extender to extend the modem to alocation with better signal - click herefor
an example.
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3). How to use the Addressbook and setup Escalation
a). Adding Group and Recipient

Navigate to the “ Addressbook” tab, and then click on the “ Add Group” icon.

<, AlertDispatcher Enterprise +7.0.0.0.679.48 (Autharized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitorings: 9999, Mod... [ = || & |[s£34]
Servers Setup [SMTR/POPIHTTRASAL) | Receive SM5 Setup | Templates | Users and Departments |

Help/Registration |

Server/Metwork Monitoring | Modem Setup | Instant Meszaging (IM] Setup | System Setup |
Service l Messages l Send SMS/Email Addresshook |
] 1 | £, £, .
&l |&| 1| < Joowo » 0] sa/p8|88 ) = | 2|
Recipients: Grc |
— Add Group
Name Phone Email IM address|Descriptio RES\QL /
P |:| b

[ALERTDISPATCHER - Master] Server running 23(fwerage)
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Y ou can assign priority to your group. Messages sent to groups with higher priority will be sent out first.

'New Group @

Main l Fiecipients | Ezcalation/Emergency Recall Motification |

Marne: |test. groud

Priority: | Mormal -

Restrict to Users from Department: |Main j
Uze Modem Port: | auto -
Description; |
Ok Cancel

Next, click on“Add Recipient” button to create recipients.

7, AlertDispatcher Enterprise +7.0.0.0.679.48 (Authorized User: Click And Deplay Pte Ltd (TEST SERWER 1) - MaxRecipients: 1000, MaxServertanitarings: 9999, Mad... EI@
Servers Setup [SMTR/POP3MHTTR/SEL) | Feceive SM5 Setup | Templates | Users and Departments |
Help/Registration |
Server/Metwork Monitaring | Maodem Setup | Instant Messaging [IM] Setup | System Setup |
S ervice l Messages l Send SMS/Email Addressbook |

&l [&| ||« Joowo s [n] s2lgalse| =/ 2| 2|H

Reci | Groups:

Add Recipient
%Dﬂune Email IM address| Descriptio| Restri

< »

[ALERTDISPATCHER - Master] Server running 23(Awerage)

Cymr——) = =

10
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'Adding Recipient

Main |Eust0m Fields | Schedule | Escalation |

Name:  [michasl smith

Send Type: W 3MS I~ Email [~ Instant Messaging [Gmail)

Phane:  [1234567890

Email: I

Instant Meszaging (Groaill: I

Altemative Phone/Emal(z): I J
[For Emergency Recall Notification)

Group Level Priarity Im
[withir the group itzelf]: 9

Restrict to Users from Department; IMain LI

D ezcription: ||

I~ Unsubscribed [Recipient will nat receive SM35)
[Mote: Recipient can unsubscribe by zending UNSUB to SMSDizpatcher]

Ok | Cancel |

To assign recipients to the group you havejust created, right click on the group, select “ Edit Group
(Add/Removerecipient & Configure Escalation)”. Alternatively, you canjust double click on the group itself.

. BlertDispatcher Enterprise v7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitarings: 9939, Mod... [= || = |[=25] |

Servers Setup (SMTP/POPI/HTTR/SOL) | Receive SMS Setup | Templates | Uszers and Departments | :I
Help/Registration | ﬂ
Server/Metwork Monitaring | Modern Setup | Instant Messaging [IM] Setup | System Setup |
Service | Messages | Send S5 /E mail Addresshook | g
-~
Golsfo |&| | <[> | ] sa/as|se == 2|

Recipients: ﬁ—roup 8

Name Phone Email IM address| Descriptio| Restrif| ™ 5

2 mick lecipient & Configure Escalation)

-~

M o4 Pernowve Group
Remowve Group and Recipients under the Group
‘EE Expand
FE Collapse
@ Load Group frorm C5
@ Load Group from CS (Do not override existing recipients)
H Save Group to C3W
<[ b -
[[ALERTDISPATCHER - Master] Server running [ 23(hverage) 4
%] co ot
-y Common Fllt @rnj FTTTIT T T TAT TS T T T T T TITTIT TS T T T T 1T

Use the checkboxesto add recipients to the group.

11
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Editing Group @
Main  Recipients | E scalation/Emergency Recall Motification |
| ¢]1-1061 » | M|
Hame | Type FPhone | E mail Drescription Unsgu... | CustomField | CustomFieldZ2 | Custor
michasl. zmith SMS 1234567830 na
" 1 3
Ok Cancel

12
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b). Setting up Basic Escalation

i. Overview

To ensurethat critical messages are received and acted upon by recipients, you can define an escalation
sequence for an addressbook group so that messages sent to the group need to be acknowledged by recipients
within adefined timeinterval, failing which they will be escalated to the next level of recipientsor resent to the
same group.

There are two types of escalation that can be enabled for groups : a). Basic Escalation, and b). Emergency
Recall Notification.

For Basic Escaation, any of the recipients from the group may acknowledge the message on behalf of the entire
group. However, for Emergency Recall Notification, all recipientsmust personally acknowledgethe escalation
messages sent to them. Any recipient that has not acknowledged will receive escal ation messagesas configured.

Any Basic Escalation message that is not acknowledged by any of the recipientsthat received the message can
be escalated up to 10 times:

1. Escalate (resend) message to arecipient or group (or back to the original escalation group).
2. Ring phone (for 6 seconds) of arecipient or group of recipients (fixed line phone supported).
3. Cdll phonetill pickup of arecipient or group of recipients (fixed line phone supported).

There are 2 waysto configure Basic Escalation. The most popular way isto send to agroup of recipients and
hope that any of the recipient will acknowledge. If no acknowledgement isreceived after adefined timeinterval,
the messageis escalated to another group of recipients, e.g. the managers. Thismethod isuseful inreaching a
group of recipients as quickly as possible, which isuseful in case not everyoneisableto receive or read the
messageintime. For example, some recipients might have turned off their phones or maybe asleep.

The other way isto send to just 1 recipient (you can add only 1 recipient to the group), and then escalateto a
2nd recipient if that single recipient does not acknowledge, and then if the 2nd recipient a so does not
acknowledge, escalate to 3rd recipient and so on.

Note: For discussion purpose, 'escalation messages refers to messages that require recipient acknowledgement,
and 'escalation groups' refersto groupswith either basic escal ation or emergency recall notification configured.

13
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ii. How to configure Basic Escalation for Addressbook Groups

To setup Basic Escalation for an addressbook group, under “ Escalation/Emergency Recall Notification” tab,
select “ Basic Escalation” . |f Basic Escalation isenabled, escalation messages sent to the group must be
acknowledged by any recipient in the group by SMS or Email reply.

Y ou can configure AlertDispatcher to escal ate the message to another recipient or group if no one acknowledges
within the defined timeinterval, resend to the same group, or ring/call recipient phones (cellular/fixed line). Up
to 10 levels of escalations can be configured.

Editing Group @
b ain ] Fecipisnts Escalation/Emergency Recal Matification |
[v Enable Escalation/Emergency Recall Motification
(* Basic Escalation: If none of the recipients have acknowledged within:
(" Emergency Recall Maotification: If there iz AMY recipient that has naot acknowledged within:

15 ﬁ ming, |escalate to: j |test.grnup j

Mext |15 ﬁ ming, |escalate (13 j | j
=1 3 escalate to:
NBHl 15 ;I s I e |-|'|:|I' B E=|::|:|F||:|:E:'|Z | j
Newt 115 ﬁ mine, In::all phione bl pickup: = | j
Mext |15 ﬁ ming, |escalate ta - | j
Mext |15 ﬁ ming, |escalate ta j | j
Mext |15 ﬁ ming, |escalate ta j | j
Mext |15 ﬁ ming, |escalate ta j | j
Mext |15 ﬁ ming, |escalate ta j | j
Mext |15 ﬁ ming, |escalate ta j | j
. . ; Setup Ezcalation Ack POP3 Server |
[v &llow recipient to acknowledge/comment by replving to email £
[ Acknowledaing any message will acknowledge all messages sent to recipient
Acknowledgement footnote: |-‘3«CKZ Reply {CODE} + mag
[~ DoMOT escalate message if meszage containg AMY of the following keywords:
|return to normal, back to normnal, recovered, nommal, heartbeat
[v Motify everyone that has been contacted whenever angone makes an acknowledgement or makes a subsequent comment
[v Continue zending unsent messages to first group of recipients even after receipt of acknowledgement [Recommended)
Ok | Cancel |

Recipients can include commentsin their acknowledgement SM SEmail and these commentswill be forwarded
to other recipients. The acknowledgment footnoteisconfigurable.

If youwant to allow recipientsto acknowledge all escal ation messagesreceived using asinglereply, you can
enable " Acknowl edging any message will acknowledge all messages sent to therecipient”. Thismakesit more
convenient for the recipient but the downside iswe can't ensure that the recipient has actually received or read
all the messages.

Y ou can exempt specific messages bearing certain keywordsfrom the acknowledgement requirement using the
"Do NOT escal ate messages if message contains ANY of the following keywords" setting.

14
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iii. Acknowledging by SMS reply

Recipients can acknowledge escal ation messagesreceived via SMS by replying a code. Multiple messages can
be acknowledged inasinglereply by including all the acknowledgement codes (commaseparated), e.g. A123,
A456, AG78.

Alternatively, if " Acknowl edging any message will acknowledge all messages sent totherecipient” setting is
enabled, arecipient can acknowledge all messages by acknowledging any of the escal ation messages received.

«ll.STARHUB 3G 11:36 AM

. Messages

Call Contact Info

Message
7 Apr, 2014 11:33 AM

/[NEW ID:215 11:33:18]
This is an important alert!

To ack or broadcast
comment, pls reply A521
| followed by comments. y

~A521 roger!
([ACK ID:215 11:33:18]
george(+6590621305)
acknowledged at 07-04- ©
2014 11:35:37
| Comment: roger! )

Q0 ED

15



AlertDispatcher How-To Guide Copyright 2018 Click And Deploy (Pte. Ltd.)
iv. Acknowledging by Email reply

In order to allow recipientsto acknowledge by email reply, you must enable " Allow recipientsto
acknowledge/comment by replying to email” setting and configure the POP3 Server and User credentials using
the " Setup Escalation Ack POP3 Server" button.

Editing Group . . — = |
- — L Setup Escalation Ack POP3 Server o= || =) ER
Main ] Recipients Escalation/Emergency Recall Motification

¥ Enable Escalation/Emergancy Recall Notification [+ Enable Escalation dck POP3 Client [Reguired to allow uzer to acknowledge escalation email]

* Baszic Ezcalation: If none of the recipients have acknowledged within: POP3 Sarver |I3'3I3 amail.com j
" Emergency Recall Notification: If there iz ANY recipient that has not ackn . =1
POP3 Port:  |395 =

15 minz, |escalate to: test.al Security: |SSL

Mext |15
Mest |19

=1
=1
=1
=1
=1
=1
Mext |15 ﬁ minz, |escalatet0:
=1
=1
=1
=1
=1
=1
=

mins, | escalate to: POP3 Email address(Sender): |DDD3@cIickndeD|05'-C0m

ming, |BSCB|EItB to: POP3 Uszername: |p0p3@clickndeploy.com

POP3 Pagsword:

[rm———

Lt L bl e e ]
JEREEEERNE

Mext |15 mins, |escalate bo: Check Interval |5 j
Mest |19 ming, |escalate ta:
MNext [15 minz, |escalate ko Ok | Cancel
MNext |15 :J ming, |escalate to:
Mest |19 j‘ mins, |escalate [
MNext [15 ﬁ ming, |escalate to: ﬂ
o R . Setup Ezcalation Ack POP3 Server |
Iv Allow recipient to acknowledge/comment by replying to email, 2 I
[~ Acknowledging any meszage will acknowledge all messages sent to recipient
Acknowledgement footnote: |ACK: Reply {CODE} + mzg
[~ DoMNOT escalate message if meszage contains ANY of the following keywords:
|retum toniormnal, back o nommal, recovered, normal, heartbeat
[v Motify everyone that has been contacted whenever anpone makes an acknowledgement or makes a subsequent comment
[ Continue sending unzent messages to first group of recipients even after receipt of acknowledgement (R ecommended)
Ok | Cancel §(Good)

If the POP3 Server and User credential isincorrect, the following error will be shown:

16
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. AlertDispatcher Enterprise w7.0,0,0,679,48 (Autharized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbonitarings: 9999, Mod.., EI@
Server/Metwork Monitaring | Modem Setup | Instant Meszaging (IM] Setup | Spstem Setup |
Servers Setup [SMTP/POP3/HTTR/SOL) | Receive SM5 Setup | Templates | Uszers and Departments |
Help/Registration |
Service | Messages l Send 5M5/Email l Addressbook |

Server Status: @ | Stop | Restart | Emergency Pause | Modem Signal: | COM4 ~| Operator: singtel [HSPA 3.5G)

[ALERTDISPATCHER - Master] Server running - EE [lllllllh---- l
Server Replication Role; [Master] ¢ Dlspatcher

Expaditing your workforce
Slave Statuz: Connected

User: |administrator Server Host:  [127.000.1 Logout Open Log Folder

C Ll

——
2018.01.12 23:32:15:902 [thread:E104] ['] E scalation sck, POP3 server pop grmail.com not available, Enor EHH [&UTH] Usemame and pazsword not accepted, -
2018.01.12 23:30:14:337 AlentDispatcher Service Started! Mod initialized COM4 [Network Operator:singtel. Signal 5trength: 26
el a1 1.2 ] b ndern Firrare . B2 0L 201 A0A0A02R0 <2082 1790537 040414 02-F0
2018.01.12 23:30:11:311 Modem Models8082t product
2018.01.12 23:30:05:991 [thread: 1824] D atabase recoverad
2018.01.12 23:30:05:929 [thread: 1824] Available SystemPak: §613,204 KB
2018.01.12 23:30:05:929 [thread:1824] Tatal System RAM: 8,300,740 KB
2018.01.12 23:30:00:874 [thread:5592] Available SystemPaM: £.613,004 KB
2018.01.12 23:29:49:143 [thread:5592] Available SystemPakd: £613,404 KB
2018.01.12 23:29:49:143 [thread:5592] Tatal System RAM: 8,300,740 KB
2018.01.12 23:29:44: 354 [thread:5540] Available SystemPAM: 5,609,764 KB
2018.01.12 23:29:32:342 [1] Databaze eror: Databasze exception Open log - file:\Log',
2018.01.12 23:29:32: 311 [thread:5540] Available SysterPAM: BE16,860 KB
2018.01.12 22:29:32:311 [thread:5540] Tatal System RAM: 8,300,740 KB
2018.01.12 23:23:28:972 [thread: 984] Failowver Client Connected to Slave: 192.168.1.158:5556
2018.01.12 23:29:25:848 Engine initialized. [Build:679.48]
2018.01.12 23:29:28:832 Vendor: ClickMDreplay
2018.01.12 22:29:28:832 HardwarelD:C47C0A7E-7143 i

[ALERTDISPATCHER - Master] Server running 26{Good)

m
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v. Acknowledging via AlertDispatcher Client Console

A PC operator can acknowledge any or all escalation messages on behalf of recipients on the AlertDispatcher
client interface.

. AlertDispatcher Enterprise 7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertonitorings: 8999, Mad... [ = | & |[=3]

Server/Metwork kMonitoring | Modem Setup | Instant Meszaging [Ik] Setup | Spstem Setup |
Servers Setup [SMTR/POP3/HTTRASOL) | Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Service Messages | Send SMS5/Email | Addressbook |
\%l\z.a @ |§P| \R_E:)u Acknowledge all messages @ Delete all pending messages |1 from 1. Today sent: 12, Toda 7 GIEEr mesls;gi;;?ddiz::izy: |5DD ﬂ Apply |
il I [Test = "“madem™ " Filter.. |

StartDateTime = | Type  [INJOUT |Recipient

Subje(MessageStatus

43 Pending.

‘{E:)u Acknowledge all rmessages
..

Copy (Ctrl-C)

\J;% Reply to selected messages
> Resend Message

Delete selected messages

Delete listed rmessages

<[ @ Delete all pending messages *
|[ALERTDISPATCHER - Master] Server running

T =

@ Delete all processed messages | 26(Good) Y

Aspreviously mentioned, up to 10 level s of escalation actions can be assigned for each group. Y ou can escalate
the message to another recipient or group, back to the same group or call arecipient phone (cellular/fixed line).

18
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c). Setting up Emergency Recall Notification

i. Overview

While Basic Escalation alows any recipient in the group to acknowledge on behalf of the group, Emergency
Recall Notification requiresthat every recipient in the addressbook group personally acknowledge the message
sent to them. Any recipient that has not acknowledged will recei ve escal ation messages as configured.

The Emergency Recall featureisespecially useful in emergency or disaster scenarios where you would want
reach out agroup of recipients and can be initiated by auser viaSMS or AlertDispatcher Web Login.

19
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ii. How to configure Emergency Recall for Addressbook Groups

To setup Emergency Recall Notification an addressbook group, under “ Escal ation/Emergency Recall
Notification” tab, select “ Emergency Recall Notification”. Upto 10 levels of escalations can be configured.

Editing Group @
"Main ] Fecipients | Ezcalation/Emergency Recall Notification |
[v Enable Escalation/Emergency Recall Motification
" Basic Ezcalation; If none of the recipients have acknowledged within;
* Emergency Recall Matification: [F there iz ANY recipient that haz not acknowledaed within:

5 i ming, escalate to |IESEI"IC| to recipients that have yet to acknowledge j
Mext |5 ﬁ ming, escalate to |ring phone of recipients, that have et to acknowledge, for b seconds ﬂ
Mext |5 ﬁ ming, escalate to |u:a|| phone of recipients that have vet to acknowledged ﬂ
Mext |5 ﬁ mikg, escalate to |resend ko alternative contact of recipients that have yet to acknowledge j
Mext |5 ﬁ ming, escalate to |send report to sender j
Mext |5 i ming, escalate to |ling phone of alternative contact of recipients that have yet to acknowledge., for B seconds j
Mext |5 ﬁ ming, escalate to |ring phone of recipients, that have et to acknowledge, for b seconds ﬂ
Mext |5 ﬁ ming, escalate to | ﬂ
Mext |5 ﬁ ming, escalate bo | j
Mext |5 ﬁ minz, ezcalate to | j

. ) ) Setup Escalation Ack POP3 Server ‘
[v Allow recipient to acknowledge/cormment by replying to email P
v Acknowledging any mezsage will acknowledge all meszages zent to recipient
Acknowledgement footnobe: |-"-\EK: Reply Ok1
Altermative comtact header:  |JRGEMT:Pls help forvard thiz meg to {R ecipientt ame}{F ecipientPhone})

[v FRequire zend confirnation for Emergency Recall Motification meszages received from user via SMS or Email

[v Forward all comments made by recipients ta the sender

[v Donat zend meszage header, e.a. [NEW 1D:276 21:22:24]

Ok Cahcel

If you want to allow recipientsto acknowledge all Emergency Recall messagesreceived usinga singlereply,
you can enable " Acknowl edging any message will acknowledge all messages sent to therecipient”. This makes
it more convenient for the recipient but the downside iswe can't ensure that the recipient has actually received
or read all the messages.

If "Require send confirmation for Emergency Recall Notification messagesreceived fromuser via SMSor
Email" setting is enabled, users can review and then choose to confirm the message.

If you want to allow recipientsto acknowledge by email reply, you must enable " Allow recipientsto

acknowl edge/comment by replying to email” setting and configure the POP3 Server and User credentialsusing
the" Setup Escalation Ack POP3 Server" button.
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" Basic Escalation: If none of the recipients have acknowledged within:

_— . . POP3S - |pop.gmail. com
f* Emergency Recall Matification: If there iz ANY recipient that has not acknowledged st |D P-d

POP3 Port: [995

3 j minz, excalate ko |resend to recipients that have pet to

SecLrity: |SSL

MNext |3 j ming, ezcalate to |ring phane of recipients, that have e

POP3 Email address(S ender): |p0p3@clickndeploy. cam

FOF3 Uszername: |p0pﬁ@clickndeplo}l. com

MNest |3 j ming, excalate to |cal| phone of recipients that have pet
MHext |5 j ming, excalate to |resend to alternative contact of recip

POP3 Password: |’“‘"""""""”"

HNest |2 j ming, ezcalate ko |send report to sender

Check Interval: |5
Hext | j ming, excalate ko |ring phone of alternative contact of rg

Hext |3 j ming, ezcalate ko |ring phone of recipients, that hawe ye

ad

Hext |5 j ming, escalate ko
Mext |5 j ming, escalate ta

Editing Group . = ;
"Main ] Fiecipients  Escalation/Emergency Recall Notification | 7 Setup Escalation Ack POP3 Server E@
[v Enable Escalation/Emergency Recall Matification [v Enable Escalation Ack POP3 Client [Required to allow user to acknowledge escalation email)

Mext |5 :II ming, excalake bo

v Allow recipient to acknowledge/comment by replying to email

Kl

Setup E zcalation Ack POP3 Server |

[v Acknowledging any message will acknowledge all messages sent to recipient

Acknowledgement footnote: |.QEK: Feply Ok1

Alternative contact header:  *URGENT:Pl: help fonsard this msg to {RecipientName}{{R ecipientPhonel)!

[v Require send confimation for Emergency Recall Maotification messages received from user via SMS or Email
[v Fonward all comments made by recipients to the zender
[v Donotsend message header, e.g. [MEW ID:27E 21:22:24]

Ok Cancel
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If the POP3 Server and User credentials isincorrect, the following error will be shown:

AlertDispatcher Enterprise w1.0.0.0.679.48 (Autharized User: Click &nd Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitarings: 3939, Mod... | o= || B |[z234]

Server/Metwork Monitaring Modem Setup | Instant Meszaging (IM] Setup | Sustem Setup |
Servers Setup [SMTPAPOP3/HT TR/SOL) | Receive SM5 Setup | Templates | Users and Departmants |
Help/Fegistration |
Service | Messages l Send SM5/Email l Addressbook |
Server Status: @ | Stop | Restart | Emergency Pause | Modem Signal: | COM4 ~| Dperator: zsingtel ([HSPA 3.5G)

dispatcher

Expaiting yowr workforee

[ALERTDISPATCHER - Master] Server running - EE [ll (T l
Server Replication Fole: [Master] ¢
Slave Statuz: Connected

Uzer. |admiriztrator Server Host:  |127.0.0.1 Logout Open Log Folder

= Ll

B
——

2018.01.12 23:32:15:902 [thread:6104] [1] Escalation Ack POP3 server pop.gmail.com not available. Eror-ERRA [UTH] Usemame and pazzword not accepted. -
2018.01.12 23:30:14:337 AlertDispatcher Service Started! Mod initialized fully - COM4 [Metwork Operator:zingtel. Signal Strength: 26
e tealed A2 1 b nden Firrare s 7 B2 0 201404040500 <2082 1790532 040414 02-F0

2018.01.12 23:30:11:311 Modem Model 8082t product

2018.01.12 23:30:05:991 [thread: 1824] D atabasze recoverad

2018.01.12 23:30:05:929 [thread: 1824] Available SystemPaM: B.E13.204 KB
2018.01.12 2330:05:329 [thread: 15324] Total Systern RaM: 8,300,740 KB

2018.01.12 23:30:00:874 [thread:5532] Available SystemPaM: 6.613.004 KB
2018.01.12 23:29:49:143 [thread:5592] Available SystemPaM: B.E13.404 KB
2018.01.12 23:29:49:143 [thread:5592] Total System RAM: 8,300,740 KB

2018.01.12 23:23:44:354 [thread:5540] Available SystemPaM: 6.609.764 KB
2018.01.12 23:29:32:342 (1] Databaze eror: Databaze exception Open log - file:\Lag,
2018.01.12 23:23:32:311 [thread:5540] Available SystemPiaM: 6616860 KB
2018.01.12 23:23:32:311 [thread:5540] Total Systern RaM: 8,300,740 KB

2018.01.12 23:29:28:972 [thread: 984] Failover Client Connected to Slave: 192.168.1.158:5556
2018.01.12 23:29:28:848 Engine intialized. [Build:679.48]

2018.01.12 23:29:28:832 Vendor ClickMDeploy

2018.01.12 23:23:28:832 HardwarelD:C47CDI7E-7143

m

[ALERTDISPATCHER - Master] Server running 26{Good)
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iii. Initiating Emergency Recall via AlertDispatcher Web Login

The best way to initiate an Emergency Recall is throughthe AlertDispatcher Web L ogin as you can monitor the
progress of the recall real-time on your browser.

For Web Login to work, AlertDispatcher HTTP Server must be enabled. If you need to allow usersto accessthe
Web L ogin remotely from another workstation on the network, please ensurethat Windowsfirewall does not
block the configured HTTP Server Port (by default port 80).

Note: If there'sanother conflicting web server using the default port 80, you should change the AlertDispatcher
HTTP Server Port, e.g. to port 8000.

. AlertDispatcher Enterprise w7.0.0.0.679.48 (Authorized User: Click £&nd Deploy Pte Ltd (TEST SERWER 1) - MaxRecipients: 1000, MaxServertdanitarings: 9999, Madbus T

Service l Messages l Send SMS/Email | Addressbook |
Templates l Users and Departments | Help/R egiztration l
Modem Setup | Instant Messaging [IM) Setup | Systern Setup Servers Setup [SMTP/POP3/HTTPR/SOL] ‘

Email Application Setup  HTTF Server Setup | SMMP Trap Feceiver Setup | SOL Client |

[ ¥ Enable HTTFP Server:l

TCPAP address access restrictions

[~ ibuthenticate against Users database; T b &
HTTPE Server Port: 150 — By default, all computers will be; 'ﬂ Granted access
Except thoze listed below: &) Denied access
Accezs IP address [Subnet mazk) | Add
S5L Password: Delate

Properties
-

IP throttle {2000 j Meszages / Minute

Acknowledgement URL: |hittp://demo. click ndeploy. con
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To test, access AlertDispatcher Web Login page on AlertDispatcher Server locally through your web browser,
e.g. http://127.0.0.1/

=@ =]

(@ httpy/127.001 ~ || search. RN AL
@ AlertDispatcher - Click And.. % | |

7
@’ Dispatcher

Expaditing your wartiforce

User Name:
|operator |

[ILogin as SYSADMIN (Manage Server)

Password:
LLITIITL] |

| Save password

Click here to download AlertDispatcher Client

For login user, you can create anew user under "Usersand Departments' tab, or you can use the automatically
created "operator” user to login (default password: " operator").

Note: Please change this password as soon as possible using the "Users and Departments' tab to prevent
unauthorized usage.
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%, AlertDispatcher Enterprise v7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonito

Service | Messages | Send SMS/Email | Addresshook | Server/MNetwork b
Help/Fegistration |
Instant Messaging (IM) Setup | System Setup |Servers Setup (SMTPIPOPS,-"H'I_I'| Receive SMS Setup | Template
&"'}' & & 3 Editing User: mary | ¢ |_.
Name |TYPF-' |F kdain | Dieparnments |

& administrator | Administrator

[v Enahle User

5 operator Basic User MName: |mary
Display Mame: |mary
Password: |W
Cornfirm Fassward: |’“°’°“°“‘
Type: |Depanment Leader ﬂ Manage User Types
Department Leader has the rights to access Service, Messages, Send -

SkS/Email Addresshook tabs only and has the rights to delete messages.
Department Leader can only view ar delete messages from deparments he
or she is assighed under

Mabila Phane:  [31234567 g

Ernail Address |mary@clickndepl0y.c0m

Monthly message limit.  [1000000 [ Unlimited CurrentMonth Usage 0

[ Discard messages in excess of limit

Ok ‘ Cancel ‘

ine e al

MACUNTATUTAMFDAMNT AMaA wen

After you have successfully login, select the group that is configured for Emergency Recall Notification,
compose your message, and click " Send Message”.

| (22 AlertDispatcher - Click And... | |

Karerroispatcher  AlertDispatcher - Click And Deploy Pte Ltd (TEST SERVER 1)
Alert System

Send SMS/Email User: operator Logout
Recipients:
|RecaIIGroup |
i (B el | RecallGroup V|| Add Remplent” Update Remplent&{

Priority: [Normal | Type: Al v| LI Send message at: 2018-01-11 18:13:29 Custom Field1 Insart

Select Template: [Select Template V|| Use Template || Update Templates |

Message Body:

This is an emergency. Please report back to office!
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User: operator Logout

/ACK report for Emergency Recall Notification 1D:18 21:37:34 7
From: operator(}
Send SMS/Email To: RecallGroup
Time: 2018-01-11 21:37:34
Recipients: ge: Thisg is an emergency. Please report back to officel
RecallGroup |
Subject (for emaily: SENT: 2/2 (ACKED: 1/2 ~ NACK 1/2) QUEUED: 0/2 FAILED: 0/2 ] | Add Remp‘enﬂ Update Rem.enq
MACK(Sent but not yet Recipient — " |
acknowledged): Contact Comments |Description| Alternative Contact
D18-01-11 18:1328  |[Custom Fieldl v
starhubnew2
mary 84987668 (82045273)
v | Use TemplateH Update Templates |
Message Body: ReciDient
This is an emerge FAILED(Failed to send): ConEact Comments |Description|Alternative Contact
MN.A.
QUEUED(Pending in send Recipient Comments  |Description| Alternative Contact
queue): Contact
N.A.
SMS888|ID:-wESCM
ACKED(Recipient Recipient - .
Send acknowledged): Contact Comments |Description|Alternative Contact
21:52:54: ok
John 90621305 roger! mary(84987668)
Print Refresh Now
wll StarHub & O 9F (B4

958 PM

&

Demonewsingtelbottom

report back to office!

{@

Frm: operator to 'RecallGroup'
ACK: Reply A264

Recall test!

Frm: operator to ‘RecallGroup’

ACK: Reply A275

264 ok roger!

& O |

(1)
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iv. Initiating Emergency Recall via SMS

A user can alsoinitiate an Emergency Recall remotely by sending an SMS to the server.

SMS Format:

"Send { GroupName} { Message}”

Therequirement isthat "Enable Receive SVS' and "Enable forward to Addressbook™ settings under " Receive
SVIS Setup” tab must be enabled. For security, the user's mobile phone number must befound inthe

addressbook (recipient) or inside one of thelogin users (setup under "Users and Departments” tab).

Note: Y ou can restrict this capability to login users only by enabling the "Restrict function to Usersonly” setting
under "Receive SMS Setup”, " Forward to Addressbook” tab.

°. AlertDispatcher Enterprise w7.0.0.0.679.48 (Authorized User: Click &And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerfMonitorings: 9999, Modbn

Help/Riegistration |
Service | Messages ] Send SMS/Emai Addressbook |
Inctant Messaging (IM) Setup | System Selup | Servers Setup (SMTR/POPIHTTR/SOL) Receive SMS Setup |

Forward to Addressbook | Foward to Email | Execute SOL | Exvecute HTTP GET | Execute DS Command | Alett Users (Buzzer/Balloon) |

| [v Enable forward to Addressbook [Restricted to Users and Addressbook Recipients) I

Forward recerved messages with the keyword |send to Addressbook, recipent that follows the keyword
[use comma delimiter if more than one recipient]

E sample:
Uszer &dmin sends to Server
"zend operations, sales, technical A staff to report to work in 1 how's time"

Server send lo Operations, Sales, Technical @
Al stalf ba repot to wadk in 1 hour's time
Fronc Admin [96612345) at 200 2400-20 16:20:11"

| [~ Restict function to Users only I

v Append onginal sender to forwarded message
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In the following example, a user initiatesan Emergency Recall to "RecallGroup” group by sending an SMS
"Send recallgroup Thisisan emergency. Plsreport back to office!".

Send recallgroup This is an

emergency

Pls report back to office!

[AlertDispatcher] Please reply
C478 to proceed with the
broadcast of the following
message:

To: RecallGroup
Msg: This is an emergency
Pls report back to office!

[AlertDispatcher] Thank you!
Your message will be
forwarded to: RecallGroup

Message: This is an
emergency
Pls report back to office!

This is an emergency

(O A)

A recipient receivesthe SM S and sends Ok 1 to acknowledge.

This is an emergency
Pls report back to office!

Frm: John(90621305) to
'‘RecallGroup’

ACK: Reply Ok1
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d). Send Test Message

To test your newly created addressbook group, navigate to the “ Send SMSEmail” tab, click onthe*..." button
and select the group.

* AlertDispatcher Enterprise +7.0.0.0.679.48 (Authorized User: Click And Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertdonitarings: 9999, Madbus TCP: Enabl... El@
Server/Network Monitoring | todem Setup | Instant Meszaging [IM] Setup | System Setup |
Servers Setup [SMTP/POP3/HTTRASOL) | Receive SM5 Setup | Templates | Users and Departments |
Help/Registration |

Service l Messages Send SMS/Email | Addresshook |

Recipients:
‘ L J Send | Load Test
=

Subject [Required for e-mail): |

Priority: ’m Type: | Al hd Modem port: | auto | Department: |IT j |Cust0m Figld1 ﬂ Insert

[ Send amessage at |12/1 /2018 103419 P == Select Template: - Use Template
Meszage Body [Required): | J | 2 | J
Test Messagel
Characters: 12
[ALERTDISPATCHER. - Master] Server running 26(Good)

2, AlertDispatcher Enterprise o7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbdanitorings: 9999, Modbus TCP: Enabl. | = || B || 22 |

Server/Metwork Monitoring | Modem Setup | Instant Meszaging [|M] Setup | System Setup |
Servers Setup [SMTR/PDP3MHTTR/SOL) | Receive SM5 Setup | Templates | Uszers and Departments |
hen/Reoslation | Select Recipients @
Service l 1-10f1 k. |
Recipients: Mame | Fhone | Diescription
| 188 test group D Send | Load Test
& iohn 50621305

Subject [Required for e-mail):
Frioriy: ’m Tupl prn Field1 - Inzert

u - Uze Template
Message Bady [Required):

Test Message

Ok Cancel

Characters: 12

[ALERTDISPATCHER - haster] Server running 26{Good)

Click “Send” button to send the message.
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4). How to Delete Pending Messages

Y ou can al delete pending messages (messages that have not been sent out by the system) by right clicking on
the message grid and select “ Delete al pending messages”.

. BlertDispatcher Enterprise vT.0.00,679.48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerManitorings: 9999, Madbus TCP: Enabl.. [ = || 5[5

Server/Metwork Manitoring | todem Setup | Instant Messaging [IM] Setup | Spstem Setup |
Servers Setup [SMTP/POP3/HTTRASOL) | Receive 5MS5 Setup | Templates | Users and Departments |
Help/Registration |
Service Messages | Send SMS5/Email | Addrezshook |
\gl\a | W2 Acknowledge al messagrx;ﬁ Delete al pending messagesﬂom 2. Today sert: 0. Today received: 0 (ers G el messsgiff;?dd‘lz::;‘;y I = ﬂl
Fiter.. |

_I I [Test="*modem*
StartDateTime = |[Type

INJOUT |Recipient Subje|MessageStatus

11:44:00 PH ‘ SMS Out ‘ john[9)

[MEW 101 23:38:30] test escalation 1!
12/1/201811:38:30 PM SM5 Ot john[90621305) 4 Escalated 2
ACK: Reply A336 + msg

»

™

[[ALERTDISPATCHER. - Master] Server running

(Gaad) 4
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5). How to Retrieve Logs for Troubleshooting

Y ou can retrieve your logs by clicking on the“ Open Log Folder” button.

<, AlertDispatcher Enterprise w7.0,0.0.679.48 (Autharized User: Click &nd Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitarings: 9939, Madbus TCP: Enabl.. [ |[ & |[si3)
Server/Metwark Monitaring | tMaodem Setup | Instant Messaging [IM)] Setup | System Setup |
Servers Setup [SMTR/POP3MHTTRASOL) | Receive SM5 Setup | Templates | Users and Departments |

Help/Fegistration |

Gervice | Meszages l Send SMS/Email l Addresshook. |
Server Status: @ | Stop | Restart | Emergency Pause | Modem Signal: |COM4 ~| Operator: singtel [HSPA 3.5G)

[ALERTDISPATCHER - M aster] Server running - E E [llllln-n---— l
Server Replication Role: [Master] ¢
Slave Status: Connected

Uszer: |administratar Server Host  |127.00.1 Logout Open Log Folder

Server Event Log:

2018.01.13 00:15:14:671 AlentDispatcher Service Started! Modems initialized successfully - COM4 [Network Operator:singtel, Signal Strength: 26) -
2018.01.13 00:15:11:457 Modem Firmware:r7.52.0.201404040850. 513082t 1750532 040414 08:50

2018.01.13 00:15:11:457 Modem Model 13082t product

2018.01.13 00:15:05:997 [thread: 4456] Available SpstemPAM: 6614176 KB

2018.01.13 00:15:05:997 [thread: 4456] Total System RaM: 8,300,740 KB

2018.01.13 00:15:01:192 [thread: 4988] Failower Client Connected ta Slave: 192.168.1.158:5656

2018.01.13 00:15:01:146 Engine initislized. [Build:679.48]

2018.01.13 00:15:01:093 Vendor: ClickM D eplay

2018.01.13 00:15:01:099 Hardwarel D:C47C0978-7143

2018.01.13 00:15:01:033 AlertDispatcher Enterprise »7.0.0.0.679.48 [&uthaorized User:Click And Deploy Pre Ltd [TEST SERYER 1))
2018.01.13 00:15:01:093 ModbusTCPEnabled: 1

2018.01.13 00:15:01:093 MaxServerMonitorings: 9939

2018.01.13 00:15:01:099 LicenseE xpin:0

2018.01.13 00:15:01:093 MaxE mergencyR ecipients: 1000

201800113 00:15:01:033 Maxt odemtum:2

2018.01.13 00:15:01:093 VendorE mail:

2018.01.13 00:15:01:093 Yendor: ClickND eploy

2018.01.13 00:15:01:093 ReaisteredM ame: Click 4nd Deolow Pre Ltd ITEST SERVER 11

[ALERTDISPATCHER - Master] Server running 26{Good)

Odispatcher

Expaciting your workioree

m
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2. For Administrator

1). How to activate AlertDispatcher license using Activation Code

Onceyou have successfully setup and configured your AlertDispatcher installation, the software will work for
60 dayswithout license activation. To use beyond 60 days, please activate your license by SMSor Internet.

S AlertDispatcher w7.0.0,0.679.48 (Bvalustion - Trial Days Left:60)

Server/Metwork Moritaring | Modem Setup | Instant Meszaging [|M] Setup |
Servers Setup [SMTP/POPIHTTR/SOL) | Receive SM5 Setup | Templates | Users and Departments
Help/Registration |
Service | Messages l Send SMS5/Email l
Server Status: @ | Stop | Restart | E Pause | Modem Signal: |COM4 ~| Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - E E [lllllllllllln---—----

Server Replication Fole: [Master]

|Jger: | administrator ServerHost  |127.0.0.1 Logout Open Log Folder

Server Event Log:

Slave Status: Disconnected. SocketError: 10060, Connection ti
Please check if Slave Server Host is cormrect. If fi

(o [0

Oispatcher

Expaiting your workioree

2018.01.13 01:07:23:070 AlertDispatcher Service Started! Modems initialized fully - COM4 [Network O

2018.01.13 01:07:19:939 Modem Firmware: 7.52.0. 201 404040850.518082t 1730532 040414 08:50
2018.01.13 01:07:13:999 Madem Model:=[8082t product

2018.01.13 01:07:14:953 [thread:5820] D atabase recovered

2018.01.13 01:07:14:885 [thread: 5820] Available SystemBaM: 6,608,456 KB

2018.01.13 01:07:14:883 [thread:5820] Tatal Systern RaM: 8,300,740 KB

2018.01.13 01:07:10:240 [thread:5536] Available SystemRAk: 6,609,068 KB

2018.01.13 01:06:53: 212 [I11] D atabase enor: Databaze exception Open log - file:\Logh
2018.01.13 01:06:59:169 [thread: 5596] Available SystemPAM: 5,609,744 KB|

2018.01.13 01:06:59:167 [thread:5596] Total Systern RAM: 8,300,740 KB

2018.01.13 01:06:56:000 Engire initialized. [Build673.48]

201801 13 01:06:55:938 [thread: 1784] Upagrade Success!

2018.01.13 01:06:55:979 HardwarelD: C47C0378-7143

2018.01.13 01:06:55:979 AlentDispatcher +7.0.0.0.679.48 [Evaluation - Trial Days Left:60)

tor:zingtel, Signal Strength: 26]

[ALERTDISPATCHER. - Master] Server running

26iGood)

Toregister, run AlertDispatcher Client, and click on the * Register Software’ button on the splash screen.
Alternatively, you can launch AlertDispatcher Client and navigate to the "Help/Registration” Tab on the main

page.

ClickNDeploy

Alertdispatcher

Copyright 2009 Click And Dy
All rghts reserved. SMSDIspaty
trademarks of registered tr

505
! o and Chick And Deploy are =
prmarks of Click And Deploy (Pte.Ltd.). Other marks are |
the properties of their respective owners.

Register Software

Eenaa®

Y ou may register vialnternet or via SMS.
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a). Register via SMS (Modem and SIM Card required)

If you do not have accessto Internet connection, you may try to register via SM S by ticking the checkbox
“Register viaSMS'. If you arenot abletotick "Register viaSMS', please ensure you have configured amodem
and inserted aworking SIM card and restart AlertDispatcher service. Y ou may send atest SMSto verify your
configuration is correct.

Register Software EI@

Click or thiz button ta reaister ar upgrade vour license.

Requirements:

Fiegister via Intemet - on actual machine onlyl 1]. Software activation code - Y'ou can either find it it your COROM package or obtain it from waur vendor,
2]. Intermet connection - IF you do not have Internet cornection, vou may copy the registration link
generated

on the AlertDizpatcher server bo another machine with [ntermet connection [for example your laptop).

[For SMS activation, pleaze see below)

Alternatively, vou may register wia SMS by ticking "Register wia SM5".

v Tick here to Register wia SMS

Achvation Code: |CNDSG-F’F’2gqick
Drganization Mame: |Elick And Deplay Pte Ltd Activate via SM3
Caontact Perzan: |J-:-hn Tan

Contact Perzon Email: |i0hn.tan@clickndeploy.con{

Uponreceiving thelicensekey viaSMS, the"Evaluation - Trial Day Left" should be replaced by " Authorized
User" as shown below. Y ou may need to manually restart AlertDispatcher Serviceto seethe new license.

<, AlertDispatcher Enterprise v1.0.0.0.679.48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitorings: 9399, Modbus TCP: Enabl... | = || & [[s23s]

Server/Metwork Monitoring | todem Setup | Instant Messaging (IM] Setup | System Setup |
Servers Setup [SMTP/POP3/HTTR/SEL) | Receive SM5 Setup | Templates | Uszers and Depattments |
Help/Registration |
Service | Messages l Send SMS5/Email l Addressbook |
Server Status: @ ‘ Stap | Restart | E Pause | Modem Signal: |COM4 ~| Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - EE [lllllnnnn--. l
Server Replication Role: [Master] ¢ DiSpggEhEr”
ExpaciUng your Workroree

Slave Status: Disconnected. SocketError: 10060, Connection ti
Please check if Slave Server Host is comect. If fi

User: | administrator Server Host  |127.0.0.1 Logout Open Log Folder

Server Event Log:

2018.01.13 01:12:02:884 Vendor. ClickNDeploy e
2018.01.13 M:12:02:884 HardwarelD:C47CD78-7143
2018.01.13 01:12:02:884 AlertDispatcher Enterprise +7.0.0.0.673.48 [authorized UserClick And Deploy Pte Ltd [TEST SERVER 1))
2018.01.13 01:12:02:884 Modbus TCPE nabled: 1
2018.01.13 01:12:02:884 MaxServerMonitorings: 9933
2018.01.13 01:12:02:884 LicenseE xpiny:0
2018.01.13 01:12:02:884 MaxEmergencyR ecipients: 1000
2018.01.13 01:12:02:884 Mastd odembum:
2018.01.13 M:12:02:884 VendorE mail
N1A01 13011202 884 vendar Click MO anloy

2018.01.13 01:12:02:884 Registered ame:Click And Deploy Pte Lid [TEST 5 R 1)
2018.01.13 01:12:02.634 Activation: Created bin key.

| 2018.01.13 01:12:02E18 Activation: Received registration key!
2O BT 0O T-25-67 OiientB T W

iy 8725 T Service o s initialized successfully - COM4 [Metwork Operator:singtel, Signal Strength: 26)
2018.01.13 0:07:19%:939 Modem Firmware: 7.52.0.201 404040850, 518082t 1730532 040414 08:50

2018.01.13 01:07:13:999 Modem Model: s13082t product

2018.01.13 01:07:14:953 [thread 5820] D atabase recovered

2018.01.13 01:07:14:885 thread 58201 Available SustemBAb: B BB 456 KB

[&LERTDISPATCHER - Master] Server running 26{Good)

m
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<, AlertDispatcher Enterprise v?.&ﬂ.ﬂ.ﬁf@ls {Butharized User: Click &ind Deploy Pte Ltd (TEST SERVER 1) - IAaxRecipients: 1000, MaxServertanitarings: 9999, Modbus TCP: Enabl.. [ = |[ & |[st2a

Server/Metwork Monitoring | Fodem Cetp i Instant Meszaging [IM] Setup | System Setup |
Servers Setup (SMTP/POP3/HTTRAOL) | Feceive SMS Setup | Templates | Uszers and Departments |

Help/R egistration |

Service | Messages l Send SMS/Email l Addrezsbook |
Server Status: @ ‘ Stop | Restart | E Pausze | Modem Signal: |COM4 + | Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - EE [lllnnn----— | l
Server Replication Role:  [Master] ¢ Dispatcher
Expaciing your workforce

_ Slave Status: Disconnected. SocketError: 10060, Connection ti
Please check if Slave Server Host is comrect. If fi

User: |administrator Server Host  |127.0.01 Logout Open Log Folder
Server Event Log
1 |2018.01.13 01:12:02:884 Vendor. Click M Deplay -

2018.01.13 01:12:02:884 HardwarelD:C47CD978-F143

2018.01.13 01:12:02:884 AlertDispatcher Enterprize +7.0.0.0.679.48 [Authorized U zer.Click And Deploy Pte Lid [TEST SERVER 1)
2018.01.13 M:12:02:884 ModbusTCPEnabled: 1

2018.01.13 01:12:02:884 MaxServerM onitorings: 9333

2018.01 13 01:12:02:884 LicenseE wpiry:0

2018.01.13 01:12:02:884 MaxE mergencyR ecipients: 1000

m

2018.01.13 01:72:02:534 MasModemtum:

2018.01.13 01:12:02:884 VendorE mail

2018.01.13 01:12:02:884 Vendor. ClickM D eploy

2018.01.13 01:12:02:884 Registeredd ame: Click And Deploy Pte Ltd [TEST SERYER 1)
2018.01.13 01:12:02634 Activation: Created binkey.

2018.01.13 01:12:02:618 Activation: Received registration keyl

2018.01.13 01:07:23:070 AlertDizpatcher Service Started! Modems initialized fully - COM4 [Metwork Dperator:singtel, Signal Strength: 26]
2018.01.13 01:07:19:939 Modem Firmware: 7.52.0.201 404040850, 513082t 1730532 040414 08:50
2018.01.13 01:07:19:999 Modern Model: 513082t product

2018.01.13 01:07:14:953 [thread 5820] Databasze recovered

2018.01.13 01:07:14:885 Ithread 58201 Available SustemBAN: B 608 456 KB

[ALERTDISPATCHER - Master] Server running 26{Good)

If SMSactivation don't work for you, you can activate vialnternet by copying theregistration link generated on
theAlertDispatcher server (which doesnot have Internet) to another machinewith Internet connection (for
example your laptop).

Warning: Y ou must not generate theregistration link using AlertDispatcher installed on your laptop as the key
generated using your laptop will work for your laptop but will fail to work on the server.

b). Register via Internet

After clicking "Register vialnternet”, enter your license Activation Code, e.g. "CNDSG-zATUZzR4t".

Note: If you do not have Internet access on your AlertDispatcher PC, you can copy the browser link generated
on AlertDispatcher PC to alaptop or office PC with Internet accessto continue with theregistration. Please do
not attempt to install AlertDispatcher on your laptop and try to perform the activation asthe key won't work on
the actual PC.

Y ou can find the Activation Code on your CDROM or the Email sent to you after you have made your order. If
you do not have this code, please contact your software vendor. The software code will be sent to you by Email.
Please check your spam folder if you cannot find your activation Email.

The Activation Codeis unigqueto your machine; please do not useit to register multiple machinesasit may
causethe Activation Codeto bevoided.
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— e
Q(} nitp://www.clickndepl.. Jo RN ) ”Online Registration ‘ | {% __ {0}

Online Registration

Please enter the Activation Code which vou received after you
made your purchase_ If you have previously registered, but lost
your activation code, you can request for your activation code by
e-mail - click here

***Note:

Your software 1s licensed on a per mstallation basis - you must
use a Unigue Activation Code for each mnstallation you wish to
register. As all registered machines are recorded mside our

registration database, please do not activate the software if you |
intend to deploy on another machine subsequently.

Activation key |CNDSG-zATUzR4t d

| Submit Key || Reset |

After you have applied downloaded the registration key (for case of Internet registration), please restart
AlertDispatcher Serviceto confirm that your software has been registered.

~. AlertDispatcher Enterprise w7.0.0.0.679.48 (Suthorized User: Click And Deploy Pte Ltd {TEST SERVER 1) - MaxRecipients:

Server/MNetwork Monitoring | Modem Setup | Instant Messaging [IM] Setup |
Servers Setup (SMTP/POPZHTTP/SEL) | Receive SMS Setup | Templates |
Help/Registration |
Service | Messages l Send SMS/Email l
Server Status: @ | Stop | Restart | mergency Pause | Modem Signal: |COM4 ~| O]
S
[ALERTDISPATCHER - Master] Server running - E E [llllllllll.lll.----—-

Server Replication Raole: [Master]
Slave Status: Disconnected. Sockel
Please check if Slave

User: |administrator Server Host:  |127.0.0.1 Logout Open Log Folder

Server Event Log:

[2018.01.13 01:12:13:211 (1] Replization Slave is nat available. Please check if Slave Sereer Host is comect. If firewall is enabled, plea
WLogh

2018.01.13 01:12:02:884 Vendor: ClickM D eploy

2018.01.13 01:12:02:5884 HardwarelD:C47C0S78-7143

2018.01.13 01:12:02:884 AlettDispatcher Enterprize +7.0.0.0.679.48 [Authonized Uzer Click And Deploy Pte Lid [TEST SERVER 1))
2018.01.13 01:12:02:584 ModbusT CPEnabled: 1

2018.01.13 0:12:02:884 MaxServerMonitonngs: 9939

Upon successful activation, the"Evaluation - Trial Day Left" should bereplaced by "Authorized User” as shown

below.
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. BlertDispatcher Enterprise v?.&ﬂ.ﬂ.ﬁf@ls {Butharized User: Click &ind Deploy Pte Ltd (TEST SERVER 1) - IAaxRecipients: 1000, MaxServertanitarings: 9999, Modbus TCP: Enabl.. [ = |[ & |[st2a
Server/Metwork Monitoring | Fodem Cetp i Instant Meszaging [IM] Setup | System Setup |
Servers Setup (SMTP/POP3/HTTRAOL) | Feceive SMS Setup | Templates | Uszers and Departments |

Help/R egistration |

Service | Messages l Send SMS/Email l Addrezsbook |
Server Status: @ ‘ Stop | Restart | E Pausze | Modem Signal: |COM4 + | Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - EE [llllll-n--.--_. l
Server Replication Role:  [Master] ¢ Dispatcher
Expaciing your workforce

Slave Status: Disconnected. SocketEror: 10060, Connection b
Please check if Slave Server Host is comrect. If fi

User: |administrator Server Host  |127.0.01 Logout Open Log Folder

Server Event Log

2018.01.13 01:12:02:884 Vendor ClickMDeploy -
2018.01.13 01:12:02:884 HardwarelD:C47CD978-F143

2018.01.13 01:12:02:884 AlertDispatcher Enterprize +7.0.0.0.679.48 [Authorized U zer.Click And Deploy Pte Lid [TEST SERVER 1)

2018.01.13 M:12:02:884 ModbusTCPEnabled: 1

2018.01.13 01:12:02:884 MaxServerM onitorings: 9333

2018.01 13 01:12:02:884 LicenseE wpiry:0

2018.01.13 01:12:02:884 MaxE mergencyR ecipients: 1000

2018.01.13 01:12:02:834 MasModemmurn:d

2018.01.13 01:12:02:884 VendorE mail

2018.01.13 01:12:02:884 Vendor. ClickM D eploy

2018.01.13 01:12:02:884 Registeredd ame: Click And Deploy Pte Ltd [TEST SERYER 1)

2018.01.13 01:12:02634 Activation: Created binkey.

2018.01.13 01:12:02:618 Activation: Received registration keyl

2018.01.13 01:07:23:070 AlertDizpatcher Service Started! Modems initialized fully - COM4 [Metwork Dperator:singtel, Signal Strength: 26]
2018.01.13 01:07:19:939 Modem Firmware: 7.52.0.201 404040850, 513082t 1730532 040414 08:50

2018.01.13 01:07:19:999 Modern Model: 513082t product

2018.01.13 01:07:14:953 [thread 5820] Databasze recovered

2018.01.13 01:07:14:885 Ithread 58201 Available SustemBAN: B 608 456 KB T

[ALERTDISPATCHER - Master] Server running 26{Good)

m
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2). How to setup AlertDispatcher to send Email/Alert Emails

In order for AlertDispatcher to send out Emails, you must configure the Primary SMTP Server under “ System
AlertyEmail Setup".

AlertDispatcher can be configured to send a system alert message (Email/SM S) on encountering amodem or
system error. Y ou can configurethe system alert recipient under “ Send System Alertto:” . Thisishighly
recommended if you areusing AlertDispatcher for a critical purpose.

<., AlertDispatcher v6.0.0.0.618.21 (Evaluation - Trial Days Left:6) =n| Wl <
Servers Setup [SMTP/POP3/HTTR/SOL) | Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Service l Meszages l Send SMS5/Email | Addrezzhook |

Server/Metwaork Monitoring | Modem Setup | Instant Messaging [IM) Setup System Setup |

Master/Slave Replication | Server Monitoring | E zcalation Setup | Modems | Outgoing Meszage Filker | Alert ateway Setup | Fieporting | Others |

Iv Send Spstem Alert to Recipients: | Test Alert

Frimary SMTF Server
SMTF server |smlp.gmail.cum SMTP user: |clickndepluylesl@gmail.cUm
SMTP port: |58? ﬁ SMTP password: | ***********

Sender Email Address: |alertdispatcher@alertdispatcher. com

Sender Dizplay Mame: |

[~ Enable Secondary SMTP Server [failover)

25 j |

|aIertdispatcher@alertdispatcher.c:om

[ Enable Modemtail [GPRS]  [Email will be sent uzing moderm only if Internet mail is not available]

Mo working modem found. Refer to Modem Setup for error message. Unknown

a). Configure Primary SMTP Server and credentials

Obtainthefollowing SMTP Server settingsfrom your company email administrator and ensurethefirewallsare
opened for the SMTP Server port and AlertDispatcher Server |P address. Note that username and password is
not alwaysrequired.

1. SMTP Server address (1P address or hostname).

2. SMTP Server port, e.g. port 25.

3. SMTPusername (if authentication isrequired).

4. SMTP password (if authenticationisrequired).

5. Sender Email address (required for some email servers).

Click "Test Alert" to test send an email and check the Messagestab for the M essageStatus.
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General ; System Alerts/Email Setup | Master/Slave Replication | Server Monitnringi Ezcalation Setup | Mndem] Outgoing Message FiIterI AlertG ateway Setup | Reporting

¥ Send System &leitto  Recipients: | J Test Alert

Primary SMTP Server
SMTP server: Ismlp.gmail.com SHMTP user; Iclickndeploylesl@gnaﬂ.cc-m
SMTP port: IEB? ﬁ SMTP password: szx:xx:xuuu

Sender Emad Address: |aIertdispatchel@aleﬂdispatcher. com

Sender Display Mame: |

Note:

1). Asfar aspossible, do not use your email account or an existing email account just in case you need to change
your password in the future, and forget to update the password set on AlertDispatcher. Create a new email
account, e.g. a ertdispatcher @yourcompanydomain.

2). If you do not have a company email or SMTP Server, you can useyour | SP SMTP Server or register afree
GMAIL account (GMAIL SMTP Server uses port 587 instead of the standard port 25). Take note that GMAIL
hasadaily send limit of between 100 to 500 messages, so you must not send to too many recipientsto avoid
exceeding the limit.

Thefollowing screen shows asuccessful test.

., AlertDispatcher Enterprise w7.0.0.0.685.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbanitarings: 990... [ = || @ |23

Servers Setup (SMTR/POP3/HTTRASOL) | Receive SMS Setup l Templates l Users and Departrents |
Help/Reqistration |
Server/Metwark Monitoring | Modem Setup | Instant Messaging [IM] Setup | Swyztem Setup |
Service Messages | Send SMS/Emai ] Addresshook |
k%|\:a ‘&9 QLP {E:)u Acknowledge all meszages &@ Delete all pending meszages |1 from 664, Today sent: 6.7 =23 2 mesifgif;too[ddlzizy: 500 j‘
ﬂ [v [Phonetumber = "support@clickndeplay.com'’) Filter..

StartDateTime INfOUT |Recipient

suppartiE@clickndeploy. com test email

If the SMTP Server setup isnot correctly configured or if your AlertDispatcher hasn't been authorized to send
email to the SMTP Server, theerror will be shown under M essageStatus column. Please show thiserror to your
company email server administrator.
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. AlertDispatcher Enterprise w7.0.0.0.686.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitorings: 999... [ = |[ = |[E34]

Servers Setup [SMTF‘;"F‘DF‘3.-’HTTF'J’SQL]| Feceive 5MS Setup | Templates | Uszers and Departments |
Help/Reqistration |
Server/Metwork Moritoring | Maodem Setup | Instant Mezszaging [IM) Setup | System Setup |
Service Messages | Send 5k5/Emai | Addressbook |
\%l\al&% NE Acknowledge all messages x@ Delete all pending meszages |1 from B84, Today sent: 7. T IeER IR el messsgi:too[dd:z[p;;ajy I _I .t’-\pply
J [V [PhoreNumber = "support@clickndeploy. com™) Filker..
StartDateTime Type INFOUT | Recipient Text Su > |MessageStatus Pri|FinishD

[LERTDI

ickndeploy.com [Created:

Error: "11004,Valid name, no datarecord of requested type" isasocket error, and indicatesthat AlertDispatcher
isunableto connect to the SMTP Server. Please check if the configured Primary SMTP Server and Port are
correct, and thereis no firewall blocking the connection.

. MlertDispatcher Enterprise v7.0.0.0.686,48 (Authorized User: Click And Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerManiterings: 399, [ = || & [

Serverz Setup [SMTP;’F‘DFG;’HTTF'HSQL]' Fieceive S5 Setup | Templates | Users and Departments |
Help/R egiztration |
Server/Metwork Manitaring | Maodem Setup | Instant Meszaging (IM) Setup | System Setup |
Service Messages | Send SMS/Email | Addresshook |
|\.a|&g ?l W5 Beknowledge all messages *g) Delete all pending messages |1 from 664, Today sent: 7. T Eeibue messjgiz-;?ddz?;? I _I Apply
_I ¥ [PhoneMNumber = "supporti@clickndeplay.com'] Filter..
StartDate Time Type INfOUT [Recipient Text 7 |Subje|MessageStatus

3 75844 P |Er-.-1.'£'n.IL ||:|ut support@E@clickndeploy.com "f;[__ '_ D : el ~Liilk _ pellicl S ‘[.L'%.LEF:T# % Email Erar 11004 Y alid name, no data recard

b). How to verify your SMTP Server credentials using Windows Telnet Client and Blat.

Y ou can use Windows Telnet Client to check network connectivity and open port access to the SMTP Server.
To determineif your SMTP Server credentialsare correct, you will need to use an SMTP client such asBlat -
Blat isafree command-line based SMTP client.
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Onyour AlertDispatcher installation, launch Telnet client to verify that you are able to connect to the SMTP

Server. Thefollowing exampletriesto connect to GMAIL SMTP Server at port 587. Note: Y our corporate
email server may use port 25 instead,

= Command Prompt == @

Microsoft Windows [UVersion 6.1.7601]
Copyright (c¢) 2009 Micresoft Corporation. All rights reserved.

1N »

C:\Users\Admin>telnet smtp.gmail.com 587

On successful connection, it will return the code " 220",

& Telnet smtp.gmail.com = @
220 smtp.gmail.com ESMTP n86sm1291331pfb.45 - gsmtp

If you're getting the error "'telnet' is not recognized as an internal or external command", thismeans Telnet
Clientisnot installed on your Windows machine.

C\Windows\system32\cmd.exe

C:\Users\jushua.HIN2H8@LIENT\Deskt0p}telnet smtp.gmail.com 587

'telnet’ is not recognized as an internal or external command.
operahle program or batch file.

C:xUserssjoshua . WINZKECLIENT~DesktopX_
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Toinstall Telnet Client, go to Windows Control panel -> Programs and Features-> Turn Windows
features on or off -> Server Manager -> Features-> Add Feature, and then add Telnet Client.

File —Action View Help Add Features Wizard X
e [ = E
&= 2= H =M
= Bl Select Features
T Server Manager (WIN2KBCLIENT) H ‘-—l
5 Roles =
{57 Features —y
7 Diagnostics Select one or more features to install on this server,
:ﬁ’f Configuration Confirmation Features: Description:
B =2 Sto = i
[ =5 Storage Progress [ ] Remote Differential Compression LI Telnet Client uses the Telnet protocol
- L X to connect to a remote Telnet server
Results [E] Remote Server Administration Tools (Installed)

- and run applications on that server.
I_. RPC over HTTP Proxy

[] simple TCP/IP Services
[] smTP Server
[] sMMP Services
[] storage Manager for SANs
[] subsystem for UNI%-based Applications
o
[] Telnet Server
[] TFTP Client
[ windows Biometric Framewark
[ windows Internal Database
[ windows Powershell Integrated Scripting Environment (I8
L Windows Process Activation Service
[] windows Server Backup Features
[ Windows Server Migration Tools
L Windows System Resource Manager
[ windows TIFF IFilter

["] WinRM IIS Extension d
«| |

More about features

F'

Action: Inprogress...

= Pre | Next = I Insts | Cancel |

If Telnet works, but you're still not ableto send email successfully, you can test using the free command line
SMTP client Blat which you can download from http://www.clickndepl oy.com/downl oads/blat-smtp.zip.

For testing with SM TP Server without authentication:

blat -server { smtp-server-hostname} -port { smtp-port} -t {to-recipient} -f { sender-email} -subject { email-
subject} -body { email-body}

Example:

blat -server localhost -port 25 -t 12345@xclickndepl oy.com -f test@clickndepl oy.com -subject "test subject" -
body "test body"

—_

Ed Command Prompt B | &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server lo

calhost -port 25 -t 12345S@clickndeploy.com -f test@clickndeploy.com -subject "t
st subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com
Subject: test subject
Login name is test@clickndeploy.com

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>
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For testing with SMTP Server with authentication:

blat -server { smtp-server-hostname} -port { smtp-port} -u { username} -pw { password} -t {to-recipient} -f
{'sender-email} -subject { email-subject} -body { email-body}

Example:

blat -server localhost -port 25 -u "test" -pw "test" -t 12345@clickndepl oy.com -f test@clickndepl oy.com -subject
"test subject” -body "test body"

B8 Command Prompt = | =] | &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server al
ertdispatcher -port 25 -u "test™ -pw "test" -t 12345@clickndeploy.com -f test@clijs
ickndeploy.com -subject "test subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com

Subject: test subject
Login name is test@clickndeploy.com

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>

If password iswrong:

&8 Command Prompt = || = || &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server al
ertdispatcher -port 25 -u "test” -pw "wrong-password” -t 12345@clickndeploy.com
-f test@clickndeploy.com -subject “test subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com

Subject: test subject

Login name is test@clickndeploy.com

The SMTP server did not accept Auth LOGIN PASSWD value.

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>

c). Configure email recipients in the Addressbook

To send email through the Addressbook, you can add the recipient email address as shown below.
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tain | Custom Fieldsl Schedulel Escalationl

todem Setup
Templates
Service M ame: Imichael.smith
&s}‘l& |& H | 4 Send Type: [ SMS [+ Email [ Instant Messaging [Gmail
Name Phone Fhane: |

Ermnail: Imichael.smith@clickndeploy.c:om

Ingtant Mezzaging [Gmail): I

Alternative Phone/Emalls]): I J
[For Emergency Recall Maotification)

Group Level Priority lm
[within the group itzelf]: g

Restrict to Users from Department: IMain ﬂ
Biirth D ate: Hod hd
Description: I

I~ Unsubscribed [Recipisnt will not receive SMS5)
[Mote: Recipient can unsubscrbe by sending UMSUEB to SMSDispatcher)

.

eceive S5 Setup

erz and Departments

Copyright 2018 Click And Deploy (Pte. Ltd.)

=10l x|

U

4] |

|No working modem found, Refer |

Ok Cancel |

Unknown

A
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3). How to setup AlertDispatcher High Availability (Master/Slave Cluster
Redundancy)

If you are using the Enterprise License, you can setup Master/Slave cluster redundancy on AlertDispatcher
installations using 2 different "Operation Modes', a). Active Master/Active Save (default), b). Active
Master/PassiveSave.

Note: For both operation modes, changesto Users, Addressbook, Template, System Alert Recipient and Daily
Heartbeat setting can only be done on the Master node and will be replicated to the Slave node. Refer to

When configured as " Active Master/Active Save cluster” (the default setting), both Master and Slave nodeswill
process messages sent to them concurrently (by interfacing application) and act as backup for each other (2-way
message replication) in the event of failover of either node. To ensure that thereis no duplicate messages, the
interfacing application should only send to one node at any one time and be able to enact afailover to the other
node.

When configured as " Active Master/Passive Save cluster”, messages sent by the interfacing application to the
Slave nodewill beignored until the Master nodeisoffline. If theinterfacing application can send the same
message to both nodes, this setup confersan additional level of high availability. The message sent to Slave
node (passive) will be ignored aslong asthe Master nodeisonline. Inthe event of failure of the Active Master,
the message sent to the Passive Slave node will be processed and sent out.
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a). Active Master/Active Slave Operation Mode

To configureyour AlertDispatcher as Active Master/Active Slave, first enable the setting " Enable Replication
and Message Failover (Users, Addressbook and Templateswill bereplicated fromMaster to Save)" to enable
automatic messagefailover (both ways) acrossthe Master and the Slave node.

The "EnableReplication and MessageFailover" setting does not ensure message persistency, so messages
already queued on anode that failed will belost. To ensure message persistency, you need to enable an
additional setting "Mirror pending messagesfrom Master to Slave and viceversa'. This setting provides
additional high availability by replicating messages queued on either Slave or Master node on the other node. 1f
aparticular nodefailsor crashes, pending messagesthat arein queuein thefailed node will be sent using the
other node automatically. Thisispossible becauseall queued messageswill be replicated on the other node.

Note: Firewall may prevent Master and Server from connecting to each other so if you have firewall enabled on
either or both servers, please add firewall ruleto "allow" AlertDispatcher TCP port 5556. Refer to Appendix A
- How to Add (allow) server portsto Firewall.

Inthefollowing example, the Active Master node | P addressis 192.168.1.203 and the Active Slave node IP
addressis192.168.1.74.

Active Master Node:

<, AlertDispatcher Enterprise w7.0.0,0,678,48 (Buthorized User Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitorings: 9., | = || = |[m23]

Servers Setup [SMTR/POP3I/HTTR/SOL) | Receive SMS Setup l Templates l Users and Departments |
Help/Reqistration |

Service l Meszages l Send Sk5/Email | Addresshook. |

Server/Metwark, Monitaring | Modem Setup | Instant Meszaging (IM] Setup System Setup |

General | System Alerts/Email Setup  Master/Slave Replication | Server Monitoring/Modbus TCP Setup | Ezcalation Setup ] todems ] Outgoing Message Filker | AlertGateway 504 | ¥
Replication/Minonng/Message Failover | irtual IP Failowver ] \Windows MLE ]

[v Enable Replication and Message Faillover (Users, Addressbook and Templates will be replicated from Master to Slave)

Server Replication Role: |Master ﬂ

Slave Server Host: |1 92 168.1.74)

Slave Server Port: |5555

Dperation Mode: |Active Master/ctive Slave j

[v Mirror pending meszages from kaster to Slave and vice verza.

ALERTDISPATCHER - Master] Ferver running 5(tverage)
Fi 1 3
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Active Slave Node:

BlertDispatcher Enterprise 7.0.0.0.679.48 (Authorized User: Click And Deploy Pre Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerManitorings: 9., [ = || & |3

Uszers and Departments |

Servers Setup [SMTP/POP3HTTRASAL) | Receive SMS Setup l Templates l
Help/Registration |
Service l Meszages l Send SS/Email | Addrezzbook
| Modem Setup Instant Messaging (M) Setup Sustem Setup |

Server/Metwork, Monitoring

General | System &lerts/Email Setup  Master/Slave Replication | Server Monitoring/Modbus TCP Setup | Ezcalation Setup ] Modems ] Outgoing Meszage Filker | AlertGateway St | ¥

ReplicationMiroring/teszage Failover | Wirtual IP Failover ] windows MLE ]

[v Enable Replication and Message Failover [Users, Addressbook and Templates will be replicated from Master ta Slave)

Server Replication Role: |Slave j

aster Server Host: |1 92.168.1.203

M aster Server Port: |5555

25(Awverage)

3

ALERTDISPATCHER - Master] Server running
- m

The connection statusto the Active Master is displayed on the Active Slave. The following screen shows
Active Slave as connected to the Active Master.

[PC - Slave] AlertDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/Registration |
| Templatez

Instant Meszaging [IM] Setup System Setup l Servers Setup [SMTP/POP3/HTTR/SEL) | Receive SMS Setup
Service | Messages l Send SM5/Email l Addressbook, Server/Metwork Monitorin
Server Status: . | Stop | Restart | Emergency Pause Modem Signal: [CORM11 | Operator:
5 - [N [
ErvEr [unning S [
Server Feplication Role: [Slave]
_ Slave Status: Active Slave
Master Status: Connected
Fr— v Save password Open Log Folder Remate Server Hoet: (127.0.0.1 j Part: |5558 Save/Connect

User: |administrator Password:

Server Event Log:
2017.07.25 22:28:10:524 [thread: 1808] R eplication Client Connected to Master: 192.168.1.203.5556
H 107 41C0 1 IND.EEEC

AT AT A6 TLATD0CAD Ml <A ONOT O e fim bimn, Tk P inmmimn o b G bk b
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The following shows Active Slave as disconnected from the Active Master.

[PC - Slave] AlertDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/Registration |

Instant M essaging (1] Setup | Sustem Setup l Servers Setup [SMTP/POP3/HTTR/SOL) | Feceive SMS Setup | Templates
Service | Meszages l Send 55 /E mail l Addressbook | Server/Metwork Monitori
Server Status: . | Stop | Festart | Emergency Pause Modem Signal: |[COM11 ~| Operator:
5 - [N
Ever Inning “ A

Server Replication Role: [Slave]
Slave Status: Active Slave
Master Status: Disconnected. SocketError: 10065, Mo route to host

e v Save password Open Log Folder Remote Server Host: [127.0.0.1 v |Port [5556 Fave/Connect

User: |administrator Password:

Server Event Log:

207.07.25 22:32.05117 [1] Replication Error Socket error: 10065.Mo route to host

2017.07.25 22:32:05:117 [thread: 1808] Replication Client Disconnected from b aster: 192.168.1.203.5556
2017.07.25 22:28:10:524 [thread: 1808] Replication Client Connected to Master: 192.168.1.203:5556
2070725 22:27:38:649 [thread: 1808] Replication Client Dizconnected from Master: 192.168.1.202:5556
2070725 22:04: 32:664 [thread: 1808] Replization Client Connected to Master: 192.168.1.203:5556

T 07 W TE0801 T8 eemmed 10001 D ko ko Dok Mlinnnmnned b Frorn b snbeare 107 100 1 902-FRRC

The disconnected status is also displayed on the Active Master.

[PC - Master] AlertDispatcher Enterprise v6.0.0.0.636.36 (Authorized User: Click And Deploy - MaxRecipients: 1000, . MaxServerMonitorings: 9999, Modbus TCP: Disabled)
Instant Messaging [IM] Setup | System Setup | Servers Setup (SMTR/POP3/HT TPASAL) | Receive 5MS5 Setup | Templates

Help/Registration |

Service | Meszages l Send SM5/Email l Addresshook | Server/Network Monitorin
Server Status: . | Stop | Restart | Emergency Pause Modem Signal: |COM10 ~| Operator:
5 - o
EIVET ILNNIng i

Server Replication Role: [Master]
Slave Statuz: Disconnected. SocketError: 10060, Connection timed out

User; \&dministrator Pazaword:

—", I Save password Open Log Folder Remate Server Host: |127.0.0.1 j Part: |5555 Save/Connect

Server Event Log:

207.07.25 22:36:59:538 1] Replication Slave not available. Please check if Slave Server Host is comect. | firewall iz enabled, please allow port 5556, SocketEmor: 10060, Connection timed out Open log - file:\L
2M7.07.25 22:31:43:308 [thread: 1652] Failover Client Disconnected from Slave: 192.168.1.74:.5556

2M7.07.25 22:31:43:308 1] Failover Error: Socket enor: 10054, Connection reset by peer

207.07.25 22:28:28:452 AlentDispatcher Service Started with no modems enabled!
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b). Active Master/Passive Slave Operation Mode

To configureyour AlertDispatcher asActive Master/Passive Slave, first enable the setting "Enable Replication
and Message Failover (Users, Addressbook and Templateswill bereplicated fromMaster to Save)" to enable
automatic messagefailover (both ways) acrossthe Master and the Slave node.

The "Enable Replication and Message Failover" setting does not ensure message persistency, so messages
already queued on anode that failed will belost. To ensure message persistency, you need to enable an
additional setting "Mirror pending messagesfrom Master to Slave and vice versa'.

Thissetting provides additional high availability by replicating messages queued on either Slave or Master node
on the other node. If aparticular nodefailsor crashes, pending messagesthat arein queuein the failed node
will be sent using the other node automatically. Thisispossiblebecauseall queued messageswill bereplicated
on the other node.

Note: Firewall may prevent Master and Server from connecting to each other so if you have firewall enabled on
either or both servers, please add firewall ruleto "allow" AlertDispatcher TCP port 5556. Refer to Appendix A
- How to Add (allow) server portsto Firewall.

Inthefollowing example, the Active Master node | P addressis 192.168.1.203 and the Passive Slave node |P
addressis 192.168.1.74.

Active Master Node:

. BlerdDispatcher Enterprise wT.0.0.0,679.48 (Authaorized User: Click &nd Deplay Pte Ltd ({TEST SERWER 1) - MaxRecipients: 1000, MaxServertanitorings: 1., El@
Service l Meszages l Send SMS/Email | Addressbook |
Serverg Setup [SMTRAPOPI/HTTR/SAL) | Receive 5M5 Setup l Templates l Usgerg and Departments |
Help/Reqistration |

Server/Metwork Manitaring | Modem Setup | Instant Messaging (IM] Setup Syztem Setup |

General | System Alerts/Email Setup  Master/Slave Replication | Server Momtoing/todbus TCP Setup | Ezcalation Setup ] Modems] Outgoing M essage Filter | AlertGateway 54| ¥
Replication/Minaring/Messae Failaver | Wirtual |P Failaver ] ‘windaws MLE ]

[v Enable Replication and Message Failover [Users, Addressbook and Templates will be replicated from Master to Slave)

Server Replication Rale: |Master j

Slave Server Host: |192.‘I E2.1.74

Slave Server Part: |5555

Operation Mode: |Active b aster/Pazsive Slave j

[v Miror pending messages from M aster to Slave and vice versa.

[ALERTDISPATCHER. - Mastﬂewer running 25(Average)
3

) 1

In the following screen, the Active Master is shown as connected to the Passive Slave.

48



AlertDispatcher How-To Guide Copyright 2018 Click And Deploy (Pte. Ltd.)

[PC - Master]- AlertDispatcher Enterprise +6.0.0.0.636.36 (Authorized User: Click And Deploy - MaxRecipients: 1000, MaxServerMonitorings: 9999, Modbus TCP: Disabled)

Help/Registration |
Instant Mezzaging (IM] Setup | System Setup [ Servers Setup [SMTP/POP3HTTP/SOL) | Receive SMS Setup | Templates
Service | Messages I Send SMS5/Emal | Addressbook | Server/Network Monitarin

Server Status: @ | Stop | Restart | Emergency Pause | Modem Signal: [coM10 "I Operator:

S - ar [

efver iunning “ it
Server Replication Role: [Master]
_  Slave Status: Connected
User: [Administrator Password: [ ¥ Save password _Open Log Folder Remote Server Host [127.0.0.1 v | Port: [5856 Save/Connect

Server Event Log.

2017.07.25 23:.05:07-847 [thread:5000] Failowver Chent Connected to Slave: 192.168.1.74:5556
2017.07.25 23:08:35:082 [thread:5000] Failover Chent Dizconnected from Slave: 192.168.1.74:5556
2017.07.25 23:08:36:082 [I] Failover Error: Socket error: 10054, Connection reset by peer
2017.07.25 23:08:35:097 [thread:5000] Failover Client Connected to Slave: 192.168.1,74:5556
2017.07.25 22:08:35:035 [thread 1672 Failover Client Disconnected from Slave: 192.168.1.74.5556
20M7.07.25 225205103 AlenDispatcher Service Started with no modems enabled!

ANAT AT D LA A T o AP A Il Pt TUAL L A AT BN

Passive Slave Node:

© AlertDispatcher Enterprize wT.00.0.679.48 (Sutharized User: Click And Deplay Pte Ltd (TEST SERWER 1) - MaxRecipients: 1000, MaxServerhanitarings: 9., E@
Service l Messages l Send SMS/Email | Addressbook |
Servers Setup [SMTR/POP3MHTTRASAL) | Receive SMS Setup ] Templates l Uzers and Departments |
Help/Registration |

Server/Metwark Monitoring | Modem Setup | Instant Messaging [IM] Setup System Setup |

Gereral | System Alerts/Email Setup  Master/Slave Replication | Server MonitoringModbus TCP Setup | E zzalation Setup ] Modems ] Outgoing Message Filker | Alertateway Si 4] ¥

R eplication/Mimonng/t ezzage Failowver | wirtual IP Failowver ] windows MLE ]

[v Enable Replication and Messzage Failover [Users, dddresshook and Templates will be replicated from Master to Slave)

Server Replication Fole: |Sla\~'e j

Master Server Host: |1 92168.1.203

M aster Server Port: |5555

In the following screen, the Passive Slave is shown as connected to the Active Master. The Passive Slave status
is "Standby" which meansit doesn't process any messages until the Active Master isdown or becomes
disconnected from the Passive Slave.

l[F’C - Slave] Al'ﬂ'tDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/R egistration |

Ingtant Messzaging (M) Setup | System Setup l Servers Setup [SMTP/POP3/HT TR/SEL) | Receive 5MS5 Setup | Templates
Service | Meszages ] Send SMS/Email l Addrezshbaok | Server/Metwark Maonitori
Server Status: . | Stap | Festart | Emergency Pause Modem Signal: | COM11 | Operator:
3 - [N
erver running A

Server Replication Role; [Slave]
Slave Status: Passive Slave [standby)
Master Statuz: Connected

F—— IV Save password Open Log Folder Remote Server Host: [127.0.0.1 j Part: |555B Save/Connect

Uszer: | administrator Pazsword:

Server Event Log:

207.07.25 23:08:37:707 [thread:1792] Replication Client Connected to Master: 192.168.1.203.5556
20017.07.25 23:08:36:707 [thread: 1803] Replication Client Disconnected from Master: 192.168.1.203:5556
2007.07.25 23:08:36:707 [1] Replication Eror Socket enor; 10054, Connection reset by peer

2017.07.25 22:51:48:414 [thread: 18081 Replication Client Connected to Master: 192.168.1.203:5556

Thefollowing screen will be shown if the Passive Slaveis disconnected from the Active Master. The Passive
Slave status will then changeto "failover" which means all messages sent to it will be processed.
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I [PC - Slave] AlrtDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)
Instant Messaging [IkM] Setup | Systermn Setup | Servers Setup [SMTR/POP3I/HTTRASAL) | Receive SM5 Setup | Templates
Help/Fegistration |
Service | Messages l Send SMS/Email l Addresshook | Server/Metwork Monitoring
Server Status: o | Stop | Festart | E Pause Modem Signal: | COM11 ~| Operator:
warning: Replication Error, . EE [

Server Replication Role: [Slave]
1. Slave Status: Passive Slave [failover]

aster Status: Disconnected. SocketErmor: 10065, No route to host
Password, [P

IV Save passward Open Log Folder Remate Server Host: |127.0.0.1 j Port: |5555 Save/Connect
Server Event Log:
20170725 23:25:53:606 1] Replication kaster not available. Pleaze check if Slave Server Host is comect. If firewall iz enabled, please allow port 5556, SocketEror: 10085, Mo route to host Open log - file\Logh
20170725 23:20:58:497 [1] Replication Eror: Socket eror: 10065, Ma route to host
20170725 23:20:58:497 [thread: 1792] Replication Client Disconnected from kaster: 192.168.1.203:5556
207.07.25 23:20:58:497 [1] Replication Eror: Socket eror: 10054 Connection reset by peer
20170725 23:15:44:106 [thread:1792] Replication Client Connected to Master: 192.168.1.203:5556
2070725 23:15:13:463 ['] Replication Error_: chket_enor: _1 0067, Connection refused

Usger: |administratar
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Thefollowing diagram shows normal operation for an Active Master/Passive Slave cluster.

Application Server

a2

PC User
Messages are being sent out Slave will act as standby and ignore
from Master messages sent to it.
System Administrator
AlertDispatcher Master (Active) AlertDispatcher Slave (Passive)

d

h,
Y

Checking Status
Bi-directional Message Failover
Replicated Addressbook

&

&

L7 "

A

[oh a
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Upon failure of the Active Master node, the Passive Slave takes over and starts processing messages.
Application Server

a=

FC User
‘ 2. Slave takes over

automatically and starts

sending out messages
1. Master encounters critical failure .

AlertDispatcher Master (Active) AlertDispatcher Slave (Passive)

Y

System Administrator
Checking Status
Bi-directional Message Failover

l /Mirroring and Addressbook replication | %
e e

3. Slave sends alert notification
to the system admin

% \
% % % SMS Message:

Master Server offline!l
To ack, pls reply A123.

Q& & W

Managers Engineers Technicians

52



AlertDispatcher How-To Guide Copyright 2018 Click And Deploy (Pte. Ltd.)

4). How to configure Moxa NPort to allow AlertDispatcher to connect a modem
via network

Directly connecting a modem to the server using USB or Serial cableisthe most reliable way of deploying a
modem, but this may not be possiblefor thefollowing scenarios, 1). AlertDispatcher isinstalled on avirtual
machine, 2). Thereisno network in the server room and the modem needs to be rel ocated to another room.

Y ou can connect an RS232 serial modem to your computer network using aseria device server such asthe
MoxaNPort - https.//www.moxa.com/product/NPort_5110.htm.

Dueto the greater risk of failurefor such adeployment as compared to adeployment in which the modemis

directly connected to the server, we will recommend using 2 sets of modems and device serversfor redundancy.

Procedure:

1). Connect the serial cable of your modem to the NPort device. Connect the NPort deviceto your switch using

an RJ5 cable. Y our switch must support 10/100 Mbps.

2). Install thelatest version of MoxaNPort Administrator on your AlertDispatcher server (or VM guest
instance).

If thereisafirewall between your Server and the NPort device (both Windows and Network firewall), please

ensure that the following ports are opened.

[For NPort 5000 Series; NPort 5000A, NPort IAS000A, NPort P5150A, NPort W2x50, NE-4100 and MiiNePort
Series] — Device Servers

Protocol Port No. Purpose
TCP 80 Web Console
TCP 950(~965) Data Port
TCP 966(~981 ) Command Port
UDP 4800 Broadcast, Monitor, Get current settings, RealCOM Port mapping
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3). Run NPort Administrator and click " Search”. If the broadcast port is opened and the NPort is connected to
the same network or VLAN, you should be able to locate your modem (or modems) as shown below.

@’ MNPort Administrator-Configuration

Eile Eunction Configuration Yiew Help

i a
Exit Search Search P

Function Configuration - 0 NPort(:

ENPUI’T | [ v imaioy W Ll T Lal [ ~ bl [
&) Confiquration Searching @

il konitor
Il Port konitor

i, COM Mapping

L 1P Address Report Searching for NPan...

Found 1 NPort(s). remain timeout = 3 second(s)

— |

No | Model | MAC Address | IPAddress |
1 NPor5110  O0:G0ESED4E. 192166199

Message Log -4 | konitor Log - 0

Mo | Time
1 28/7/20171018:37
a a0 IAN13I 1014040
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4). Configurethe network for your NPort device.
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Note: Please double check your configuration and ensure that the | P address assigned is free as you may not be
ableto connect to the device again if the configurationiswrong.

@ MNPort Administrator-Configuration
File Function Configuration “iew Help

XL 2 - 3 = Ty
Exit Search Search P Locate Configure  Web

Function Configuration
=3 NPart Mo
€% Configuratian 1 Information
 Monitar Model Mame
d Port Monitor MPor 5110
i, COM Mapping
% IP Address Report MAC Address

00:90:E8:5D:48:12

Serial Number
4247

Firmware Yersion
Ver2?

Swetern Uptime
0 days. 00h:27m:dls

tMessage Log-5 | anitar Log -0 |

Mo | Time |
2872017 10:18:37 .
28/7/201710:18:45 ..
2872017 10:23:03 ..
28/7/201710:23:11 .
284772017 10:23:18 ...

N I Lo PO —

Accessible IPs |

Auto Warning

Basic Serial

[ Modify

192.165.1.99

[ Modify

—

[ Modify

|pub|ic

IP Address Report

s

Pasgwaord |
Operating Mode |

Click the "Modify" check box to modify configuration

o 0K

X Cancel

Nowe 2R8/7/2017 10r24°45 PM
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5). Right click on"COM Mapping", select "Add Target" and add the modem for thisserver. Take note of the
COM Port for the newly added modem as you will use this COM Port when you configure AlertDispatcher.
Click "Apply" to savethe configuration.

@ NPort Administrator-COM Mapping

File Function COM Mapping Yiew Help
i 51 2 & = &

Exit Add Femaowe  Apply  Configure
Function COM Mapping - 1 COM
=2 NPort Mo/ | taodel | IP Address | Port | COM Port | Mode | Parameter |
Configuration 1 NPart 5110 192168193 1 COkd2 Hi-Performance, FIFO... 9600, Naone, 8, 1. Mone
Monitor
Fart bonitar
Add NPort
i, COM Mapping @

------ % IP Address Repant

(& =clectFromList Rescan | SelectAll ‘ Clear All ‘
No | Model MAC Address | IPAddress |
[] NPort5110  DO90EBED4E. 192168199

: . " Input Manually |
Message Log-5 | Monitor Log -0 |

Ma | Time | Descripti |NPUH511D J

28/7/21710:18:37 .. Found N
28/7/201710:18:45 .. Found N
28/7/201710:23:03 .. Found N
28/7/201710:23:11 .. Found N
28/7/201710:23:18 .. Found N W OK

[ I S FURN L

X Cancel ‘
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Note: If AlertDispatcher failsto detect the added COM port, removeall the COM ports added under COM
Mapping, click "Apply" and then reboot your server. Launch NPort administrator again, and then select "Add

Target" under COM Mapping. |f the COM ports have changed, update the COM ports configured under
AlertDispatcher, "Modem Setup”.

7 AlertDispatcher Enterprise v6.0.0.0.633.28 (Authorized User: Click And Deploy3 - MaxRecipients: 1000, M... E
Service | Messages | Send SME/Email | Addresshook |
Servers Setup (SMTPIPOPS,’HTI" Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Server/Network Monitoring todem Setup | Instant Messaging (IM) Setup | Systemn Setup |
%99 (%
Status Signal Operator Error{¥arning) ModemMail |Des

| Errar Unknaown | COM Port Mot Found. The m cannotfind the COM port =

<« ] 3

INo working modem found. Refer to "Modem Setup Tab" for error message. [ Unknown Y
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6). Click on Configuration, double click on your NPort Device. Modify the TCP Alive Check Timeout of your
Modem Port or Portsfrom 7 min (default) to 1 min. Thissetting is necessary to ensure that the NPort Device
can be redetected within 1 minute of any network disruption.

% NPort Administrator-Configuration

File Eunction Configuration View Help

(==&

i 2 a 3 £l
Exit Search SearchlP  Locate Configure  Weh Operating Mode
Function Configuration - 1 1 pons) Selected 15t portis Port 1
B | No ¢ | todel ‘ MAC Address IP Address Server Name | Status | Operating Mads Fieal COM Mode
- € Configuration | 1 NPort 5110 00:90:E8:5D:48... 192.168.1.99 NFET10_4247
-[| F| Configuration ‘_ Fiaal COM ‘
i C
IR | Information AccessibleIPs | AuoWaming | 1P Address Rt s Mex Connection — [; o]
todel Mame Basic | MNetwark. | Serial Operating Mode
MNPort5110 X Misc (Optional)
MAC Address v Modify TCF Alive Che:kT\meﬂu;lg j
. E-dE: -39 min
0090 E&-50:4512 Port [ Alias [ 0P Mode ! ¢ )
1 Real COM .
Serial Number 7 r
4247 r
Firmware Yersion Data Packing (Optional)
Werz?
[ Delimiter 1 ’DD— {0+, Hex) Farce Tx Timaout ’D— (0-65
System Uptime [” Delimiter 2 [ifi] {0+, Hex) Facking Length 0 (010
Dekye, (s Delimiter Process  |Do Nothing -
Message
Mo
2 | Settings |
3
4
5 o OK
[
7 - |
Now: 28/7 Click the "Modify" check boxto modify configuration « OK | X Cancel
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3. Appendix

A. How to Add (allow) server ports to Firewall

If you need to be ableto access AlertDispatcher Server from the network, you must add the ports used by the
servicesyou requireto your firewall list of “allowed ports” if firewall isactive.

To add port exceptions to Windows Firewall exception list:

Go to Start = Control Panel 2> WindowsFirewall.

= =] == |

@ @v|¢9 + Control Panel » System and Security * ~ |‘y | | Search Control Panel pel |

Control Panel Home I ! Action Center

Review your computer's status and resalve issues

* System and Security
% Change User Account Control settings
Network and Internet

Hardware and Sound

Windows Firewall

Programs :
Check firewall status | Allow a program through Windows Firewall

User Accounts and Family

Safety H L
Appearance and T View amount of RAM and processor speed | Check the Windows Experience Index [
Personalization % Allow remote access | See the name of this computer % Device Manager

Clock, Language, and Region -~ Windows Update

Ease of Access Turn automatic updating on or off | Check for updates | View installed updates

Power Options
Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

‘,f{. Backup and Restore
< Back up your computer | Restore files from backup
Ay Windows Anytime Upgrade

~A  Get more features with a new edition of Windows 7

Click “Advanced settings’.
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S8 Y AR E D eeE w v L Ay i)

®v|‘ » Control Panel » System and Security » Windows Firewall - |‘1r| | Search Control Panel R |

) Q-

Control PanethiEes Help protect your computer with Windows Firewall

Allow a program or feature
through Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

% Change notification settings How does a firewall help protect my computer?
% Tumn Windows Firewall on or What are network locations?
off _ —
. [ i (™)
P ilts . & Home or work (private) networks Not Connected (¥

Advanced settings I . |_@ Public networks Connected (#)

Troubleshoot my network

m

Networks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not
on the list of allowed programs

Active public networks: = Unidentified network
See also =
T NETGEAR
Action Center
Notification state: MNotify me when Windows Firewall blocks a new
Metwork and Sharing Center i |
program
S —— e —————— ———

Click Inbound Rules, followed by “New Rule”.

SN
@ Windows Firewall with Advanced Security = IR s e T O O oo .

File Action View Help
Actions
Name Group = Profle  Enabled Action * -
- - ?Adobe CSICS4 Public Yes Allow E|
5}{ Connection Security Rules 5 4qne cs1 €54 Public  Yes Allow N
> ¥ Monitoring @ Adobe €SI C54 Public  Yes Allow
.AIerTDispatcherServer.exe Domain  No Allow W Filter by State '
@ AlertDispatcherServer.exe Domain  No Allow Y Filter by Group 4
@ Core FTP App Public  Yes Allow View »
I @ cCore FTP App Public  Yes Allow |6 Refresh |
@CyberLlnk PowerDVD 8.0 All Yes Allow [ Export List..
@JavaUM) Platform SE binary Private  Yes Allow
OJavaUM] Platform SE binary Public Yes Block ﬂ Help
@Java(TM] Platform SE binary Public Yes Block
@Java(TM] Platform SE binary Private  Yes Allow
OMZMStudioSetup Public Yes Block
0M2MStudioSetup Public Yes Block |
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Outlook Public Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
@ Oracle VM VirtualBox Manager Private  Yes Allow
© Oracle VM VirtualBox Manager Public  Yes Block
QOracIe VM VirtualBox Manager Public Yes Block L
] I Pl e T 3

Toggle“Port”, click Next.
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ﬂ' New Inbound Rule Wizard | P |

Rule Type

Select the type of firewall rule to create.

Steps:

@ Ruls Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ©) Proaram

@ Profile Rule that controls connections for a program.

@ MName @ Port
Rule that controls connections for a TCP or UDP port.

) Predefined:
Connect to a Network Projector

Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Leam more about nile types

<Back  |[ New> ][ Cancel |

Under “ Specific local”, enter “ 25, 80, 162, 5556” or any other portsyou wish to use.

If you are using a3 party firewall, check with your I T administrator or thefirewall vendor.

| Server Protocol Default Port Remarks
HTTP Server 80
SMTP Server 25
SNMP Trap Receiver 162
AlertDispatcher Server 5556 Used by AlertDispatcher Client, DLL API and
AlertDispatcher High Availability (Master/Save
Cluster Redundancy)
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