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Copyright

Thispublicationis protected by copyright and distributed under licensesrestricting its use, copying and
distribution. No part of this publication may be reproduced in any form by any meanswithout prior written
authorization of Click And Deploy PteLtd.

Disclaimer

Thispublicationisprovided"ASIS", without awarranty of any kind. All expressor implied representationsand
warranties, including any implied warranty of merchantability, fitnessfor a particular purpose or non-
infringement, are hereby excluded. Click And Deploy Pte Ltd may make any improvementsor changesin the
product(s) or the program(s) described in this publication at any time. Thisdocument is subject to change
without notice.
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1). Introduction

TheAlertDispatcher IT Security Guideteachesyou how to secureyour AlertDispatcher from externa IT
security threatsand from internal misuse. Werecommend taking some timeto read thisguide. Implementing
even basic security measures can help you to avoid downtime from most security breachesand malware. If
implemented correctly, AlertDispatcher systemisvery secure.

The AlertDispatcher IT Security Guide isdivided into two parts. Part one covers securing your system and
Windows. Parttwo coverssecuring AlertDispatcher.

Note: Thisisonly a basic guide only coversbasic security measures. For critical system, please consult with
your corporate I T security team or consultant before deploying your system. Refer to the disclaimer on the
beginning of the document.
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2). Securing the System/Windows

One important approach to improving information security isto reduce the attack surface of asystem or
software. By turning off unnecessary functionality, limiting network access and user accessto these
functionality, there would be fewer security risks.

Note: Beforehardening any system, pleaseensure AlertDispatcher worksfirst and turn off functionality in
batches so that if AlertDispatcher stopsworking, you can reversethat change.

a). Limiting network access to AlertDispatcher system

i). Scenario A: No corporate network access is required

1. Unplug from local network

If you're only sending SMS using SM'S modem, and you' reusing AlertDispatcher asastandal one system and
do not need to connect AlertDispatcher to other systems on your corporate network, you may disconnect your
AlertDispatcher system from your corporate network switch as AlertDispatcher doesnot require Internet or
network connection in order to send SMS.

If your application/management softwareison another system, you may connect it to AlertDispatcher system
directly (local network) instead of through the corporate network switch.
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if). Scenario B: Network access is required

If you need to connect AlertDispatcher system to other systems on your corporate network, the following
actionsare recommended.

1. Enable Windows Firewall

Go to Sart & Control Panel = Windows Defender Firewall, enableWindowsFirewall.

Windows Firewall should be enabled evenif you' reusing ahardwarefirewall appliance. After that, you would
need to add AlertDispatcher applicationsthat need to be allowed to communi cate through Windows Firewall.

Server Protocol Port Purpose/Protocol Service Application Path (default)
HTTP Server 80 TCP Receiving darmsvia C:\Program Files
HTTP GET/POST (x86)\AlertDispatcher\HTTPL istener.exe
SMTP Server 25 TCP Receiving alarmsvia C:\Program Files
Email (SMTP) (x86)\AlertDispatcher\SM TPListener.exe
SNMP Trap 162 UDP  Receiving alarmsvia C:\Program Files
Receiver SNMP Traps (x86)\AlertDispatcher\SNM PTrapReceiver.exe
AlertDispatcher 5556 TCP  AlertDispatcher C:\Program Files
Server Heartbeat/Failover (For  (x86)\AlertDispatcher\AlertDispatcherServer.exe
Master/Slave redundancy
Setup)
@Qv @ » Control Panel » All Control Panel Items » Windows Firewall ¥ I *4 I| search

File Edit View Tools Help

Control Fenal Hom Help protect your computer with Windows Firewall

e
Allow a ogie Orlfeat“re | Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

— through Windows Firewall through the Internet or a network.

% Change notification settings How does a firewall help protect my computer?

% Tum Windows Firewall on or What are network locations?

B off |

My Restore defaults . & Home or work (private) networks Connected (~

W Advanced settings Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network
Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs
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ltems > Windows Defender Firewall > Allowed apps

Copyright 2022 Click And Deploy (Pte. Ltd.)

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

!;Change settings

Name Private  Public
¥ @{Micr{ Add an app X o
@{Micr O
; Select the app you want to add, or dick Browse to find one that is not listed,

R /@My and then click OK. -
@{Micr O
@{Micr| Apps: m|
@{Micr( || AlertDispatcher SMTP Listener m|
@{Micr m|
@{Micr |
@{Micr m|
@{Micr
@{Micr
@{Micry L M

Is... Remove

Allow another app...

Path: i i r\SMTPListener.exe Browse...
What are the risks of unblocking an app?
You can choose which network types to add this app to.
Network types... Add Cancel ]
‘ K Cancel
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@Ov“ » Control Panel » All Control Panel Items » Windows Firewall » Allowed Programs "‘T‘E
File Edit View Tools Help

Allowed programs and features:

Name Home/Work (Private) Public »
M Alert Dispatcher HTTP Listener B
M Alert Dispatcher Server o |E
M Alert Dispatcher SMTP Listener O
M Alert Dispatcher SNMP Trap Receiver O
M AlertDispatcher O

l Details... ‘ l Remove l

l Allow another program... l

| ok || cancel |

Note: For full detailsof portsand firewall configuration, pleaserefer to“ AlertDispatcher Pre-installation &
Firewall PortsChecklist.pdf” .

2. Install anti-virus software

Install anti-virus software on your AlertDispatcher system. Configure your anti-virusfor maximum security. If
you do not have an anti-virus software, you can turn on Windows Defender.

Note:

1. Some anti-virus software heuristic scan arevery sensitive and may detect AlertDispatcher and its components
asamalware. Toavoid positivefalse positive detections that may disable AlertDispatcher functionality without
notice, you may consider adding afolder exclusion for AlertDispatcher program folder — “C:\Program Files
(x86)\AlertDispatcher”. This should be done only after you have done acompl ete system scan to ensure the
systemisfreefrom malware. Kindly please inform usof any AV detectionsand submit ascreen capture.

2. Some antivirus software such asM cAfee VirusScan may block SMTP email interfacing to AlertDispatcher so
you will need to add an exception. Refer tothe“ AlertDispatcher Quick Installation Guide.pdf” for details.
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b). Limiting personnel access to AlertDispatcher system / Removing
admin rights for users

Asfar aspossible, do not install AlertDispatcher on workstations where userslogon to perform their daily tasks.
Itispreferable to install AlertDispatcher on adedicated machine, afile server or database server. The
AlertDispatcher system can beinstalled on aWindowsworkstation or Server OS.

TomanageAlertDispatcher installed on a separate machine, you may install AlertDispatcher Client on a
workstation (Client only installation), and configureit to logon to remote AlertDispatcher system. Allowing
usersto RDPinto remote server isnot recommended. Note: Thisfunctionality isonly availablefor
AlertDispatcher Corporateand Enterprise Editions.

If you arerequired to install AlertDispatcher onto aworkstation, please remove administrator and software
install rightsfor usersthat logon to thisworkstations. 1t isnot necessary to have administrator right to use
AlertDispatcher.
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c). Using complex and unique passwords for Windows and any third party
remote access software used to access to server.

If you are accessing the server via remote access such as using Windows RDP or any third party remote access
software such as Teamviewer, you should secure the access by making thefollowing changes:

i). Use a difficult to guess password.

Do not use simple passwords such as ‘1234 or ‘8888' as ahacker may gain accessto your system by brute
force password guessing. Do not reuse password. Y ou may add project namefor easy recall. A secure
password will ook likethis—“SMSAlert28@168!&”.

Windows passwords should preferably be at least 12 characterslong, and contain upper and lower cases|etters,
numerals and punctuation mark. Ensurethe password isunique and not used for other applicationlogin. To
avoid forgetting the password, you can write it down on paper or storeit in an encrypted password protected file.

ﬁ TaamViawer o N T e

Connection Extras Help

Free license (non-commercial use only) -

Remote Control

Allow Remote Control Control Remote Computer
Please tell your partner the following ID and Please enter your partner's ID in order to
password if you would like to allow remote control the remote computer

control.

830 Partner ID E
123456789 b i
1502 0 |

@ Remote control

) _ File transfer
Enter a personal passwaord to access this

computer from anywhere.
) Connect to partner

@ Ready to connect (secure connection) Computers & Contacts »

ii). Set an account lockout policy for RDP access.

If RDP accessisenabled onyour AlertDispatcher system, you should always set an account lockout policy to
deter bruteforce password guessing attacks. From the same Local Security Policy screen from before, go to
Account Policies = Account Lockout Policy.

Account lockout duration: Thisis how long the user will be unable to logon after several failed attempts. This
should be set to at least 15 minutes.

10
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Account lockout threshhold: Thisisthe number of failed logon attempts before the user islocked-out. Threeis
usually sufficient to indicate someoneistrying to break in.

Allow Administrator account lockout: Thiswill apply account lockout policy to even local administrator
accounts.

= Local Security Policy = O b4
File Action View Help

&= x5 = HE

-ﬁ Security Settings Policy Security Setting
~ | Account Policies

.| Account lockout duration 60 minutes
& Password Policy .| Account lockout threshold 3 invalid logon attempts
4 Acm'f' '-l't Lockout Policy Allow Administrator account lockout Enabled
i Local Policies 1| Reset account lockout counter after 60 minutes

| Windows Defender Firewall with Adval
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
\g. IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

d). Update Windows Regularly

Run Windows update and download the latest Windows security patches.

Note: If you need to upgradeto latest Windows, e.g. Windows 10 or 11, please ensurethat your AlertDspatcher
versioniscompatible. Alwaystest your AlertDispatcher after every update.

e). Disable and Uninstall Unnecessary Windows Services

Disable and if possible uninstall Fax, Telephony, Remote Access Connection Manager, and Remote
Access Auto Connection Manager Services on your machine if you do not use them. These services

11
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are not required by AlertDispatcher.

[=

" Services

File Action View

Help

Copyright 2022 Click And Deploy (Pte. Ltd.)

Raldl

i Services {Local)

Remote Access Auto Connection Name

Manager

Description:

Creates a connection to a remoti
network whenever a program
references a remote DNS or
MetBIOS name or address.

Description Status Startup Type Log On As
?%Quality Windows Audio Video Experience Quality Win... Manual Local Servic
E¥3 Nemote Access Auto Connection Manager Creates a c... Disabled
% Remote Access Connection Manager Manages di... Disabled Local Syste.
25 Remote Desktop Services Allows user... Manual MNetwork S..
Qg Remote Packet Capture Protocol v.0 (experimental) Allows to ca.. Manual Local Syste,
‘.sg Remote Procedure Call (RPC) The RPCSS ... Started Automatic Network S..
Sg, Remote Procedure Call (RPC) Locator In Windows... Manual Network S..
% Remote Registry Enables re... Manual Local Sewic
% Routing and Remote Access Offers routi... Disabled Local Syste,
£ RPC Endpoint Mapper Resolves RP... Started Automatic MNetwark 5..
£ Secondary Logon Enables star... Manual Local Syste.
% Secure Socket Turnneling Protocol Service Provides su... Manual Local Servic
£ Security Accounts Manager The startup... Started Automatic Local Syste.
ng Security Center The WSCSV... Started Automatic (D... Local Servic
5 Server Supports fil...  Started Automatic Local Syste.

Al

[

-

e

Extended /\ Standard/

12
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f). Turn on User Account Control (UAC) and set to highest
Turn on User Account Control (UAC) and set to “Always notify me...”.

® User Account Control Settings = Ll X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
—.— Always notify me when:
*  Apps try to install software or make changes to my
computer
* | make changes to Windows settings
@ FRecommended if you routinely install new software
= = and visit unfamiliar websites.
Never notify

GOI( Cancel

13
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3). Securing AlertDispatcher

a). Change AlertDispatcher Administrator password and create users with
lower rights.

Changethedefault password for “ administrator”.

Service I Server/Network Monitoring | Messages I Send Message I
Modem Setup I Messaging Service Setup I System Setup I Servers Setup [SMTP!PDP3!HTTPISEIL]|
| Templates Users and Departments I Help/Registration |
&}- & | &f 3 | Editing User: administrator g EI
Name Type Phone |LMan_i| Depattments | ==
2 administrator Administratar lv Enable User

| administrator

I.adrr:lr'u.z:lr.ar-:r

xxxxxxxxxxxxx
Password: l

Confirm Password: I

|.-‘f>.dm'nr'n:.rr.ar-t,r __l Manage User Types

Administrator has full rights.

Mobile Phone: | send I

Email Address: |

Monthly message limit: ~ |1000000 [ Unlimited Current Month Usage 0

[~ Discard messages in excess of limit

Ok | Cancel | ﬁ

[JOSHUADELL] {1} Server running {2} License Info:

If you' re using the Corporate license (or higher), you can create a separate |ogin user account with limited
accessright for each user. Tip: If AlertDispatcher isinstalled on a server, you can copy the AlertDispatcher
Client to a workstation and configure it connect to the server using alogin user account (AlertDispatcher) with
lower accessrights.

Every login user created is assigned to a user type that has adifferent set of accessright. The following user
types are pre-created — Administrator, Basic User, Department L eader, Manager and Standard User.

In the example shown below, the newly created user “ adam.smith” isassigned the user type “ Standard User”.

Standard User hasthe rightsto access Service, Messages, Send SMSEmail, Addressbook tabsonly but hasno
rights to del ete messages. Standard User can only view messages from departments he or sheisassigned under.

14
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Modem Setup | Messaging Service Setup | System Setup | Servers Setup (SMTP/POP3/HTTP/SOL) |
Service I Server/Network Monitoring l Messages l Send Message I
Templates Users and Departments I Help/Registration l

&}a & & E Adding User . ><. E

Type Main | Departments ]

& administrator Administrator ¥ Enable User

Name Phone

Name: |end-user

Display Name: Iend-user
Password: |
Confirm Password: l
Type: |Administrator LI Manage User Types

Administrator

Department Leader
Manager

Standard User
Test User Type

Mobile Phone: | Send pa

Email Address: |

Monthly message imit. | 1000000 [~ Unlimited Current Month Usage 0

_——

b). Disable or limit AlertDispatcher Network and APl interfaces that you do
not require.

i). Disable AlertDispatcher network services that are not required.

For the convenience of new users, AlertDispatcher built-in SMTP, HTTP and SNMP Server interfaces maybe
enabled by default. Y ou can shutdown and disable any of these servicesthat are not required by using Windows
Service Manager.

Go to Sart - Control Panel - Administrative Tools > Services and ensurethat AlertDispatcher-HTTP,
AlertDispatcher-SM TP and AlertDispatcher-SNMP services are stopped and disabl ed.

< Services
File Action View Help
& ez HE »eup

. Services (Local)
Application Information Name Description Status Startup Type Log On As
. 16 AarSvc_3d27 Runtime for activating conversational a.. Running  Manual Local System
Stop the asvice -.‘:I(‘_-. ActiveX Installer (AxinstSV) Provides User Account Control validatio... Manual Local System
Restart the service -
&) AlertDispatcher Running  Automatic Local System
I £ AlertDispatcher-HTTP Runnini Automatic Local System
Description: & AlertDispatcher-Messaging Running  Automatic Local System
Facilitates the running of interactive B AlertDispatcher-Monitori Wi Aiiora iocal Syt
applications with additional &k AlertDispatcher-Monitoring unning omatic ocal System

administrative privileges. If this ‘& AlertDispatcher-SMTP Running] Automatic Local System
service is stopped, users will be 8. AlertDispatcher-SNMP Runnin, Automatic Local System
unable to launch applications with & AlertDispatcher-Watchdog Running  Automatic Local System
the additional administrative B Alliovn Router Sarvi Routes All for the local Al M | Locai &
privileges they may require to & Allloyn Router Service outes AllJoyn messages for the local Al anual (Trig... ocal Service
perform desired user tasks. L) App Readiness Gets apps ready for use the first time a .. Manual Local System
16} Apple Mobile Device Service Provides the interface to Apple mobile d.. Running  Automatic Local System

15
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Alternatively, you can disablethe Server interfaces using the Client.

Service | Server/Network Monitoring | Messages | Send Message |
Templates l Users and Departments | Help/Registration |
Modem Setup | Messaging Service Setup | System Setup Servers Setup [SMTP/POP3/HTTR/SOL) |

Email Application Setup l HTTP Server Setup l SNMP Trap Receiver Setup | S0L Client |

General Setup  SMTP Server (Localhost] Setup | POP3 Client Setup | MAPI Setup | Email Notifications | LDAP Query Setup

-~ TCP/P address access restictions
[~ Enable SMTP Server [Localhost: )
By default, all computers will be ﬂ (& Granted access
[} Except those listed below |?_| " Denied access
SMTF Server Port [Localhost) 25 IP throttle IZBDG jh‘u_'- Minute
Access | IP address [Subnet mask) |
I~ Log SMTP packets (For &dvanced User Only!) -
[~ Enabl Username: | Password |
if emails with the nt domains
Ialertdtspelchel com [Emails to other domains will be delivered as regular emails)
[T Automatically disable SMTP Server on server failure or when no modems are working
[For client side fallover to alternative server)
Service | Server/Network Monitaring | Messages | Send Message |
Templates | Users and Departments | Help/Registration |
Madem Setup | Messaging Service Setup | System Setup Servers Setup (SMTP/POP3/HTTR/SOL) |
Email Application Setup  HTTP Server Setup I SNMP Trap Receiver Setup | SQL Client |
E_ nable HT TP Servel j
[T Authenticate against Users database — TCP/IP address access restictions
HTTF Server Port: |80 R ATt e | y default, all computers will be T & Granted access
Except those listed below: @ " Denied access
Enable HTTPS
[ ikns: Access | P address (Subnet mask] | Add
I” Restrict to HTTPS connection Delete
I~ Enfo gher HTTPS security (Restrict to TLS 1.2, disable weak ciphers) =
Properties
™ Automatically d
IP thiottle [2000 = Messages / Minute
Acknowledgement URL Ihltp localhost sages only]
web Console SYSADMIN Password I““:‘“”‘"

16
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Help/Registration |
Service | Server/Network Monitoring | Messages | Send Message |
Messaging Service Setup | System Setup Servers Setup (SMTP/POP3/HTTP/SOL) | Receive Message Setup |

Email ppiication Setup | HTTP Server Setup - SNMP Trap Receiver Setup | SGL Client |

(7 Enete TmFiscaal

General Setup | SNMP v3 Credentials | Scipt |

Trap Receiver Port: |1 62 Recipients IF‘Iease enter recipients

Strip the following keywords from the mes [One line |

For SNMP v Settodefault|  For SHMP v2 Set to defaul
Text to strip from alert
Timestamp: {Timestamp} ’ Timestamp: {Timestamp}
Source:{Source} Source:{Source}
Generic: {Generic} Enterprise:{SnmpTrap}
Specific:{Specific} EnterpriseDescr{SnmpTrapDescription}
Enterprise: {Enterprise} Community: {Community}

EnterpriseDescr{E nterpriseD escription}
Community: {Community}

Alert message template (Second Half) Bt Hefaull I

I~ Enable alert digests for traps received
{WarBindings}

Send an alert digest for SNMP traps received within the follow

Max rumber of SNMP traps per alert digest |3 :II
b A[AlarmPoint] IP thrattle IZDUU :ll Messages / Minute

ant.

ariableBindingsN ame]} represents v variable bindings, e.g. {[AlarmNa

able-description; [VariableBindir ame]; - iable-description’' Is a string «

3. Wildcard [* and 7] support, e.g. {[Variable®Name]} will match variable bindings " ariableBindingsM ame'

17
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ii). Authenticate clients and change default ports.

The AlertDispatcher SMTP Server interface supports Basic SM TP Authentication (disabled by default). You
can also limit accessto SMTP clientson predefined | P addresses. The SMTP Server listensto port 25 by
default.

Accessto SMTP Server can aso berestricted to specific | P address or | P address ranges.

Help/Registration I
Service l Server/Network Monitoring | Messages | Send Message | Addressb
Messaging Service Setup | System Setup Servers Setup [SMTP/POP3/HTTP/SQAL) | Receive Message Setup | Templat

Email Application Setup | HTTP Server Setup | SNMP Trap Receiver Setup | SGL Clent |

General Setup  SMTP Server [Localhost] Setup | POP3 Client Setup | MAPI Setup | Email Notifications | LDAP Query Setup |

(- TCP/IP address access restrictions =
¥ Enable SMTP Server (Localhost)
By default, all computers will be: % © Granted access
General Setup . .
~ Except those listed below: &) & Denied access
SMTP Server Port (Locathost): |25 IP throttle |2000 “‘__JJ Messages/Minute
Access | IP address (Subnet mask) Add

|
[_Log SMTP packets (For Advanced User Oni) | | | @ [Granted 127.0.0.1(255.256.255.258) 1

Basic SMTP Authentication Delete

¥ Enable SMTP Authentication Usemame: |user Password I

Properties

s

v Forward ALL emais to Numeric email recipients as SMS
" Quety Phonebook for all other email recipients. If no match is found, deliver email as regular email
" Deliver all emails received as regular email with the exception of emails with the following recipient domains:

| alertdispatcher.com

Failover Setup
[~ Automatically disable SMTP Server on server failure of when no modems are working

(For client side failover to altenative server)

18
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Y ou can setup the credential for HTTP Server interface asshown below. If “ Authenticate against Users

Copyright 2022 Click And Deploy (Pte. Ltd.)

database’ ischecked, any send message or check server request sent to the HTTP Server interface will haveto
be furnished with username and password — see“ Users and Departments” tab.

For added security, enable HTTPS and restrict to HTTPS connectionsonly.

Similarly asfor SMTP Server, you can restrict accessto HT TP Server to specific | P address or | P address ranges.

The Web Console SY SADMIN password can aso be changed. Thisshould be changed if you’ ve enabled the

HTTP Server interface.

Help/Registration |
Service I Server/Network Monitoring ] Messages |
Messaging Service Setup | System Setup Servers Setup [SMTP/POP3/HTTP/SQL) |

Email Application Setup [HTTPS&ver SEUR]| SNMP Trap Receiver Setup | SQL Client
¥ Enable HTTP Server

Send Message

Receive Message Setup

¥ Authenticate against Users database

Manage users l

[V Enable HTTPS

[v Restict to HTTPS connections
v Enforce higher HTTPS secunty (Restnct to TLS 1.2, disable weak ciphers)

[~ Automatically disable HT TP Server on server failure or when no
modems are working [For client side failover to altemnative server)

IP throttle | 2000 j Messages / Minute

Acknowledgement URL: IhllD'N localhost [For Emergency Recall messages only)

|Web Console SYSADMIN Password: | """""" 3

’
TCP/IP address access restrictions
By default, all computers will be:
Except those listed below:

@ © Granted access
&) * Denied access

Access I IP address [Subnet mask) |

? Granted 127.0.0.1(255.255.255.255)

Add
Delete
Properties

v

19
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b). Divert calls to another phone and restricting access to the SMS modem
(SIM Card).

To prevent strangersfromtrying to call the SMS modem, you can place the SIM card into your cellphone and
divert al voice callsto another line. Thiswill prevent anyone from dialing directly to the SMS modem. Y our
telco may aso provide SIM cardswhere voice calls are disabl ed.

Note: AlertDispatcher will terminate all phone callsto the SMSmodem even if you do not divert the call.
However, the call will still ring for a few seconds.

c). Refrain from sending credentials and private information via
AlertDispatcher

We would not recommend sending private information such as public | P addresses, user login IDs and user
login passwords viaAlertDispatcher. For mission critical operations, you may consult with your vendor for
further discussion.

20
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